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Calendar of Events and Other Relevant Details

S. No Information Details
COP/DNH/CCTNS/TENDER NOTICE-
| RFP reference No and Date
2011309/dated 11.04.2011
2 Non Refundable Tender Cost Rs. 5,000/-
3 Sale of RFP Document from and till | From 12.04.2011 at 10:00 am till
date and time 03.05.201 1 at 5:00 pm
4 EMD amount Rs. 12,00,000/-
Queries: 26.04.2011, 5:00 pm
Last date for submission of written
5 queries for clarifications and date of | Pre-proposal: 03.05.2011 at 04:00 pm
pre-proposal conference (tentative) at Secretariat-Silvassa
Release of response to clarifications
6 10.05.201 |
on
7 Last date (deadline) for receipt of 17.05.2011 at 5:00 pm to be submitted in
proposals in response to RFP notice | Police Headquarters — Daman
Place, Time and Date of opening of
17.05.2011 at 5:30 pm at PHQ-Daman
8 Technical proposals received in
(tentative)
response to the RFP notice
9 Date of Technical presentation post | 24 05.2011
pre-qualification
Place, Time and Date of opening of
08.06.2011 at 10:00 am at PHQ-Daman
10 Financial proposals received in
(tentative)
response to the RFP notice
Shri. Atul Kumar Thakur, IPS
1 Contact Person for queries
Chief of Police, Daman
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Phone: 0260 2642002
Fax: 0260 2642057,2643023

Email: police-daman-dd@nic.in

The Inspector General of Police

Nodal Officer - CCTNS,

Addressee and Address at which Police Headquarters,
12 proposal in response to RFP notice
is to be submitted Dunetha,

Daman

Pincode: 396 210

Note: Within seven days of release of the RFP, bidders to confirm via email their interest to
participate in the bid process.
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S.No

Abbreviation

and Diu and Dadra Nagar Haveli

List of Abbreviations

Description

I ASI Assistant Sub Inspector

2 BPR Business Process Reengineering

3 CAS Core Application Software

4 CB Capacity Building

5 CBT Computer Based Training

6 CcC Clearance Certificate

7 CCIS Crime and Criminals Information System
8 CCTNS Crime & Criminal Tracking Network System
9 CIPA Common Integrated Police Application
10 CM Chief Judicial Magistrate

I CoP Chief of Police

12 COTS Commercial Off The Shelf

13 CPMU Central Project Monitoring Unit

14 CRB Crime Records Bureau

15 DC Data Centre

16 DCRB District Crime Record Bureau

17 DDR Double Data Rate

18 DIG Deputy Inspector General

19 DNH / DnH Dadra Nagar Haveli

20 DNS Domain Name System

21 DRC Disaster Recovery Centre

22 EMS Enterprise Management System

23 FIR First Information Report

24 FRS Functional Requirement Specifications
25 FSL Forensic Science Laboratory

26 G2G Government to Government

27 Gol Government of India

28 GUI Graphical User Interface

29 HLD High Level Design

30 HQ Head Quarter

31 HR Human Resource
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S.No Abbreviation Description

32 ICT Information and Communication Technologies
33 IG Inspector General

34 (e} Investigating Officer

36 IT Information Technology

37 LAN Local Area Network

38 LIB Local Intelligence Bureau

39 LLD Low Level Design

40 LPC Lady Police Constable

41 MHA Ministry of Home Affairs

42 MMP Mission Mode Project

43 MPF Modernization of State Police Forces
44 NCRB National Crime records Bureau

46 NeGP National e-Governance Programme
47 NIC National Informatics Centre

48 NOC No Objection Certificate

49 OoP Outpost

50 (ON) Operating System

51 PC Personal Computer

52 PIM Project Implementation Report

53 PMIS Project Management Information System
54 RFP Request for Proposal

55 RTI Right to Information

56 RTO Regional Transport Officer

57 SAN Storage Area Network

58 SCRB State Crime Records Bureau

59 SDA Software Developing Agency

60 SDC State Data Centre

6l SHO Station House Officer

62 SI System Integrator

63 SI Sub Inspector

64 SLA Service Level Agreement

65 SP Superintendent of Police

66 SPMC State Program Management Consultant
67 SPMU State Project Monitoring Unit
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S.No Abbreviation ‘ Description

68 SQL Structured Query Language

69 SRS System Requirement Specifications
70 SSDG State E-Governance Services Delivery Gateway
71 SWAN State Wide Area Network

72 TPDS Targeted Public Distribution System
73 UAT User Acceptance Testing

74 UHC Unarmed Head Constable

75 UPS Uninterrupted Power Supply

76 UT/uUT Union Territory

77 VPN Virtual Private Network

78 WAN Wide Area Network
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1. INTRODUCTION

|.1Project Background

The CCTNS Programme was conceived as a Mission Mode Project fully sponsored by the
Government of India under the National e-Governance Programme (NeGP). Ministry of Home
Affairs and National Crime Records Bureau (NCRB) would be implementing the project across the
country with the help and support of State Governments and Union Territories. The project is
envisaged to be completed in three years. NCRB is the central nodal agency that would manage

CCTNS.

The CCTNS project is to be implemented in a manner where the major role would lie with the State
Governments/ U.Ts in order to bring in the requisite stakes, ownership and commitment, and only
certain core components would be in the hands of the Central Government, apart from the required

review and monitoring of project implementation on a continuing basis.

With the launching of CCTNS, the erstwhile Common Integrated Police Application (CIPA)
programme would be subsumed into it in a manner that the work already done there under is not
disrupted. So far, 2,760 police stations, out of a total of around 14,000 police stations across the

country, have been covered under the Scheme.

The broad objectives of the CCTNS project are streamlining investigation and prosecution
processes, strengthening of intelligence gathering machinery, improved public delivery system and
citizen-friendly interface, nationwide sharing of information across on crime and criminals and

improving efficiency and effectiveness of police functioning. It will also:

1. Facilitate collection, storage, retrieval, analysis, transfer and sharing of data and
information among Police Stations, District, State Headquarters and other
organization/agencies, including those at Government of India level.

2. Help in enabling and assisting the senior Police Officers in better management of
Police Force.

3. Help in Keeping track of the progress of the crime and criminal investigation and
prosecution Cases, including progress of cases in the court.

4. Help in reducing the manual and redundant record keeping.
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Note: U.T/UT in the whole document refers to Daman & Diu and Dadra & Nagar Haveli

| .2Background of Police Systems in India

Several initiatives have been introduced in the past to leverage IT in police functioning. Some of these
initiatives include centrally initiated programs such as the NCRB-led CCIS (Crime and Criminals
Information System) and CIPA (Common Integrated Police Application), and State-led initiatives such
as e-COPS (in Andhra Pradesh), Police IT (in Karnataka), Thana Tracking System (in West Bengal),
CAARUS (in Tamil Nadu) and HD IITS (in Gujarat). Presently automation in the area of Civil Police is
addressed mainly through the two Gol-led initiatives — CCIS and CIPA — and in some states such as

Andhra Pradesh, Karnataka and Gujarat, through State-led initiatives.

1.2.1 Crime and Criminals Information System (CCIS)

CCIS is an NCRB-driven program and has been launched in 1990. Since then, it has been
implemented in 35 states and union territories and spans over 700 locations. Most of the state police
headquarters and district headquarters are covered by CCIS and so are some of the 14,000+ police

stations in the country.

CCIS is primarily an initiative to create crime and criminals related database that can be used for
crime monitoring by monitoring agencies such as National Crime Records Bureau (NCRB), State
Crime Records Bureaus (SCRB) and District Crime Records Bureaus (DCRB) and to facilitate
statistical analysis of crime and criminals related information with the states and monitoring agencies.
CCIS data is used for publishing online reports such as Missing Persons report and is also used as the
basis for online query facilities that are available through the NCRB website. In addition, it is also
used by NCRB to publish an annual nation-wide Crime Report. CCIS focuses exclusively in Crime
and Criminals information and does not address the other aspects of Police functioning. CCIS was
originally built on Unix OS and Ingres database, but has since been ported to Windows platform and
has released its last three versions on Windows (the last release having taken place in September

2002).
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1.2.2 Common Integrated Police Application (CIPA)

A feature common to most of the early efforts has been a predominant focus on collection of data as
required by the monitoring agencies and on specific functions such as records management, statistical
analysis and office automation; rather than on police stations, which are the primary sources of
crime- and criminals-related data generation. In order to provide an application that supports police
station operations and the investigation process, and that is common across all states and union
territories, MHA had conceptualized the Common Integrated Police Application (CIPA) in 2004. It
has been initiated as part of the “Modernization of State Police Forces (MPF)” scheme of the Ministry
of Home Affairs. The aim of CIPA is to bring about computerization and automation in the
functioning at the police station with a view to bringing in efficiency and transparency in various
processes and functions at the police station level and improve service delivery to the citizens. So far
about 2,760 police stations, out of a total of 14,000+ police stations across the country, have been
covered under the scheme. CIPA is a stand-alone application developed to be installed in police
stations and to support the crime investigation and prosecution functions. CIPA is a centrally
managed application: an application core centrally developed and installed in police station. Any state-
specific customizations are evaluated and made on a need basis. The core focus of the CIPA
application is the automation of police station operations. Its core functionality includes the following
modules: (i) Registration Module (ii) Investigation Module (iii) Prosecution Module. There is also a
Reporting module that addresses basic reporting needs. CIPA is built on client server architecture on
a NIC Linux platform using Java and Postgre SQL database. Benefits realized from CIPA include the
ability to enter registration (FIR) details into the system and print out copies and the ability to create
and manage police station registers on the system, etc. It was felt, however, that a standalone
application couldn’t provide the enhanced outcomes in the areas of Crime Investigation and
Criminals Detection that are necessary. And for this reason, MHA has decided to launch the Crime

and Criminal Tracking Network System (CCTNS) program.

1.2.3 Crime and Criminal Tracking Network and Systems (CCTNS)

Crime and Criminal Tracking Network and Systems (CCTNS) is a Mission Mode Project

conceptualized and sponsored by the Ministry of Home Affairs (MHA) towards enhancing outcomes
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in Crime Investigation and Criminals Tracking; and in enhancing the efficiency and effectiveness of

police departments in all States and Union Territories.

The CCTNS project aims at creating a comprehensive and integrated system for enhancing the
efficiency and effectiveness of policing at the Police Station level through adoption of principles of e-
Governance, and creation of a nationwide networked infrastructure for evolution of IT-enabled
state-of-the-art tracking system around “investigation of crime and detection of criminals” in the real

time. This is a critical requirement in the context of the present day internal security scenario.

The scope of CCTNS spans all 35 States and Union Territories and covers all Police Stations
(14,000+ in number) and all Higher Police Offices (6,000+ in number) in the country. The CCTNS
project includes vertical connectivity of police units (linking police units at various levels within the
States — police stations, district police offices, state headquarters, SCRB and other police formations
— and States, through state headquarters and SCRB, to NCRB at GOl level) as well as horizontal
connectivity, linking police functions at State and Central level to external entities. CCTNS also

provides for a citizen’s interface to provide basic services to citizens.
The following specifics goals and objectives have been defined for CCTNS —

1. Provide Enhanced Tools for Investigation, Crime Prevention, Law & Order Maintenance
and other functions like Traffic Management, Emergency Response, etc.
a. Utilize IT for efficiency and effectiveness of core policing operations
b. Provide information for easier and faster analysis
2. Increase Operational Efficiency by:
a. Reducing the necessity to manually perform monotonous and repetitive tasks
b. Improving the communication e.g. Police messaging, email systems, etc.
c. Automating back-office functions, and thereby release police staff for greater
focus on core police functions.

3. Create platforms at State and Central levels for sharing crime and criminal information/
databases across states and across the country. This would enable easy sharing of real-
time information across police stations and districts at the State level / U.T level and
across States / U.Ts at the National level, there by resulting in:

a. Improved investigation and crime prevention

b. Better tracking of criminals, suspects, accused, repeat offenders, etc.
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4. Create a platform for sharing intelligence across the states, across the country and
across other State-level / U.T level and Gol-level agencies

5. Improved service delivery to the public/ citizen/ stakeholders

a. Access to police services in a citizen-friendly manner
b. Provide alternate modes of service delivery such as internet (for general
requests such as NOC, for following up on status, ex ministry of external affairs,

road transport)

The project would facilitate collection, storage, retrieval, analysis, transfer and sharing of data and
information among police stations, district, state headquarters and other organization or agencies,
including those at Government of India level wherein thousands of police stations in India are to be
linked through a tracking network in a bid to boost connectivity between stations and enhance

crime-fighting capabilities.

The following figure is a simplistic representation of the ‘Change’ in policing system envisaged under
the CCTNS project. In the existing system, most of the police function and systems are manual and
paper based. The interaction of citizen with department and also of various offices within the
department is either through physical presence of individuals or through the post — commonly known

as ‘Daak System”.
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In the CCTNS scenario, certain services of police department for citizens would become online and
could be accessed / requested through web. Also, the associated workflow of police processes would
become automated. Connectivity would be provided till police station level and all higher offices
would be connected either through State Data Centre or Police Data Centre (in case State Data
Centre is not ready). The department would further be connected centrally with other police offices
in all the States / U.Ts and centre as well as with NCRB and MHA at the central level. This envisaged

scenario would lead to integrated policing system across the country.

1.3CCTNS Implementation Framework

CCTNS would be implemented in a way where the States and U.Ts play a major role. CCTNS would
be implemented in alignment with the NeGP principle of “centralized planning and de-centralized
implementation”. MHA and NCRB would play a key role in planning the program in collaboration
with the Police leadership within States and U.Ts, in the development of a few core components and
in monitoring and reviewing the program. It is, however, the States and U.Ts that would drive the
planning and implementation at the State level and U.T level respectively.

The role of the Centre (MHA and NCRB) focuses primarily around planning, providing the core
application software (CAS) which is to be configured, customized, enhanced and deployed in States /
U.Ts, managing and monitoring the program at a higher level. States and U.Ts would drive the
implementation at the State level / U.T level and would continue to own the system after
deployment. The implementation of CCTNS would be taking an “integrated service delivery”

approach rather than that of procurement of hardware and software.

The central feature of CCTNS implementation at the State level / U.T level is the “bundling of
services” concept. According to this, each State / U.T selects one System Integrator (SI) who would
be the single point of contact for the State / U.T for all the components of CCTNS. These
components include the Application (the changes made to the core application provided by MHA),
hardware, communications infrastructure, associated services such as Capacity Building and

Handholding, etc.

1.3.1 Goals of This Request for Proposal (RFP)

The primary goal of this RFP is to solicit proposals from the interested bidders to be selected as the

System Integrator (Sl) for the U.T of Daman and Diu and Dadra Nagar Haveli through a competitive
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bidding process. This volume of RFP intends to bring out all the details with respect to the solution
and other requirements that are deemed necessary to share with the potential bidders. The goals of

RFP are further elaborated below:

e To seek proposals from potential bidders for providing the “bundle of services” in
implementing and managing the CCTNS solution in the U.T of Daman and Diu & Dadra
Nagar Haveli.
e To understand from the bidders how they propose to meet the technical and operational
requirements of CCTNS.
e To ascertain how potential bidders propose to deliver the services and sustain the demand
and growth in the requirements.
e To ascertain from bidders on how they will ensure scalability and upgradeability of the
infrastructure and solution proposed to be deployed.
e To understand from the bidders as to how they intend to innovate further on this service
delivery model.
The U.T of Daman & Diu and Dadra Nagar Haveli (through CCTNS Apex Committee and
Empowered Committee) shall be the final authority with respect to qualifying a bidder through this
RFP. Their decision with regard to the choice of the SI who qualifies through this RFP shall be final
and the U.T Administration reserves the right to reject any or all the bids without assigning any
reason. The U.T Administration further reserves the right to negotiate with the selected agency to
enhance the value through this project and to create a more amicable environment for the smooth

execution of the project.

2. PROJECT OVERVIEW

2.1 Need for the Project

The Ministry of Home Affairs has conceptualized the Crime & Criminals Tracking Network and
Systems (CCTNS) project as a Mission Mode Project under the National e-Governance Plan (NeGP).
This is an effort of the Government of India to modernize the police force giving top priority to
citizen services, information gathering, and its dissemination among various police organizations and

units across the country.
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A need has been felt to adopt a holistic approach to address the requirements of the police, mainly
with relation to functions in the police station and traffic management. There is also a need to
strengthen the citizen interfaces with the police. Interfaces need to be built with external agencies
like courts, transport authorities, hospitals, and municipal authorities etc to be able to share
information between departments. Therefore, it becomes critical that information and
communication technologies are made an integral part of policing in order to enhance the efficiency

and effectiveness of the Police Department.

In order to realize the benefits of e-Governance fully, it is essential that a holistic approach is adopted
that includes re-engineering and standardizing key functions of the police and creating a sustainable
and secure mechanism for sharing critical crime information across all police formations. The CCTNS
has been conceptualized in response to the need for establishing a comprehensive e-Governance

system in police stations across the country.

2.2Vision and Objectives of Project

2.2.1 Vision

“To transform the police force into a knowledge-based
force and improve the delivery of citizen-centric services
through enhancing the efficiency and effectiveness of the

police stations by creating a platform for sharing crime and
criminal information across the police stations in the
country”

2.2.2 Objectives of the MMP

The overall objective of the Mission Mode Project is based on enhancing the operational efficiency
and effectiveness of the police force in delivering the services. The broad objectives of the project

are as follows:
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Facilitate collection, storage, retrieval, analysis, transfer and sharing of data and Information
among Police Stations, Districts, U.T headquarters and other organizations /agencies,
including those at Government of India level.

Make the functioning of police citizen friendly, transparent, accountable, effective and efficient
by automating the processes and functions at police Stations and police offices at various
levels.

Improving delivery of citizen-centric services through effective usage of Information &
Communication Technology (ICT).

Provide the Investigating Officers with the tools, technologies and information to facilitate
faster and more accurate investigation of crime and detection of criminals.

Improve the functioning of police in various other areas such as Law & Order, Traffic
Management, curbing organized crimes, resource management etc.

Enabling and assisting the senior Police Officers in better management of Police Force.

Keep track of the progress of the crime and criminal investigation and prosecution Cases,
including progress of cases in the Courts.

Reduction in manual and redundant record keeping.

Providing user friendly interface to citizen information requirement through citizen portal
solution.

ISO standard certification for the Police Department for Daman and Diu and Dadra Nagar

Haveli.

2.3Stakeholders of the Project

The impact of the police subject being sensitive, a consultative and a bottom-up approach has to be

adopted in designing the MMP impacting the following stakeholders:

Citizens and Citizen groups

Police personnel, Department of Police, Administration of Daman and Diu and Dadra Nagar
Haveli.

Officials of the Department of Police, Administration of Daman and Diu and Dadra Nagar

Haveli
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e Ministry of Home Affairs (MHA) and National Crime Records Bureau (NCRB)
e External Departments such as Courts, Passports Office, Transport Department, and

Hospitals

2.4Desired Outcomes from Various Stakeholders

The following are the expected benefits envisaged from successful implementation of the MMP:
Citizens

e Multiple channels to access services from police like Web, Call centre and Police station. This
would save a lot of time and effort and would ensure convenience & flexibility to the citizens.

e Simplified process for registering and tracking petitions and FIRs.

e Simplified process for accessing general services such as requests for -certificates,
verifications, and permissions.

e Simplified process for registering grievances against police.

e Simplified process for tracking the progress of the case during trials.

e Simplified access to view/report unclaimed/recovered vehicles and property.

¢ Improved relationship management for victims and witnesses.

e Greater access to traffic police for registering traffic complaints.

e Ability to view and pay pending traffic challan from multiple access points with different and
flexible payment options

e Faster and assured response from police to any emergency calls for assistance.

e Higher flexibility w.r.t obtaining status of their applications / service request immediately on
request.

e Faster and efficient processes.
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Department of Police, Administration of Daman & Diu and Dadra Nagar Haveli

¢ Enhanced tools for investigation.

e Centralized crime and criminal information repository along with the criminal’s images and
fingerprints with advanced search capabilities.

¢ Enhanced ability to analyze crime patterns, modus operandi.

¢ Enhanced ability to analyze accidents and other road incidents.

e Faster turnaround time for the analysis results (crime and traffic) to reach the officers on the
field.

e Reduced workload of the police station back-office activities such as preparation of regular
and ad-hoc reports and station records management.

e Enhanced tools to optimize resource allocation for patrols, emergency response, petition
enquiries, and other general duties.

e A collaborative knowledge-oriented environment where knowledge is shared across the
different regions and units.

e Better coordination and communication with external stakeholders through implementation
of electronic information exchange systems.

¢ Advanced tools for traffic regulation and enforcement.

e Automated system would save the efforts of the officials in various day to day tasks.

e Automation of document search would facilitate the police officials for accessing the data.

e Speedy recovery of data and impounding will be possible due to instant access to data.

e Timely Report generation with all desired fields would be possible through the automated
system. This will help the decision makers of the Department in making prompt decisions &
progress tracking.

e Multiple access channels for the citizens would lead to reduce rush and chaos at various
offices across the UTs.

¢ Availability of MIS reports in real time leading to higher efficiency in effective decision making.

¢ Balanced performance evaluation metrics and framework.

¢ Simplified process for registering grievance within Department

e Simplified process for personnel’s administrative services such as leave, pay-roll, loans, and

bill claims.
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® Integrated view of the service record that presents the performance feedback and training

needs.

Ministry of Home Affairs (MHA) and National Crime Records Bureau (NCRB)

e Standardized means of capturing the crime and criminal data across the police stations in the
country.

e Faster and easier access to crime and criminal information across the country in a manner
amenable for trend and pattern analysis.

e Enhanced ability to detect crime patterns and modus operandi across the U.Ts and
communicate to the U.T police departments for aiding in crime prevention.

e The ability to respond faster and with greater accuracy to inquiries from the parliament,

citizens and citizens group: and to RTI queries.

External Departments (ex: Courts, Passports Office, and Transport Department etc)

e Seamless integration with police systems for better citizen service delivery and improved law

enforcement.
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3. POLICE DEPARTMENT - U.T of Daman and Diu and
Dadra Nagar Haveli

3.1Organization Structure
Inspector General (IG) heads the Police department in both the Union Territories. Superintendent of

Police (SP) of both the Union Territories (Total 3 in number — one each for Daman, Diu and Silvassa)
and Assistant Superintendent of Police, Chief of Police, Inspectors, Sub Inspectors, Assistant Sub
Inspectors, Head Constables and Constables constitute the remaining hierarchy of the police

Department.

The organization structure for both the union territories are given below:

3.1.1 Organization structure of Department of Police, UT of Daman and Diu

The organization structure of the Police Department in Daman & Diu is given below.

Inspector General of Police

SP - Daman SP - Diu
CoP - Daman CoP - Diu
| ' | | ' |
SHO, Nani Daman IS:I::e (é(t):tisgz:]l SHO, Diu Police Coastal
Police Station S Station Detachment, Diu
Bhamti
OP Bhmipore OP Kachigam OP Ghonga
OP Kalariya OP Moti Daman OP Bucharwada
OP Dabhel OP Vanakbara
OP Nagoa
OP Simbor
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3.1.2 Organization structure of Department of Police, U.T of Dadra Nagar Haveli
The organization structure in Dadra & Nagar Haveli is given below:

Inspector General of Police

SP - Silvassa

Additional SP Chief of Police
I
[ I I ]
CID / CRIME Head Quarters ACB Motor Transport
I I I I |
Local Intelligence SHO, Silvassa SHO, Khanvel RSI, Police Head Traffic
Bureau Police Station Police Station Quarters
I

OP Piparia OP Kherdi Dog Squad
OP Naroli OP Surangi Mounted Police
OP Masat OP Dudhani Police Band
OP Rakholi OP Mandoni Armoury
OP Sayli
OP Galonda
OP Kilvani
OP Randha
OP Dadra
PP Athal
PP Dhapsa

3.2Existing Legacy Systems

The Department has deployed CIPA application with stand alone server architecture at the police
stations. However CIPA application is not being used by the Department for any of the functions,
processes or for any NCRB related data exchange. Postgre SQL is being used for Database

maintenance for the CIPA application. Details w.r.t Application is given below:

e Application e CIPA has been installed for police functions & other jobs of
police departments, but it is not in use. Front end is Java
based and it runs on Linux OS.

¢ A HR database has been developed with basic forms using MS

Access. This is to store the Police Staff's employment related
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data.

e Postgre SQL is being used for Database for CIPA application
¢ Database

The status w.r.t usage of servers and storage is detailed below:

Server & e There is no server Hardware & Storage procured & installed.

Storage e The Department has loaded the CIPA application in a standalone system.
This hardware is basically high end personal computer & no SCSI HDD,
RAID has been configured for the same.

e Currently Police department is not using CIPA application. So there is no
data transaction to the main data base through the front end application.

e There is no scheduler backup system & tape library installed.

e There is no Enterprise E-mail server, for official e-mail communication.
Thus, information is communicated manually across the department and
offices in the department.

¢ No Directory service & DNS service is available.

3.3Existing Data Center Infrastructure

The Department has not set up Data Centre, Disaster Recovery Center and Network & Security
infrastructure till date. The computers in use at the Department offices are on a stand-alone basis.

No server hardware and storage components have been procured and installed by the Department.

The progress on implementation of SWAN at the U.T of Daman and DIU & Dadra Nagar Haveli is
not at the expected pace. Since the SWAN acts as a precursor to the SDC, the Department needs to
build up their own Data Center and Disaster Recovery Center to roll out any of the online services.
Once the SDC is operational, the option of merging the Department Data Center and the SDC can

be thought about.
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The Data Center for the CCTNS project will need to be set up by the System Integrator in Police
Head Quarters, Daman — U.T of Daman & Diu and the corresponding Disaster Recovery Site at

Police Head Quarters, Silvassa — U.T of Dadra Nagar Haveli.

3.4Existing Wan Infrastructure

Police Department of Daman & Diu & Dadra Nagar Haveli has deployed CIPA application with
standalone server architecture at the police stations. As per the current scenario there is no
Network connectivity in Wide Area Network Level. CIPA application is not being used for police
functions / processes or for any NCRB related data exchange. No applications are in use other than
these. Police stations have computers and broadband facilities. The status of WAN and LAN at

Daman and DIU and Dadra Nagar Haveli is as given below:

e Wide Area e There is no WAN configured as of now.
Network , , C -
e The Police stations are having individual Broadband connectivity
from BSNL for Internet E mail, Internet browsing.
e All the Police stations including Police HQ are running with stand
* Local Area alone systems or personal computers. So there is no concept of
Network o o ]
Local Area Network being installed, commissioned and running.

The progress w.r.t implementation of State Wide Area Network (SWAN) is also not up to the
desired expectations. At current pace, the implementation might take about 18 months, hence

Department has to evaluate the use of alternate Service Provider for providing the relevant services.

3.5Existing Client Site Infrastructure

There are total of 49 personal computers in UT of Dadra Nagar Haveli police stations & 37 numbers
of personal computers in UT of Daman and Diu police stations, most of which are at least 2 years
old. In addition to the computers, other supporting ICT hardware such as printers, scanners and
UPSes are also in use at Department offices. The details w.r.t end computing infrastructure is detailed

below:

e Desktop & End e UT of Daman and Diu police stations are having 37 numbers

C ti
omputing of personal computer, Operating systems are Windows XP,
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Vista.

e UT of Dadra Nagar Haveli police stations are having 49
numbers of personal computers & operating system is
Windows 2007, 20 numbers of printers, 3 scanners, | KVA
UPS for PCs & 2 numbers of 15 KVA UPS.

3.6Existing Capacity Building Infrastructure

In both the U.Ts there are no dedicated training centers / institutes / colleges of the Department of
Police except for the Training Lab in the Police Head Quarters, Silvassa, Administration of Dadra
Nagar Haveli. The training lab is equipped with eight personal computers, two printers and LAN
connectivity. The Department of Police utilizes the facilities and ICT infrastructure of the Technical

Training Institutes (TTl) and Industrial Training Institutes (ITl) to train the personnel.

3.7Core Application Software (CAS)

The CCTNS application software will contain a “core” for the States/ U.Ts that is common across all
35 States and U.Ts. The CCTNS Core Application Software (henceforth referred to as CAS) will be
developed at NCRB premises and provided to States and U.Ts for deployment. Each State/U.T would
customize the CAS according to their unique requirements and thereafter commission the same.
States and U.Ts also have an option to develop and deploy additional applications over and above the

customized CAS. The choice of such applications lies exclusively with the State/U.T.
The Core application Software (CAS) is expected to be ready by June 201 1.
This section provides the details of the CAS UT and CAS (Center) that will be developed by the

Software Development Agency (SDA) at the Center. The details provided here should be read in

conjunction with the RFP and the associated addendums issued by NCRB for the selection of the
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Software Development Agency for the Design, Development and Management of CCTNS Core

Application Software (CAS).

The functional requirements and the technical architecture of the CAS UT and CAS (Center) is
provided in detail in the RFP issued by NCRB for the selection of the SDA. The relevant sections of
the SDA-RFP are provided in Annexure 9 of this RFP.

The CCTNS application software can be conceptualized as comprising different services that fall

under two broad categories, CAS (Center) and CAS UT.

3.8CAS (Center)

CAS (Centre) would cater to the functionality that is required at the Gol level (by MHA and NCRB).
CAS (Centre) would enable NCRB to receive crime and criminals’ related data from States/U.Ts in
order to organize it suitably to serve NCRB’s requirements and to provide NCRB with the analysis
and reporting abilities to meet their objective as the central level crime and criminals’ data repository
of the nation. This would address the crime and criminals related information needs of MHA, NCRB,
the Parliament, and central government ministries and agencies, citizens and citizen groups. CAS
(Centre) also facilitates the flow if crime and criminals information across States/U.Ts is needed on a
need-basis. CAS (Centre) will be developed and deployed at NCRB. Also, CAS (Centre) is expected

to interface with external agencies such as passports, transport authorities, etc.

3.8.1 Overview of Services for CAS (Center)

i. State-SCRB-NCRB Data Transfer and Management
The service shall enable the NCRB to receive, transform, and collate the crime, criminal, and related

data from States/UTs, to organize it suitably to serve NCRB requirements.

ii. Crime and Criminal Reports
The service shall enable authorized personnel to generate the reports and perform analysis on the

central crime, criminals, and related data repository of the nation.
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ili. Crime and Criminal Records and Query Management
The service shall enable the authorized personnel to view various registers and perform basic and

advanced queries on the central crime, criminals, and related data repository of the nation.

iv. Talaash Service

The service will enable the user to search for missing persons across a central/ national database.

v. Person of Interest
The service will enable the user to search for persons of interest such as persons wanted on

outstanding warrants, accused, charged, habitual offenders, and convicts across the national database.

vi. Registered Vehicle and Vehicle of Interest Service
The service will enable the user to search for registered vehicles and vehicles of interest such as,
missing / stolen vehicles, abandoned / unclaimed vehicles, and vehicles involved in traffic incidents

across the national database.

vii. Publication Service

This functionality will help the NCRB to publish the periodic crime reviews to the NCRB portal.

viii. NCRB Citizen Interface
The service shall enable the citizens to access/ search the NCRB National Database on the data (ex,

Stolen Vehicles / Property, Missing Persons, etc.) that is approved to be made accessible to public.

ix. NCRB Interface for RTI
Due to the sensitivity of the information that pertains to national security and harmony, this service
shall enable a limited and restricted access to the authorized external stakeholders to search the

NCRB National Database, upon submission of any RTI requests.
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3.9CAS U.T

CAS UT covers functionality that is central to the goals of CCTNS and is common to all States and
U.Ts. It would focus primarily on functionality at police station with special emphasis on crime
investigation and criminals’ detection. This part would be developed at NCRB and provided to the
States and UTs for configuration, customization and enhancements / extensions. The State / UTs

would determine the requirements for configuration, customization and enhancements / extensions.

The following are the main function blocks that would comprise CAS UT:

e Registration

e Investigation

e Prosecution

e Records Management

e Search and Basic Reporting
CAS UT will also include the functionality required at Higher Offices such as State / U.T Police HQ,
Range Offices, District HQ and SCRB.

It is envisioned that CAS UT, once operational, will significantly enhance the outcomes in core police
functions at Police Stations. It will do so primarily through its role- and event-orientation, that helps
police personnel (playing different roles) in more effectively performing their core functions and that
relieves police personnel from repetitive tasks that claim much of their time while returning low or
no value. In order for CAS UT to achieve the above goals, it is envisaged to meet the following
requirements:

e It will lay special emphasis on the functions at police stations with focus on usability and ease
of use of the application.

e It will be designed to provide clear and tangible value to key roles at the Police Station:
specifically the SHO (Station House Officer), the 10 (Investigation Officer) and the Station
Writer.

¢ [t will be event and role-driven.

e |t will be content/forms-based, with customized forms based on requirements.
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e |t will be a flexible application system where actions on a case can be taken as required
without rigid sequence / workflows.

e |t will eliminate the need for duplicate and redundant entry of data, and the need for
repetitive, manual report preparation , thus freeing valuable time and resources for the
performance of core police functions

e |t will be intelligent and help police perform their roles by providing alerts, highlighting key
action areas, etc.

e |t will provide the ability to view and exchange information amongst Police Stations, between
Police Stations and other Police formations and with external entities including citizens.

e |t will ensure that relevant reporting and data requirements of higher offices must be met at
the State Data Centre/SCRB level and not percolate to the police station level.

e [t will ensure central facilitation and coordination; however CAS UT will be primarily driven
and owned by States/U.Ts where States/U.Ts can configure and customize the CAS for their

unique requirements without the intervention of the central entity

3.9.1 Overview of Services for CAS U.T

i. Citizens Portal Service

This service shall enable Citizens to request services from Police through online petitions and track
status of registered petitions and requests online. Citizens requests/services include passport
verification services, general service petitions such as No Objection Certificate (NOC) for job, NOC

for vehicle theft, NOC for lost cell phone/passport, Licenses for arms, processions etc.

ii. Petition Management Service
The service shall enable the police personnel to register and process the different kinds of general

service petitions and complaints.
iii. Unclaimed / Abandon Property Register Service
The service shall enable the police personnel to record and maintain unclaimed/abandoned property

registers and match unclaimed/ abandoned property with property in lost/stolen registers.

iv. Complaint and FIR Management Service
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The service shall enable the police personnel to register and process the complaints (FIR for
cognizable complaints, Non-Cognizable Report for non-cognizable, Complaint Report for genera

complaints, etc.) reported by the public.

v. PCR Call Interface and Management Service
The service shall enable the police personnel to register and process the complaints as received

through the Police Control Room through the Dial 100 emergency contact number-.

vi. Investigation Management Service
The service shall enable the police personnel to process the complaints through capturing the details
collected during the investigation process that are required for the investigation officer to prepare a

final report.

vii. Court and Jail Interface and Prosecution Management Service
The service shall enable the police personnel to interface with the courts and jails during the
investigation process (for producing evidence, producing arrested, remand etc) and during the trial

process.

viii. Crime and Criminal Records and Query Management Service
The service shall enable the police personnel to view various registers and perform basic and

advanced queries on the crime and criminal information.

ix. Police Email and Messaging Service
The service shall enable the police personnel to send / receive official as well as personal

Correspondence.

x. Periodic Crime, Law and Order Reports and Review Dashboard Service
The service shall enable the police personnel to view relevant reports and dashboards and to
conduct periodic crime, and law & order reviews of the police station(s) under the officer’s

jurisdiction.

xi. Notification of Alerts, Important Events, Reminders and Activity Calendar or Task

Services
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The service shall capture / generate the required alerts, important events, reminders, activity

calendar and tasks.

xii. State / U.T-SCRB-NCRB Data Transfer and Management Service
The service shall enable the States/UTs to collate, transform and transfer the crime, criminal, and

other related data from state to NCRB.

xiii. State CAS Administration and Configuration Management Service
The service shall enable the individual UT to configure/ customize the application to suit to their

unique requirements.

xiv. User Help and Assistance Service
The service shall enable the end user to view the help manuals of the application and in guiding the

end user in using the application.

xv. User Feedback Tracking and Resolution Service
The service shall enable the police personnel in logging the issues/defects occurred while using the

system.

xvi. Activity Log Tracking and Audit Service
The service shall capture the audit trail resulting from execution of a business process or system

function.

xvii. User Access and Authorization Management Service
The service shall enable the administrative user in setting the access privileges and will provide

authentication and authorization functionality

3.10 Development of CCTNS Core Application Software (CAS)

CAS (Centre) and CAS UT will be developed at NCRB under the overall guidance and supervision of
MHA, and a dedicated team from NCRB under the supervision of National Informatics Centre (NIC).

NCRB, on behalf of MHA, will engage a professional software development agency (SDA) to design
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and develop CAS (Centre) and CAS UT and offer associated services. The SDA would enhance and
maintain CAS (Centre) and CAS UT until the end of the engagement with NCRB and subsequent to
that, CAS (Centre) and CAS UT would be managed by NCRB under the guidance of NIC, DIT and
MHA.

CAS UT would be built as a platform at NCRB addressing the core requirements of the Police
Station to provide a basic framework to capture and process crime and criminal information at the
police station while providing the States/UTs with the flexibility to build their state specific
applications around it and in addition to it. CAS UT will be provided to States and U.Ts for
deployment. Each State/U.T would customize the CAS according to their unique requirements and
thereafter commission the same. A bulk of the functionality would be added at States/U.Ts’ discretion
and would be added as extensions to the CAS UT by the System Integrators (SI) chosen by the
States/U.Ts.

In order to achieve the above stated goals of simultaneously ensuring consistency and standardization
across States/U.Ts (where necessary and possible), and enabling States/U.Ts to meet their unique
requirements, CAS will be built as a highly configurable and customizable application. CAS would
therefore be a product-like application that could be centrally managed and at the same time
customized to meet the unique requirements of the States/U.Ts and deployed in all States/U.Ts. The

following sections provide details of the configuration and customization requirements of CAS.

In order to achieve the key CCTNS goal of facilitating the availability of real time information across
police stations and between police stations and higher offices, CAS would be built as a web
application. However, given the connectivity challenges faced in a number of police stations, especially
rural police stations, the application must be built to work in police stations with low and/or

unreliable connectivity.

3.11 Technology Stack for CAS UT and CAS (Center)

CAS UT will be developed in two distinct technology stacks by the Software Development Agency at
the Center. The details of the Technology Stacks are provided in Annexure 6. The Sl is expected to
bid with one of the technology stacks in response to this RFP. Sl shall procure all necessary

underlying solution components required to deploy the CAS (UT) solution.
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4. Role of Software Developing Agency (SDA) in
supporting CAS

The SDA will provide Services for CAS UT for a period of three (3) years followed by two optional
one-year periods from the date of successful completion of the CAS UT Certification. The decision
on the two optional one-year periods will be taken in entirety by NCRB. During the contract period,
the SDA shall offer the following services:

e Application Management Services for CAS UT and CAS (Center)

e Technical Program Management of Implementation of CAS UT for all 35 States/U.Ts

throughout the duration of the engagement with NCRB/MHA.
Each of these activities is detailed out below:

Application Management Services for CAS (UT) and CAS (Center)
The SDA shall provide Application Management services to the CAS UT and CAS (Center). The
application management services include the following:
e Provision of bug fixes, minor changes, error resolutions and minor enhancements.
e Minor enhancements (the usual run-of-the-mill enhancements and not the ones identified as
part of Continuous Improvement).
¢ Change request management based on feedback from the users.
e Release Management; Version control of CAS UT to be managed centrally, with state-specific
configuration incorporated.
¢ Routine functional changes.
¢ Any changes to CAS code that may be required because of patches to licensed software
being used (if any).

e Updating and maintenance of all project documents.

All planned changes to the application, especially major enhancements and changes in functionality
that are deviations from the signed-off FRS/SRS, shall be coordinated within established Change

control processes to ensure that:
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e Appropriate communication on change required has taken place.

e Proper approvals have been received from CAS Core Group/CTT/CPMU.

e Cost and effort estimate shall be mutually agreed upon between SDA and NCRB
The SDA will define the Software Change Management and version control process and obtain
approval for the same from NCRB. For all proposed changes to the application, the SDA will prepare
detailed documentation including proposed changes, impact on the system in terms of functional

outcomes/additional features added to the system, etc.

Technical Program Management of Implementation of CAS (UT)

After successful certification, the SDA will hand over the certified CAS UT to States and U.Ts
through NCRB. While NCRB will facilitate the transfer, the successful transfer of CAS to States/U.Ts
on time is SDA’s responsibility. During the period of CAS Solution Design and Development and the
Operations and Maintenance phase following that, the SDA shall provide technical program
management services in implementing CAS in States/UTs. Through the Technical Program
Management, the SDA shall extend all the necessary support to the U.T Sl and ensure that the S|
successfully configures, customizes and deploys CAS (UT) in States/U.Ts. The SDA’s Technical
Program Management responsibilities include but are not limited to:

e Preparation of technical manuals to enable the Sl to configure, customize, enhance and
deploy CAS in States/U.Ts; to be made available to Sls through the CAS online repository
managed by the SDA.

e Preparation of “CAS Implementation toolkits” that comprehensively covers details on all the
aspects of the CAS UT and CAS (Centre) applications including but not limited to technical
details of CAS, configuration, customization, and extension details, infrastructure sizing
details, installation, commissioning, maintenance, infrastructure environment turning, and
performance tuning details that are required for the Sl to successfully commission the CAS
UT application in the State / U.T, integrate CAS UT with external agencies and third party
solutions in the State / U.T and integrate CAS UT with CAS (Centre) to seamless transfer
the required data to NCRB. The implementation toolkit shall also include the following:

o All completed and updated training and support material needed for customizing and
deploying CAS
o All completed and updated project documents including FRS, SRS, HLD, LLD and

Test Plans
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o Relevant software assets/artifacts (including configuration utilities / tools, deployment
scripts to Sls to deploy CAS UT in States/U.Ts)

o Relevant standards and design guidelines to the Sl for customization, further
enhancements, and integration of the application with external systems and third
party components that will be implemented by the Sl at the State / U.T.

e Conduct of direct knowledge transfer through monthly contact sessions at NCRB covering
all State Sls during the contract period. During the contact sessions, the SDA shall conduct
structured training sessions on the CAS Implementation Toolkit prepared by the SDA

e Dedicated Points of Contact: Members of the SDA’s team shall act as points of contacts for the
State / U.T level Sls. The number of States/UTs serviced by each SDA contact person shall be
determined in consultation between the CAS Core Group and the SDA. The point of
contact will be responsible for addressing queries from an Sl and in meeting SLA targets (in
responding to States/U.Ts’ needs).

e Helpdesk Support: SDA shall provide Helpdesk support to the State Sls during customization,
deployment and stabilization phases with 8 contact hours (during normal business hours of
10 AM to 6 PM), 6 days (Monday through Saturday, both included). The SDA shall deploy a
team of at least 5 qualified and certified resources in NCRB to address the questions from
the Sls.

e Deployment Scripts: The SDA shall develop the necessary deployment scripts to deploy CAS
(UT) in States/UTs and provide the same to State Sls.

e Data Migration Utility: The SDA shall develop a Data Migration Utility/application with all the
formats and tools to load the data into the U.T databases. This will be provided to
States/UTs and will enable the Sls to migrate data from legacy/paper based systems to the
CAS databases. The data migration tool will be an extension of the one provided by the SDA.
In case the Data Migration Tool developed by the SDA does not incorporate support for any
state specific formats etc, the Data Migration Tool developed by the S| will have to support
these

e language Locdlization Support: Proving interface in local languages is a key requirement of
CAS UT. The SDA shall build CAS UT with interfaces in English and Hindi; and also build
CAS UT in such a way that it can be configured for interfaces in other local languages at the
U.T level by the Sls. In addition, the SDA shall assist the SIs in customizing CAS UT to

support local language interface and ensure the development of interface in local languages.
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e Supporting the Sl to ensure that the CAS UT that is configured and customized by the Sl in
the U.T successfully passes the User Acceptance Testing (UAT) milestone.
o Configuration of CAS UT
o Customization of CAS UT
o Data Migration of CAS UT related data from the legacy systems and / or manual
records to CAS UT
o Infrastructure Sizing related to CAS UT
o Commissioning and Deployment of CAS UT
o Infrastructure Environment Performance Turning related to CAS UT
o Maintenance of CAS UT
o Integration of CAS UT with external agency solutions
o Integration of CAS UT with additional solutions being integrated by the Sl at the
State.
e Seamless data exchange from CAS UT to CAS (Centre)
e Troubleshooting, resolution and escalation with State Sls; and ownership of end-to-end data
exchange between the CAS UT and CAS (Centre) needs to ensure seamless and real-time

data exchange.
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5. SCOPE OF THE PROJECT

5.1Geographical Scope
The geographical scope of the CCTNS project in the U.T Administration of Daman and Diu and

Dadra Nagar Haveli will encompass all the areas and the respective police department entities such
as police stations, Sub-Divisions, District Head-Quarters and U.T Head-Quarters as per the defined
jurisdiction limits of the Administration. The scope will include the Police Head Quarters of the
respective U.Ts, District Headquarters of the U.Ts, police stations in Daman and Diu and Dadra

Nagar Haveli and out-posts in Daman and Diu and Dadra Nagar Haveli.

The Project coverage in the respective U.Ts is as given below:

S. No Union Territory Heads No. of Units
1 U.T of Daman and Diu Police Stations 3(2in Daman & 1in Diu)
(Diu is about 750 kms away from Districts 2 (Daman & Diu)
Daman)
SDPO 1
SP 2 (1 Daman & 1 Diu)
PHQ 1
SCRB 1
2 U.T of Dadra Nagar and Haveli Police Stations 2 (Khanvel & Silvassa)
Districts 1
SDPO 1
SP 1
PHQ 1
SCRB 1
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5.2Functional Scope

The functional scope of the project addresses the key functional areas of the Department of Police.
The Sl is required to study the key process requirements, the functional requirements and develop
the required solution w.r.t the functional requirements, required configuration and customization
specific to the U.T Administration of Daman and Diu and Dadra Nagar Haveli, required interfaces
that need to be developed on existing legacy systems to be interfaced with the CAS and any
additional U.T Specific module, required integration requirements of the U.T CAS with the center
CAS and any additional integration requirements with the other MMP applications such as SSDG,

state portal etc if any.

The following processes are identified for the CCTNS project:

e Preventive Detention during Sensitive Situation

e Abandoned Property/ Vehicle Seizure, Tracking and Claiming

e Police Verification for Passport

e Duty Allocation and Beat Process

e Certificate for Missing Property

e First Information Report (FIR)

e Crime Scene Investigation

e Request for Medical Assistance from Government Hospitals

e Request for Forensic Help

e Request for approval for Post Mortem

e  Crime Investigation — Accused Surrenders in Jurisdiction of His or Her Crime

e Crime Investigation — Accused Surrenders/ Arrested in Police Station outside Jurisdiction of
his or her Crime

e Crime Investigation when Accused Surrenders in Court

e Summons and Warrants

e Crime Investigation and interrogation

e Charge Sheet and Court Disposal

¢ Arms License issuance, renewal and Arm Depositing Process

e Daily and Weekly Incident Reporting

e Police Clearance Certificate
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e Protection While Transiting Accused

e Police Security

e Traffic Enforcement

e |lllegal Parking

e Foreigner Registration Process

e RTI Process

e Employee Grievance Redressal Process

e Employee grievance Redressal process Through “Sampark Sabha”

e Citizen Grievance Redressal Process
The defined business processes are detailed in Annexure |

The following functional modules and solutions are to be developed for the CCTNS project as

shown below:

S. No. Module Name Solutions
1 Collaboration Investigation Support (Knowledge Management) System
e-Mail/Message
Notification of Alerts, Important Events, Reminders etc
2 Portal Portal
3 Business Analysis & Data Mining & Business Intelligence

Intelligence Module
Dashboard & Reporting Application

4 Call Centre Management Complaint/Grievance Management for Citizen
IT Helpdesk
5 Crime Prevention Emergency Response

Nakabandi, Patrolling, VIP Security/Prisoner & Cash Escort and
Surveillance Application

CRPC Application

6 Crime Registration Module DDR, FIR & Petition Registration
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7 Investigation Module Investigation, Interrogation & charge sheet Preparation
8 Prosecution Module Prosecution & Conviction Application
9 Traffic Management Challan Management

Traffic Management

The detailed Functional Requirement Specifications, Non Functional Requirements and the specific
customization requirements for the U.T of Daman and Diu and Dadra Nagar Haveli are detailed in
Annexure 2 and the details w.r.t Technical Architecture desired for the project is detailed in

Annexure 9

Since the CIPA and CCIS have not been in use at the Department of Police in both the Union

Territories, the requirement of interfaces for legacy systems is not in the scope for now.

Brief Description of Police Station Process

The police station is a hub of several activities. Maintenance of law and order, crime investigation,
protection of state assets, VIP protection, traffic control, service of summons, production of
witnesses in courts, intelligence gathering, bandobust duties, crime prevention are some of
multifarious functions that the police station and its officers have to discharge. Police stations also
serves as front-end of the entire police department in dealing with public complaints and requests,
and at the same time they occupy a pivotal place as the primary information collection agent for the
other functions/wings within the department. In order to achieve the end-objective of bringing in
efficiency and effectiveness in the police station, it is crucial to understand the different
responsibilities of the police station and identify the key services that need to be addressed in this

study.
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The first step in identifying the key functions is to segment them under core and supporting, where

the core includes services like crime prevention, petition handling and the supporting include the

employee related personnel and pay functions, store management etc. The efficiency gains are

achieved through addressing the supporting services where the police station is provided with tools

to perform the tasks faster with fewer resources, and the effectiveness gains are achieved by

addressing the core services where the police station can improve the quality of the services.

Current State Process Assessment

This section will provide AS-IS process of the following services and also additional services identified

by the UT under the project. Following table summarizes the analysis of process studied during

assessment phase

Process Analysis

S. No Processes

l. Preventive
Detention during

Sensitive Situation

The overall process is manual which makes the process of reporting
and maintaining data inefficient. This at times might affect the process
of taking necessary actions to prevent troubles urgently. Absence of
backend and proper IT infrastructure contributes to the time lag in the
overall turnaround time of the process. Multiple levels are involved
with in the process wherein the same documents are carried

physically.

2. Abandoned
Property/ Vehicle
Seizure, Tracking

and Claiming

The overall process is manual in which all the related registers are
maintained manually. This makes the process of fetching data very
difficult. Moreover there is no real time data communication between
SHO and RTO for which the process of tracking the vehicle owner
gets delayed. Due to the absence of proper backend the overall time

taken for case closure also increases.

3. Police Verification

for Passport

Request for Police verification is sent to the CoP’s office manually and
there is no backend for processing the request online. There are also
some redundant processes of multiple levels of verifications and
recommendations. The verification report is also sent back manually
to the Regional Passport office. There is no provision for status

tracking during the process of police verification process
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Manual Roll call for a shift is done which is very time consuming.
Inefficient way of maintaining the registers makes the process of data

fetching difficult

The process is manual and the request for investigation at outpost
level is sent manual. And no maintenance of proper database to
register the lost cases. The final certificate is prepared manually by the

concerned SHO

This process is manual and all the related registers are maintained
manually. Due to this fact the retrieval of data is very cumbersome
due to the lack of digitized registers. Multiple levels of officials are
involved in the process and due to the different human dynamics the

overall turnaround time for the process are more.

This process is manual and all the related registers are maintained
manually. However the retrieval of data is very cumbersome due to
the lack of digitized registers. Request for Forensic help is also sent
manually due to the lack of backend. Panchnama and Recovery

panchnama are prepared manually by the IO

The process of sending request for medical treatment for the injured
is manual wherein the 10 sends a letter to the GMO. Once the
treatment is complete, the GMO sends a discharge summary sheet to
the 10. There is no provision for updating and checking the status of

ongoing treatment online.

Request for availing Forensic help is send manually through a letter.
There is no backend to send the request online to the Forensic Lab In-
charge the finding reports are also submitted manually to the
concerned SHO/ 10. Cumbersome process of manually maintaining
the registers which makes the overall process of data retrieval

inefficient

The overall process is manual and there is prevalence of multiple
redundant processes of forwarding the documents to other officials.
Due to the manual maintenance of registers and reports the process

of data retrieval and management is inefficient. There is no provision

4. Duty Allocation and
Beat Process

5. Certificate for
Missing Property

6. FIR

7. Crime Scene
Investigation

8. Request for Medical
Assistance from
Government
Hospitals

9. Request for
Forensic Help

10. | Request for
approval for Post
Mortem
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for capturing the feedback of family or friends regarding the
satisfaction levels on the post mortem report. Requests for approval
are sent manually to the concerned officials. The post mortem report

is also generated manually by the Government Medical Officer.

Crime Investigation
— Accused
Surrenders in
Jurisdiction of His

or Her Crime

Multiple levels of officials are involved in the overall process. Due to
the lack of backend there is prevalence of redundant manual sub
processes wherein physical files are dispatched manually which adds to
the overall turnaround time of the process of investigation. The
manual maintenance of registers and reports makes the process of
data retrieval and management is inefficient. Request for medical

assistance is sent manually to the concerned officials.

Crime Investigation
— Accused
Surrenders/
Arrested in Police
Station outside
Jurisdiction of His

or Her Crime

The overall process is manual and there is no database is maintained.
Due to this, the process of checking the case details is manual and
inefficient. There is no backend involved due to which there is
dependency on the physical dispatch of files which adds to the overall

turnaround time of the process.

Crime Investigation
when Accused

Surrenders in Court

Multiple levels of officials are involved in the overall process. The
entire process is manual. Request for Police custody is sent manually
and even if the police want to extend the Police custody of accused
for interrogation, it has to send a manual request. There are multiple
redundant processes involved for which there is a lag in the overall
turnaround time. There is no provision for backend for connecting the
processes of court and the police department due to which there is no
online status tracking of case proceedings. Records are maintained

manually for which it becomes very difficult for data management.

Summons and

Warrants

Multiple levels of officials are involved in the overall process. The
process is manual and maintenance of the registers is also manually
done. Due to this fact the data retrieval and management becomes
very cumbersome. The preparation and issuance of summon and

warrant is done manually. There is no backend and due to the
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improper IT infrastructure the overall turnaround time is also more.

Multiple levels of officials are involved in the overall process. Status of
a case is checked manually by the higher officials. Case diary is
maintained manually. Within every 14 days the 1O sends manual
request to the court for extension of the judicial custody of the
accused. The process is manual and maintenance of the registers is
also manually done. Due to this fact the data retrieval and
management becomes very cumbersome. Absence of backend adds to
involvement of manual

the overall turnaround time due to the

redundant processes

Multiple levels of officials are involved in the overall process. Charge
sheet is filed manually to the court after multiple level of verification.
There s no backend connecting the court and the police department.
The 1O receives the final verdict of the court through public
prosecutor. There is no provision for obtaining the feedback from the
IO on the verdict of the court. Multiple levels of hearing is conducted
by the court before passing the final verdict due to which the overall
turnaround time is affected. There is no provision for checking the

status of a case online.

The overall process is manual and there is involvement of multiple
levels of officials. Application is filed manually at the collector’s office
from where a copy of the application is forwarded to the CoP for
verification. There is no provision for sending the copy of the
application to the CoP online. Lack of proper IT infrastructure makes
redundant sub processes to prevail. Lack of proper backend makes the

overall process, time consuming.

Multiple levels of officials are involved in the process and the overall
process is manual. Due to this fact there is no real time data transfer
from the outposts and Police Stations to the CoP Office. All reports

are generated manually which give space for human error.

There are limited service delivery channel. The entire process of
issuance of clearance certificate is manual. Lack of backend adds to the

overall turnaround time. Request for verification and the verification

I5. | Crime Investigation
and interrogation

16. | Charge Sheet and
Court Disposal

17. | Arms License
issuance, renewal
and Arm Depositing
Process

18. [ Daily and Weekly
Incident Reporting

19. [ Police Clearance
Certificate
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report are sent manually to the concerned office. There is no
provision for the citizens to check the status of the application

processing.

The entire process is manual. The warrant is generated manually and
the information sent to the CoP’s office and SHO regarding the date
and time of hearing is also sent manually which add to the time lag in

the overall process.

The entire process is manual. Lack of proper backend increases the
overall turnaround time as manual processes are involved for
forwarding and receiving the request/ application to and from various

other police offices

The entire process is manual. The field officer informs regarding the
offence to the traffic police. Challan is also generated manually by the
Traffic Police. There is no remote device given to the traffic police for
generating online challan. There is no proper backend and database

management system.

The entire process is manual. There is no proper backend and
database management system. Access to information of RTO database
is also not available which increases the turnaround time of the
process. Provision for remote access to the necessary information is

also not given to the traffic police.

Manual process is followed. There is no provision for applying online.
Due to the lack of backend and manual maintenance of data the
process is inefficient. Data management is also cumbersome.
Preparation of registration documents are also manual and time

consuming

Manual process is followed. There is no provision for applying online.
Due to the lack of backend all the necessary information are prepared
manually which adds to the overall turnaround time. All requests for

information are manually sent to the PIO and APIO.

Manual process is followed. There is no provision for applying online.

There is no provision for checking the status online and for checking

20. | Protection While
Transiting Accused

2]. [ Police Security

22. | Traffic Enforcement

23. | lllegal Parking

24, | Foreigner
Registration Process

25. | RTI Process

26. | Employee Grievance
Redressal Process
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the status of the redressal process; the employee needs to follow up
with the concerned officer. There is inefficient manual method of

capturing and maintenance of data.

27. | Employee grievance
Redressal process
Through “Sampark
Sabha”

Manual process is followed. There is no provision for applying online.
There is no provision for checking the status online and for checking
the status of the redressal process; the employee needs to follow up
with the concerned officer. There is inefficient manual method of

capturing and maintenance of data.

28. | Citizen Grievance

Redressal Process

Manual process is followed. There is no provision for applying online.
There is no provision for checking the status online and for checking
the status of the redressal process; the citizen needs to follow up with
the concerned officer. There is inefficient manual method of capturing

and maintenance of data.
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5.3Scope of Services during implementation phase

The scope of the “bundled services” to be offered by the Sl includes the following:

Project planning and management: S| should align with the overall Project planning and
management functions of the UT executed through UT Nodal officer with the support of
SPMU

System study, design, application development and integration of the CCTNS Application
Software based on Core Application Software (CAS) provided by NCRB

Configuration Customization and Extension (New Modules) of CAS UT and Integration with
CAS (Center) and External Agencies. CAS UT will be developed in two distinct technology
stacks by the SDA at the Center. The Sl is expected to bid with one of the technology stacks
in the response to this RFP. Sl shall procure all the necessary underlying solution components
required to deploy the CAS UT solution for the State/U.T.

Infrastructure at the District Training Centers including computers, networking components,
projectors and UPS.

Site preparation at the Client site locations (police stations, SCRB, SDPOs, District HQ and
State HQ), Training Centers and Data Center.

IT Infrastructure at the Client site locations (police stations, SCRB, SDPOs, District HQ and
State HQ).

Network connectivity.

IT infrastructure at the Data Center and Disaster Recovery Center including the necessary
hardware, software and other networking components.

Data migration and Digitization of Historical Data.

Migration of CIPA and CCIS Police Stations / Higher Offices to CCTNS.

Change Management.

Capacity Building.

Handholding Support.

Support to 3rd party acceptance testing, audit and certification

The System Integrator at the state level shall register as a Service Provider with the NSDG or SSDGs

on behalf of the respective State Government and provide CCTNS based services. Initially if
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NSDG/SSDG services are not available the CCTNS application shall access services through the
existing broadband networks and SDA shall develop APIs for the required departments during CAS
development to enable interoperability and interconnectivity for its eventual integration with
NSDG/SSDG. CDAC as Gateway Service Provider of NSDG/SSDG shall provide
connectors/Adapters and guidelines for hosting services through NSDG/SSDG after the S| register as

a Service Provider on behalf of the State/UT Governments.

In implementing the above, the S| shall strictly adhere to the standards set by the MHA, NCRB, and

U.T Administration.

The project will be managed out of State / U.T Nodal Officer’s office in U.T HQ. At all points in the
execution of the project, key senior resources including the project manager must be based at State /

U.T Nodal Officer’s office in U.T HQ.

5.3.1 Project Planning and Management

This project is a geographically spread initiative involving multiple stakeholders. Its implementation is
complex and though its ultimate success depends on all the stakeholders; the role of Sl is key and
hence Sl is required to design and implement a comprehensive and effective project management

methodology together with efficient & reliable tools.

To have an effective project management system in place, it is necessary for the Sl to use a Project
Management Information System (PMIS). The Sl shall address at the minimum the following using
PMIS:

Create an organized set of activities for the project

Establish and measure resource assignments and responsibilities

Construct a project plan schedule including milestones

Measure project deadlines, budget figures, and performance objectives

Communicate the project plan to stakeholders with meaningful reports

Provide facility for detecting problems and inconsistencies in the plan

YV V. V V V VYV V

During the project implementation the S| shall report to the State Nodal Officer, on

following items:
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e Results accomplished during the period
e Cumulative deviations to date from schedule of progress on milestones as
specified in this RFP read with the agreed and finalized Project Plan
e Corrective actions to be taken to return to planned schedule of progress
¢ Proposed revision to planned schedule provided such revision is necessitated by
reasons beyond the control of the SI
e  Other issues and outstanding problems, and actions proposed to be taken
» Progress reports on a fortnightly basis
» Interventions which the SI expects to be made by the UT Nodal Officer and/or actions to be
taken by the UT Nodal Officer before the next reporting period;
» Project quality assurance reports
» As part of the project management activities, the Sl shall also undertake:
e Issue Management to identify and track the issues that need attention and
resolution from the Administration of Daman and Diu and Dadra Nagar Haveli.
e Scope Management to manage the scope and changes through a formal
management and approval process
e Risk Management to identify and manage the risks that can hinder the project

progress

The Project plan prepared by the S| would be reviewed by the Governance Structure in the U.T as
shown in Annexure 5 and approved by the Committee on the advice of the U.T Mission Team and
U.T Project Management Unit. The S| would update and maintain the Project Plan throughout the

duration of the engagement. All changes are to be reviewed and approved by the CAS Core Group.

Requirements Traceability Matrix

The SI would ensure that developed solution is fully compliant with the requirements and
specifications provided in the RFP such as functional, non-functional and technical requirements. For
ensuring this, the Sl shall prepare a Requirements Traceability Matrix on the basis of Functional
Requirements Specifications (FRS), Non Functional Requirements Specification, and Technical
Requirements provided by U.T (updated, expanded and fine-tuned by the S| as necessary) and the
System Requirements Specifications (SRS) prepared by the SI. This matrix would keep track of the

requirements and trace their compliance through different stages of the project including software
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design, coding, unit testing and acceptance testing. The Requirements Traceability Matrix would be a
live document throughout the project, with the SI team updating the matrix at every stage to reflect

the meeting of each specification at every stage.

Through the duration of the project, the State / U.T Mission Team will periodically review the
Traceability Matrix. State Governance Structure would provide the final approval on the advice of the

State Mission Team and SPMU once they are satisfied that all requirements are met.

Project Documentation

The Sl shall create and maintain all project documents that would be passed on to U.T as deliverables
as per the agreed project timelines. The documents created by the S| will be reviewed and approved
by the Governance Structure Setup in the U.T. State Mission Team would also approve any changes
required to these documents during the course of the project. U.T Administration will finally sign-off

on the documents on the recommendation of State Mission Team / SPMU.

Project documents include but are not limited to the following:
¢ Detailed Project Plan
e Updated/vetted FRS
¢ SRS document

e HLD documents (including but not limited to):

o Application architecture documents
o ER diagrams and other data modeling documents
o Logical and physical database design
o Data dictionary and data definitions
o Application component design including component deployment views, control flows,
etc.
e LLD documents (including but not limited to):
o Application flows and logic including pseudo code
o GUI design (screen design, navigation, etc.)

o All Test Plans

e Requirements Traceability Matrix
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e Change Management and Capacity Building Plans
¢ SLA and Performance Monitoring Plan
e Training and Knowledge Transfer Plans

e |Issue Logs

The S| shall submit a list of deliverables that they would submit based on the methodology they
propose. The Sl shall prepare the formats/templates for each of the deliverables upfront based upon

industry standards and the same will be approved by U.T prior to its use for deliverables.

All project documents are to be kept up-to-date during the course of the project. The Sl shall
maintain a log of the internal review of all the deliverables submitted. The logs shall be submitted to
State Nodal Officer on request. All project documentation shall conform to the highest standards of

software engineering documentation.

The S| will also be required to procure commission and maintain Project Management, Configuration
management and Issue tracker tools at the U.T Headquarters during the course of project

implementation. The requirements are listed below:

Project Management Tool: The S| shall keep the project plan and all related artifacts up-to-date
during the course of the project. In order to help with the project management, the Sl shall use a
suitable standard, proven off-the-shelf project management tool (preferably with unrestricted
redistribution licenses). The Sl shall install the project management software at State’s premises right
at the beginning of the project. The tool shall provide the dashboard view of the progress on project

milestones by the Nodal Officer and other Supervisory Officers of CCTNS.

Configuration Management Tool: The Sl shall keep all project documents up-to date during the
course of the project. In order to help with the version/configuration management for all documents
(including source code and all other project artifacts), the Sl shall use a suitable standard, proven off-
the-shelf configuration management tool (preferably with unrestricted redistribution licenses). The SI
shall install the configuration management software at U.T’s premises right at the beginning of the

project.
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Issue Tracker: The S| shall employ a suitable and proven tool for tracking issues (preferably with
unrestricted redistribution licenses) through the execution of the project. The Sl shall install the Issue

Tracking System at UT’s premises to enable UT’s users to access and use the same.

The SI shall procure and commission the required infrastructure (software, servers) for Project
Management Tool, Configuration Management Tool and Issue Tracker tool and maintain the same
through the duration of the project. These tools along with the servers on which they are deployed

will become property of the UT and will be used by UT even beyond the contract period.

The SI would setup an online repository on PMIS / Configuration Management Tool for providing
centralized access to all project documents including manuals and other materials. The online
repository would be maintained by the Sl through the engagement period. The Sl should ensure that
the repository is built on appropriate security features such as role- and necessity-based access to

documents.

5.3.2 Configuration, Customization and Extension (New Modules) of CAS UT and
Integration with CAS (Center) and External Agencies

System Study, Design, Application Development, and Integration
In terms of functionality, CAS would cover those police functions that are central to the goals of the
CCTNS project and are common across States/UTs. This includes core functions in the areas of
Complaints/ Case Management, Police Station Efficiency and Analysis & Reporting. It is estimated that
of the possible police functions that could potentially be part of the CCTNS application at the State
level, the functionality covered by CAS is a relatively small part.
Therefore, CAS is being developed as a product-like application that could be centrally managed and
at the same time customized to meet the unique requirements of the States/UTs and deployed in all
States/UTs. Sl would be responsible for adding the functionality over and above the CAS (UT) as
provided in the Annexure 2
CAS (UT) contains functionality that is common across all States/UTs. CAS (UT) would be
configured, customized, extended by the S| based on the unique requirements of the State and
deployed at the State Data Centre. In order to ensure consistency between States/UTs and facilitate
the exchange of crime and criminals related information between States/UTs and the Centre and

between States/UTs, NCRB would develop, own and maintain the CAS.
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For the additional functionality that the UT want to be added to CAS (UT), the SI shall carry out a
detailed systems study to refine the Functional Requirements Specifications provided as Annexure 2
to this RFP and formulate the System Requirements Specifications (SRS) incorporating the functional
specifications and standards provided by the NCRB and the state-specific requirements. The SRS

preparation shall take into account the BPR recommendations suggested by the NCRB

The Sl shall carry out a detailed systems study to refine the Functional Requirements Specifications
provided as Annexure 2 to this RFP and formulate the System Requirements Specifications (SRS)
incorporating the functional specifications and standards provided by the NCRB and the state-specific
requirements. The S| shall also study CAS-State and CAS-Center being developed at NCRB and / or
already running application in the UT during the system study phase. The study should also include
different integration points of CAS state with external agencies as per state requirement. The SRS
preparation shall take into account the BPR recommendations suggested by the NCRB / State. The SI
should also prepare a detailed document on the implementation of CAS UT with respect to
configuration, customization and extension as per the requirement of U.T. The S| would also prepare
a change/reference document based on changes or deviations from the base version of the CAS UT
with appropriate references to all the artifacts /documents provided by NCRB / State.
The Sl will also be responsible for:
e Conducting Site preparation study for hardware, networking and office infrastructure
e Preparation of System Requirements Specifications (SRS) for additional functionalities and
different integration points with CAS (Center) and External Agencies.
e Preparation of CAS UT implementation document with respect to Configuration,
Customization and extensions as per the requirement of U.T.
e Preparation of the Solution Design.
e Solution Development and/or Customization and/or Configuration and/or Extension as
required.
¢ Development of reports.
e Formulation of test plans and test cases for additional functionalities and different integrations
with external agencies including CAS (Center)
e Preparation of Change/Reference document which will include all the changes or deviations
from the base version of the CAS UT

e Testing of the configured solution (CAS) and additional functionalities.
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Enhancements of functions / additions of new modules / services to CAS UT as per U.T specific
requirements / integration requirements to various interfaces / SSDG (as and when they happen)

shall also be incorporated in the SRS and shall form the scope of work for the SI.

Creation of Test Plans

Once the SRS is approved and design is started, the S| would prepare all necessary Test Plans
(including test cases), i.e., plans for Unit Testing, Integration and System Testing and User Acceptance
Testing. Test cases for UAT would be developed in collaboration with domain experts identified at
U.T headquarters. The Test Plans also include planning for the testing any integration with 3rd party
COTS solutions, CAS (Center), any external agencies. The Test Plans should also specify any
assistance required from U.T Administration and should be followed upon by the SI. The SI should
have the Test Plans reviewed and approved by the State Mission Team/SPMU. The U.T will sign off

on the test plans on the advice of State Mission Team/SPMU.

High Level Design (HLD)

Once the SRS is approved, the S| would complete the HLD and all HLD documents of the additional
functionalities, integration with CAS (Center) and external agencies upon the approved SRS. The SI
would prepare the HLD and have it reviewed and approved by the State mission team/SPMU. The

U.T will sign off on the HLD documents on the advice of State Mission Team/ SPMU.

Detailed (Low Level) Design (LLD)

The LLD would interpret the approved HLD to help application development and would include
detailed service descriptions and specifications, application logic (including “pseudo code”) and Ul
design (screen design and navigation). The preparation of test cases will also be completed during this
stage. The SI would have the design documents reviewed and approved by the State Mission

Team/SPMU. State headquarters/Nodal officer will sign off on the LLD documents upon the advice of
State Mission Team/SPMU.

Application Development and Unit Testing
The SI would develop the application in accordance with the approved requirements specifications
and design specifications and according to the approved Project Plan; and carry out the Unit Testing

of the application in accordance with the approved test plans. The Sl shall consider the local language
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support and prepare necessary configuration files for both CAS and additional functionalities/modules

developed as part of CAS.

The SI would also implement the changes proposed in the Change/Reference document to Core
Application Software and carry out a thorough regression testing including running some of the
previously executed scripts for the functionality from the traceability matrix provided by

NCRB/State.

The Sl shall also develop a Data Migration Utility/application for the additional functionalities with all
the formats and tools to load the data into the state databases. This will migrate data from

legacy/paper based systems of the new modules to the CAS databases.

The user acceptance testing and fine-tuning of the application would be at U.T Headquarters
premises. Also, the key senior resources would continue to be based on site at U.T Headquarter

premises.

Configuration of CAS UT
The Sl shall configure CAS UT to the requirements of the State that include but not limited to:
e Developing Local Language Interfaces and Support
e Configuring users
e Configuring Police Stations / Higher Offices
e Configuration of the Ul as required by the U.T
The collection and validation of the data required for the configuration of the CAS UT shall be the

responsibility of the SI.

Setup of Technical Environment at U.T Headquarters

The Sl shall procure, setup and maintain the required software and the infrastructure for systems
testing, functional testing and User Acceptance Testing; and training activities within U.T Headquarter
premises; and for any other activities that may be carried out of U.T Headquarter premises such as

issue management (Issue Tracker), document repository (configuration management tool), etc.
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Regression, Integration, System and Functional Testing

After successful unit testing of all components, the S| would conduct full-fledged integration testing,
system testing and functional testing in accordance with the approved Test Plans for the
configured/customized CAS UT, additional functionalities and also integration with CAS (Center) and
external agencies. This would include exhaustive testing including functional testing, performance
testing (including load and stress), scalability testing and security testing. Functional testing will be led

by the SI’s experts.

A thorough regression testing should be conducted for those functionalities identified in
Change/Reference document to provide a general assurance that no additional errors have cropped
up in the process of addressing the customizations and/or Extensions. Customized CAS UT

Integrations with CAS (Center) and with any external agencies should be thoroughly tested by the SI.

Making all necessary arrangements for testing including the preparation of test data, scripts if
necessary and setup of test environment (across multiple platforms) shall be the responsibility of the
SI.

The S| along with State Mission Team/ SPMU should take the responsibility in coordinating with

NCRB and other external agencies for a smooth integration.

Test Reports
The Sl shall create test reports from testing activities and submit to State Mission Team/SPMU for

validation

Test Data Preparation
The SI shall prepare the required test data and get it vetted by State Mission Team/SPMU. The test
data shall be comprehensive and address all scenarios identified in the test cases. The Sl should also

prepare the test data for all required integrations including CAS (Center) and external agencies.

User Acceptance Testing (UAT)
Test Plans for UAT would be prepared by the Sl in collaboration with the State Mission Team /SPMU
domain experts. The Sl will plan all aspects of UAT (including the preparation of test data) and obtain

required assistance from State Headquarters to ensure its success. State Mission Team/SPMU will
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assemble representatives from different user groups based on inputs from the Sl and would facilitate
UAT. The SI would make the necessary changes to the application to ensure that CAS successfully

goes through UAT.

It's mandatory for S| to incorporate/consider test cases as part of UAT test cases for those
customized and/or extensions and/or configured functionalities identified from traceability matrix

provided by NCRB / State / U.T.

IT Services Monitoring & Management

The SI must offer an Enterprise Management Solution that provides end-to-end, comprehensive,
modular and integrated management of IT infrastructure components to maximize the availability of
CCTNS IT services and SLA performance. The management system needs to aggregate events and
performance information from the domain managers and tie them to service definitions. The
proposed set of tools should automatically document problems and interruptions for various IT
services offered and integrate with the service level management system for reporting on service
level agreements (SLAs).The proposed solution be unified and must also generate a comprehensive
view of a service with real-time visibility into service status and identify the root cause of various

infrastructure problems as well as prioritize resources based on impact.

The SI must propose a management system that manages the end-to-end performance and availability

of CCTNS service delivery.

i) Integrated Performance Management System for Monitoring Networks, Systems &
Databases:

e The Network Performance Management consoles must provide a consistent report
generation interface from a single central console. This central console will also provide
all required network performance reports (including latency, threshold violations, packet
errors, availability, bandwidth utilization etc.) for the network infrastructure.

e The tool should provide an integrated performance view for all the managed systems and
networks along with the various threshold violations alarms in them. It should be possible

to drill-down into the performance view to execute context specific reports:
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iv.

At-A-Glance Reports to present a single page report on vital device statistics
like Backplane Statistics, Buffer Statistics, CPU Ultilization, Fan Status, Memory
Statistics, Power Status, Temperature Status, Packets Statistics

Top N Reports to present a list of elements that exceed / fall below a
particular threshold value. This would help network operators to identify
elements that share specific performance characteristics.

Trend Reports to present a single graph of a single variable (e.g. CPU
utilization) for multiple devices across time. This would help network operators
& IT managers plan or capacity and identify long drawn problems

What-If Reports to perform capacity planning by observing the effect of
changes in capacity & demand (for example, the report should indicate what the

bandwidth utilization would be if the demand was double the historical value)

e The system must provide capability to measure & generate detailed performance reports

for the following common TCP/IP applications:

DHCP: Measure the round trip latency required to obtain an IP address.

DNS: Measure the DNS lookup time including Latency and Packet Loss

FTP : Measure the time it takes to connect and transfer a file including Latency
and Packet Loss

ICMP Ping : Measure round trip source to destination including Latency and
Packet Loss

Latency and Packet Loss for POP3, SMTP, TCP, UDP Echo Test etc.

e The proposed system must have a report building and customization option built-in

which will enable complete customization flexibility of performance reports for network

devices and monitored servers.

e The proposed performance management system tool should provide an integrated

performance view for all the managed systems and networks along with the various

threshold violations alarms in them. It should be possible to drill-down into the

performance view to execute context specific reports

e The tool should have the capability to configure different polling speeds for different

devices in the managed infrastructure with capability to poll critical devices using 30

second poll periods.

ii) Traffic Analysis and Reporting System for deep-dive diagnosis
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e The proposed traffic monitoring system must be able to track 100% of all flow traffic on
the network and identify malicious behavior with all IP conversations

¢ Flow collection system must support monitoring all the flow-based traffic in the network
and be capable of storing gathered information in a common database where all long
term reporting information is held.

e The user must be able to generate reports from the long term database based on specific
thresholds defined by the user where the threshold can be compared to rate, utilization
or volume of every monitored interface as a filter for inclusion in the report.

e The proposed system must use host-based Anomaly Detection capabilities for early
warning of malware, tunneling, rogue user behavior, host mis-configuration and other
performance threats

e The proposed traffic monitoring system must provide color-coded indicators for
interfaces over a defined threshold and duration as well as top interfaces, protocols, and

hosts across the entire network.

5.4Infrastructure at the District Training Centers

The Sl is expected to setup the district training centers at each District Headquarters and Police

HQs. The premises will be provided by the U.T Administration but the entire infrastructure

(including but not limited to) such as projectors, computers, networking components, UPS

required to run the training lab shall be provided by the SI.

Currently there is one training lab at the Police Head Quarters in Silvassa which houses 8 personal
computers, 2 printers and LAN connectivity. Apart from this there are no dedicated facilities set up
by the Department for training the personnel. The trainings are conducted in the available avenues of

Technical Training Institute (TTI) and Industrial Training Institute (ITl) across the U.T.

5.5Site Preparation at Police Stations and Higher Offices

The Sl is expected to prepare the client sites for setting up the necessary client site infrastructure.

Site preparation at Police Stations & Higher Offices will include but not limited to:

» Provision of Local area network (LAN cables, LAN ports)
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Provision of computer furniture for Police Stations
Ensure adequate power points in adequate numbers with proper electric earthing.

Earthing and electric cabling as required at the site.

YV V V V

In addition to the above supply and fixing of furniture like computer tables, chairs and
other items shall be carried out to ensure successful site preparation and installation
of CCTNS at every access location.

Site Preparation shall cover all the activities necessary to enable the Department of Police to setup

the client side infrastructure and operate on CCTNS.

Following are the total number of sites across the U.T of Daman & Diu and U.T of Dadra Nagar

Haveli which need site preparation. A site means the complete building and not just the single office

room mentioned below.

Office Daman and Diu Dadra Nagar Haveli
Police
I Stations | Police Stations 3 2
2 District HQ 2 |

Police Head Quarters I |

Higher | State Crime Records
4 Offices | Bureau I I

Total 7 5

5.6Infrastructure at the Client Site Locations

The premises for offices will be provided by the Department at respective locations. The list of Police
Stations, Circle offices, and other locations where the infrastructure is required is provided under the
Geographical Scope Section. Sl shall procure the CCTNS infrastructure required at the locations U.T
wide.
At each such location the following shall be carried out.

e Supply of the hardware, software, networking equipments, UPS, DG set to the location as

per the requirements
e Redundant Network Connectivity - Ensuring last mile connectivity and testing.

¢ |Installation, Testing and Commissioning of UPS, DG-Set
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Physical Installation of Desktops, Printer, Scanner, /MFD, Switch- Connecting peripherals,
devices, Plugging in etc.

Operating System Installation and Configuration.

Installation of Antivirus and other support software if any.

Configuring the security at the desktops, switch and broadband connection routers.

Network and browser Configuration.

Test accessibility and functionality of CCTNS application from the desktops.

Ensuring all the systems required are supplied, installed, configured, tested and commissioned
and declaring the site to be operational.

In addition to the above supply and fixing of furniture like computer tables, chairs and other
items shall be carried out to ensure successful site preparation and installation of CCTNS at

every location

CCTNS application will be accessed and used at various access locations across the U.T like Police

Stations, District Office and other higher offices.

The detailed list of ICT infrastructure at the proposed locations is as given below:

» List of Police Stations and Higher Offices and required infrastructure

U.T of Daman & Diu

PHQ — Daman

Nani Daman Police Station (including Control Room)
Coastal Police Station - Bhamti

SP’s Office / COP’s Office.

Diu Police Station

U.T of Dadra & Nagar Haveli

PHQ - Silvassa (including Control Room)
Khanvel Police Station

Silvassa Police Station

The list of ICT infrastructure requirements at the proposed above locations are:
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Router DDN & DNH 8
Layer 2 Switch DDN & DNH 8
MLLN 128 Kbps DDN & DNH 7
MLLN NTU charges DDN & DNH 7
MLLN 128 Kbps from Diu Diu I
MLLN NTU charges Diu I
MLLN 128 Kbps for DR DDN & DNH 7
MLLN NTU charges for DR DDN & DNH 7
MLLN 128 Kbps from Diu for DR DDN/DNH I
MLLN NTU charges for DR DDN/DNH I
ISDN NTI box DDN & DNH 8
ISDN installation charges DDN & DNH 8
ISDN Yearly rental DDN & DNH 8
MLLN NTU charges DDN & DNH 8
Modem pair DDN & DNH 8 pairs
Personal computer with operating system DDN & DNH 32
Laser Printer DDN & DNH 8
Scanner/Copier/Printer DDN & DNH 8
Digital Camera DDN & DNH 8
Finger Print Reader DDN & DNH 8
Office automation DDN & DNH 32
Electronics dot pen DDN & DNH 8

The infrastructure required at Higher Offices includes:

Higher Office Hardware / Site Preparation Cost

Paper/
Higher Offices PC UPS MFP Switch Toner
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Sub-Division Qty 3 I I As reqd
SCRB Qty 4 I I As reqd

Paper/
Higher Offices PC MFP UPS/ Switch Toner
Districts Qty 10 10 As per requirement | As reqd
Police Headquarters | Small 15 15 As per requirement | As reqd

> Data Center

Data Center / High end server room at PHQ, Daman

Device Location Qty

Core Router Daman 2
Internet Router Daman 2
Core Switch Daman 2
Distribution Switch Daman 2
Layer 2 switch, 24 ports Daman 10
Blade enclosure Daman 2
Blade server Daman 12
Rack mounted server for DMZ Daman 4
Firewall Active / Failover Daman 2
IPS active / Failover Daman 2
Storage with Redundant SAN switch , Tape | Daman I
library

Operating system windows 2008 / Solaris | Daman 16
open source

Data Base- SQL server 2008 Enterprise/ My | Daman 2
SQL

Web Server — IS 7.0 / Glassfish Daman 4
AAA server Daman I
DNS ,AD & DHCP Daman 650
E mail server back end & front end Daman 650 license
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Antivirus including end user & servers Daman I

Proxy with web filtering Daman I

NMS Daman I
Helpdesk management system Daman I

Civil work of DC including false flooring , | Daman I

false ceiling, electrical system, construction ,

Fire safety system

Precision AC with redundant PAC. 6 Ton Daman 2, redundant PAC
Cabling Daman LS
Lighting Daman LS

UPS , 40 KVA Daman LS
Generator set 70 KVA Daman I

42 U rack Daman 5
Connectivity to DR ,2 Mbps El, Active & | Daman I+ 1
Backup

NTU charges Daman I
Connectivity to Delhi 2 Mbps Daman I

NTU charges for DELHI Daman I

Internet 3 Mbps I:| connectivity Daman |, Active & Backup
2 Mbps El channelized for branches Daman I

NTU charges for branches Daman I

Modem for Lease line to Delhi Daman 4 for active & backup circuit
ISDN primary charge Daman 8

ISDN NT1 Box Daman 8

ISDN monthly charges Daman 8

ISDN call charges Daman LS
Personal Computers Daman 12

Laser printer Daman 4
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Printer /Scanner / Copier Daman 4
24 ports Layer 2 Switches Daman 3
9 U racks Daman 4

» Disaster Recovery Center at PHQ, Silvassa

Device Location Unit
Core router Silvassa I
Core Switch Silvassa 2
Rack mounted server Silvassa 6
Structure cabling Silvassa LS

Civil work including electrical , Civil , earthing | Silvassa I

, Fire safety , cable bay etc

AC supply 4 TON comfort AC Silvassa 2
(ON) Silvassa 5
Data Base Silvassa I
Web server Silvassa I
DNS server with AD Silvassa 650 users
Email server front end & back end Silvassa I

Storage with Redundant SAN switch , Tape | Silvassa I

library

2 Mbps El channelized for branches Silvassa

NTU charges Silvassa I

2 Mbps El channelized for DC Silvassa 2 active & failover
NTU charges Silvassa 2

42 U rack Silvassa 4

UPS 30 KVA Silvassa I

Generator set Silvassa I
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Additional IT Services Monitoring & Management requirements

SI shall develop / procure and deploy an EMS tool that monitors / manages the entire enterprise wide

application, infrastructure and network related components. The Sl shall also deploy a backup

software to periodically backup all data and software.

The SI must deploy specific management solutions to carry out Asset Management, Software Delivery

& Remote Control System for Desktops, Servers and Laptops at client side locations and central data

center:

The proposed desktop management system should provide single integrated agent for
asset management, remote software delivery and remote desktop control.

The proposed Asset Management solution must provide inventory of hardware and
software applications on end-user desktops including information on processor, memory,
operating system, mouse, key board of desktops etc. through agents installed on them.
The proposed Asset Management solution must have reporting capabilities; provide
predefined reports and the possibility to create customized reports on data in the
inventory database. Report results could be displayed as lists or graphs. The proposed
must have the capability to export the reports to CSV, HTML and XML format.

The proposed Asset Management solution must provide the facility for user defined
templates to collect custom information from desktops. The proposed solution must also
provide facility to recognize custom applications on desktops including ability to collect
WBEM information.

The proposed Asset Management solution must support administrators to register a new
application to the detectable application list using certain identification criteria’s (Like
executable, Date/time stamp etc.). The new application must be detected automatically
from next time the inventory is scanned.

The proposed Software Deployment System must support delivery, installation, and un-
installation of software (ex. Patches of Anti-virus solution etc.) installed on end-user
desktops by software delivery remotely through agents installed on them. It must allow
pre- and post-installation steps to be specified if required & support rollback in the event
of failure in installing software to end-user desktops.

The proposed Software Deployment System should support both push and pull software

distribution modes. A catalog/advertisement option of the existing software delivery
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packages must be provided for end-user to download and install software of his / her
choice.

e The proposed Remote Desktop Control Management System should allow remote
control of end-user desktop for facilitating resolution of desktop issues without the need
to go to the end-user desktop, through agents installed on them.

e The proposed Remote Desktop Control Management System must support Seamless
integration with management applications such as helpdesk, asset management and
Software delivery.

e The proposed Remote Desktop Control Management System must support remote
Reboot & Chat functions between nodes and including capability to encrypt the

authentication traffic.

The indicative specifications for the Web Server, Application Server, Database Server and

Networking components are provided in Annexure

5.7Network Connectivity for Police Stations, Higher Offices, and DTC

The WAN connectivity for the CCTNS project will be provided by BSNL through MPLS connectivity
at select offices and VPN on Broadband for rest of the offices. For offices which cannot be connected
through conventional means, VSAT connectivity would be provided. SWAN connectivity will be used
to backup. However, S| will be responsible for setting up and maintenance of LAN at the individual

offices.

The Networking solution of CCTNS project shall be based on a Hybrid Model which will consist of
State Wide Area Network (SWAN) operated by State/UT under SWAN scheme and Data network
operated by Bharat Sanchar Nigam Limited (BSNL) which consists of Point to point leased lines,
VPNoBB, WiMax, VSAT and MPLS technologies. BSNL shall be providing the Networking &
Connectivity services along with Operations & Maintenance for all the locations implemented by
BSNL in that State/UT. BSNL shall also provide connectivity on MPLS VPN network for aggregated
bandwidth at each State/UT SDC (State Data Center) for the locations connected on VPNoBB,

WiMax and VSAT network and also provide connectivity for SDCs (State Data Centre) at State Head
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quarters (SHQs) to the National Data Centre (NDC) of NCRB. Further BSNL shall provide MPLS
VPN network for connecting SDC and Disaster Recovery Centre (DRC) of the State/UT. The DRC
location need to be finalized by the States/UTs and the SDCs of other States/UTs may be mutually

considered as DRCs of each other.

Scope of work for BSNL: The details of scope of work of BSNL are as under:

a) Provisioning of 2Mbps Point to Point Lease Line (P2PLL) for locations to be connected with the
nearest SWAN POP.

b) Provisioning of WAN connectivity on VPNoBB / WiMax / VSAT for locations which are not
feasible to be connected directly with the SWAN on P2PLL.

c) Provisioning of the Routers (at CCTNS site) and Modems for locations to be connected directly
with SWAN and all other hardware and network infrastructure provided for VPNoBB / WiMax /
VSAT connectivity.

d) Provisioning of Aggregated bandwidth on MPLS network at each States/UTs SDC for the locations
connected on VPNoBB, WiMax and VSAT network.

e) Provisioning of MPLS connectivity between State/UT SDCs and DRC.

f) Provisioning of MPLS connectivity between NDC and State/UT SDCs

g) Maintaining the network including hardware supplied for minimum period of 3 years.

Role of System Integrator: The Sl shall coordinate with BSNL and the State/UT Police
Department for implementation of the Network and Connectivity solution of CCTNS project.

The following are the key responsibilities of the Sl with respect to Networking and Connectivity.

i. Site preparation at all locations for establishment and installation of networking and connectivity
solution.

ii. Coordination with the State Police Department and nominated officials of BSNL for Installation,
Configuration, Testing and Commissioning of BSNL’s 2Mbps Point to Point Leased Lines for
connecting with SWAN, VPNoBB, WiMax, VSAT and MPLS links.

iii. Coordination with BSNL for ensuring Operations and Maintenance of networking hardware to
ensure compliance to the SLAs as offered by BSNL.

iv. The SI will also be coordinating with BSNL and State Police Department for SLA Monitoring, Fault
Reporting & Troubleshooting of the links for meeting the Service levels and Master Service

Agreement.
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v. The Police Stations and Higher Offices which are within the proximity of SWAN PoP (Point of
Presence) will be connecting on LAN directly from SWAN PoP. The Sl shall also coordinate with
SWAN operator (Appointed under SWAN project) for Installation, Configuration, Testing and
Commissioning of LAN connectivity for sites co-located within the SWAN PoP and LAN connectivity
from SWAN NOC (Network Operation Centre) to the SDC. The S| shall be coordinating with
SWAN operator for SLA Monitoring, Fault Reporting & Troubleshooting of the LAN links as per
SWAN SLA.

vi. Sl shall also coordinate with State CCTNS Nodal Officer (State Police Department) for finalizing
Police stations lists for the connectivity options, issuing commissioning report for demand

note/payment clearance, reporting SLA and providing for link status updates.
Note: The process of finalization for signing of contract with BSNL as Service provider for

CCTNS project is in progress and detailed guidelines on implementation of Networking and

Connectivity will be sent to all States/UTs.

5.8IT Infrastructure at the Data Center and Disaster Recovery Center

Note: In both the UTs the process for setting up SDC & DR sites are underway and is likely to be
ready in about 12-15 months time. Thus, this section is to be read in light of the fact that the SDC &
DR sites will most likely be up during the O&M Phase of the CCTNS project. The scope of work for
the S| would be to set up high-end server room / mini-DC and DR sites to meet the CCTNS
timelines and project requirements. Managing this infrastructure would also be in scope of the SI.

Subsequently, the Sl is expected to co-locate the CCTNS infrastructure to SDC & DR sites when it is
operational. Thus, the remainder of the scope as articulated below is to be read in this context and
bid response is to be prepared accordingly.

The S| shall provide system integration services to procure and commission the required software
and infrastructure at the U.T Data Centre and Disaster Recovery Centre, deploy the configured and
customized CAS UT, additional modules developed (for details on specific / additional modules
needed please refer the FRS requirements in Annexure 2), and integrate with CAS (Centre) and any

External Agencies as provided in the functional scope.
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The S| shall be completely responsible for the sourcing, installation, commissioning, testing and
certification of the necessary software licenses and infrastructure required to deploy the Solution at
the U.T Data Centre and at the Disaster Recovery Centre (DRC).

SI shall ensure that support and maintenance, performance and up-time levels are compliant with
SLAs. Sl shall coordinate with SDC in isolating the issues between solution stack and common
infrastructure provided by SDC; and in ensuring that they are reported to concerned parties so that

they are resolved in timely manner.

To ensure redundancy requirements are met, Sl shall ensure that infrastructure procured by the SI
has redundancy built in. Sl shall also provide descriptive ‘Deployment Model, Diagrams and Details’

so that redundancy requirements for the common Data Center infrastructure can be addressed

CAS (UT) will be developed in two distinct technology stacks by the SDA at the Center.
The Sl is expected to bid with Microsoft technology stack in the response to this RFP. Sl

shall procure all the necessary underlying solution components required to deploy the

CAS (U.T) solution for the U.T.

State will provide the premises for Primary Data Centre (DC) for hosting the solution as well as the
Disaster Recovery Centre (DRC). The Sl is responsible for sizing the hardware to support the
scalability and performance requirements of the solution. The S| shall ensure that the servers and
storage are sized adequately and redundancy is built into the architecture that is required to meet

the service levels mentioned in the RFP.

The Sl shall be responsible for the sizing of necessary hardware and determining the specifications of

the same in order to meet the requirements of U.T.

S| shall provide a Bill of Material that specifies all the hardware, software and any additional
networking components of solution for the U.T Data Centre and DRC, in detail so as to facilitate
sizing of common Data Centre and DRC infrastructure such as Racks, Power and Cooling, Bandwidth
among other components. The common DC and DRC infrastructure shall be provided by UT when

ready.
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SI shall ensure that effective Remote Management features exist in solution so that issues can be

addressed by the Sl in a timely and effective manner; and frequent visits to Data Centre /DRC can be

avoided.

After commissioning and testing of the entire system at U.T Data Center / DRC, the Sl shall support

the U.T in getting the system certified by a 3rd party agency identified by U.T.

The following common Data Centre services will be available to the SI through the Data Centre

Operator / Data Centre Service Provider:

>

YV V. V V V V V VYV V V V

RACK

Power and Cooling

UPS, DG set power backup

Bandwidth and Connectivity
LAN

VPN

Firewall

Intrusion Protection System
Fire prevention

Physical security surveillance
Network Operation Centre

Common Data Centre facility Maintenance and Support

The Sl is responsible for the below at the Data Centre / DRC:

» Servers (Web, Application, Database, Backup, Antivirus, EMS, etc.)

» Enterprise Management System (EMS)

» Antivirus Software

> SAN Storage

» SAN Switches

» Tape Library

» All necessary software components including but not limited to Operating
System, Backup Software, and SAN Storage Management Software
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Additional IT Services Monitoring & Management requirements
SI shall develop / procure and deploy an EMS tool that monitors / manages the entire enterprise wide
application, infrastructure and network related components. The Sl shall also deploy a backup

software to periodically backup all data and software.

i) System and Database Performance Monitoring Requirements

e The proposed server performance management system shall integrate network
performance management systems and provide the unified performance state view in a
single console. The current performance state of the entire network and server
infrastructure shall be visible in an integrated console.

e The proposed tool must provide lightweight server agents to ensure availability and
performance for target server nodes and deliver scalable, real-time management of
critical systems.

e The proposed tool should be able to monitor various operating system parameters such
as processors, memory, files, processes, file systems, etc. where applicable, using agents
on the servers to be monitored. It should be possible to configure the operating system
monitoring agents to monitor based on user-defined thresholds for warning/critical states
and escalate events to the central console of the enterprise management system.

e The proposed tool should integrate with network performance management system and
support operating system monitoring for various platforms including Windows, UNIX
and Linux.

e The proposed solution should support management following parameters:

i. Processors: Each processor in the system should be monitored for CPU
utilization. It should compare Current utilization against user specified warning
and critical thresholds.

ii. File Systems: Each file system should be monitored for the amount of file
system space used, which should be compared to user-defined warning and
critical thresholds.

iii. Log Files: Logs should be monitored to detect faults in the operating system,
the communication subsystem, and in applications. System agents should also

analyze log files residing on the host for specified string patterns.
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iv. System Processes: System agents should provide real-time collection of data
from all system processes. Using this it should help identify whether or not an
important process has stopped unexpectedly.

v. Memory: System agents should monitor memory utilization and available swap
space and should raise an alarm in event of threshold violation.

The proposed database performance management system shall integrate network and
server performance management systems and provide the unified view of the
performance state in a single console. It should be able to automate monitoring, data
collection and analysis of performance from single point.

It should also provide the ability to set thresholds and send notifications when an event
occurs, enabling database administrators (DBAs) to quickly trace and resolve
performance-related bottlenecks. The proposed management system must send alerts
for an array of server conditions, including inadequate free space, runaway processes,

high CPU utilization and inadequate swap space.

ii) Application Performance Management System & End-User Monitoring System Web

based Applications and Portals

The proposed solution must determine if the root cause of performance issues is inside
the monitored application, in connected back-end systems or at the network layer from a
single console view

The proposed solution must proactively monitor 100%of real user transactions; detect
failed transactions; gather evidence necessary for triage and diagnosis of problems that
affect user experiences and prevent completion of critical business processes

The proposed solution must provide deeper end-to-end transaction visibility by
monitoring at a transactional level and without deploying any software at end user
desktop. The solution must provide a single view that shows entire end-to-end real user
transaction and breaks down times spent within the application components, SQL
statements, backend systems and external 3rd party systems.

The proposed solution must be able to provide root-cause probability graphs for
performance problems showing the most probable root-cause area within application
infrastructure.

The proposed solution must be able to detect production Memory Leaks from

mishandled Java Collections and isolate exact component creating leaking Collection.
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e The proposed solution must allow monitoring granularity of no more than 15 seconds
for all transactions.

e The proposed solution must provide real-time monitoring of resource utilization like JVM
memory usage, Servlets, EJB pools, DB connection pools and Threads.

e The proposed solution must tie SQL statements to components involved, i.e. SQL
queries should be able to get correlated to the Java components calling them. This should
be clearly visible by showing the transaction call stack ("Blame stack").

e The proposed solution must identify any changes to application configuration files(.xml,
properties etc), File system or application code and be able to correlate changes to
application performance dynamically in production environments.

e The proposed solution must proactively identify any thread usage problems within
applications and identify stalled (stuck) threads. The proposed solution must also monitor
web services across multiple processes (cross JVM tracing)

e The proposed solution should allow access to performance data both using a Graphical
user interface (GUI) and over the web (web based access) and provide ability to monitor
performance of applications up to the method level of execution (Java/.Net method)
24x7 in production environments with negligible impact on monitored application.

e The proposed solution must provide for dynamic instrumentation of application code, i.e.
enhance be able out of the box monitoring with extra monitoring definitions without
having to restart application.

e The proposed solution should measure the end users' experiences based on transactions
without necessitating installation of client agents / probes on end-user desktops.

e The proposed system must be able to detect user impacting defects and anomalies and
reports them in real-time. The proposed system must also be able to provide user usage
analysis and show how user's success rate, average time and transaction count has
changed over a specific period of time such as current week versus previous week.

e The proposed system must be able to pro-actively determine exactly which real users
were impacted by transaction defects, their location and status.

e The proposed system must be able to provide the ability to detect and alert when users
experience HTTP error codes such as 404 errors or errors coming from the web

application.
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The indicative specifications for the Web Server, Application Server, Database Server and

Networking components are provided in Annexure |0

SI shall provide Bill of Materials for all the hardware, infrastructure items and other items which are

part of the scope.

5.9Data Migration and Data Digitization

Data Migration

Migration of the data from the other systems/manual operations to the new system will include
identification of data migration requirements, collection and migration of user data, collection and
migration of master data, closing or migration of open transactions, collection and migration of

documentary information, and migration of data from the legacy systems.

The Sl shall perform the data digitization & migration from manual and/or the existing systems to the
new system. The Data digitization & migration to be performed by the S| shall be preceded by an
appropriate data migration need assessment including data quality assessment. The Data migration
strategy and methodology shall be prepared by S| and approved by U.T. Though U.T is required to
provide formal approval for the Data Migration Strategy, it is the ultimate responsibility of S| to
ensure that all the data sets which are required for operationalization of the agreed user
requirements are digitized or migrated. Any corrections identified by U.T or any appointed agency,
during Data Quality Assessment and Review, in the data digitized/ migrated by Sl, shall be addressed
by S| at no additional cost to U.T. So far as the legacy data is concerned, they are either available as
structured data in the IT systems that are currently used by U.T Administration for related work or
in the form of paper documents (Cases Documents and Police Station Registers). Almost all of such

data items relevant for a Police Station are maintained at the same Police Station.
Data Migration Requirements
e Since there could be structural differences in the data as stored currently from the new

system there should be a mapping done between the source and target data models that

should be approved by Project Director
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e Carry out the migration of legacy electronic data

e Carry out the migration of the data available in the existing registers, reports, case files,
(Physical Copies)

e Scan images and pictures within the case file in color and store them in the digital format

e Provide checklists from the migrated data to State Nodal Officer for verification, including
number of records, validations (where possible), other controls / hash totals. Highlight
errors, abnormalities and deviations.

e Incorporate corrections as proposed

e Get final sign off from State Nodal Officer for migrated / digitized data

e At the end of migration, all the data for old cases and registers must be available in the new

system

Scope of Data digitization and Data migration

Data digitization requirements

SI would digitize the historical data (covering the last 10 years). The historical data to be digitized
would include crime (casef/incident) data, criminals’ data, the data from the 7 IIF and relevant
historical information parameters/data used to generate registers and reports. The unit of data
digitization shall be one case file. Each case file shall consist of information pertaining to all 7 lIFs,
information parameters relevant to generate specific registers from that case file and information

parameters relevant to generate specific reports from that particular case file.

Currently the data digitization process is in its infancy stage and following table provides the
indicative estimate of data that needs to be digitized by the S| as a part of the scope of this project.

The table below provides the indicative number of records to be digitized:

S. No. Registers/Form Name Number of Records in  Number of Records in

Daman and Diu Dadra Nagar Haveli

I FIR Book - Ist Part 4,610 3,000
2 Public NC Register 1,700 -

3 Accidental Death Register 2,150 1,170
4 Accidental Fire Register 270 130
5 Missing Persons Register 440 350
6 Police NC Register 20 1,500
7 Motor Vehicle NC Register 5,570 -
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Number of Records in Number of Records in

5. No. Registers/Form Name Daman and Diu Dadra Nagar Haveli

8 Station Diary Entry Register 9,620 -

9 Lock-up Register 5,980 5,000
10 Arrest Register 7,770 5,000
i’ Chapter Case Register (Cr. P C 4,710 450

107, 109, 110, 145, etc)

12 "A"Roll Book 300 -
13 "B" Roll Book 360 -
14 Village Crime Book 4,610 3,000
15 Khatiyan Inspector Register 4,610 -
16 Charge sheet Counter 1,900 1,600
17 Final Counter 960 1,250
18 Dead Article Register 10,000 10,000
19 Library Register 1,000 1,000
20 General Conviction Register 100 450
21 Absconding Register 300 -
22 Surveillance Register - 130
23 Arms License Register (entries) 4,770 4,100
24 Arms Deposition Register 350 180
25 Muddamal Register 2,100 600
26 Crime Register - 3,000
27 Criminal Dossier (about 20 pages 100 450

per record)

The data digitization activities have not been initiated by the Police Department as of date and hence
there is no scope for data migration from any other system. Also, digitization may be restricted to

number of case files, which are around 8,000 case files over the past |10 years.

Recommended Methodology of Data Migration
Data migration methodology will comprise the following steps, explained as below. However this is
just a guideline for data migration effort and the S| will be required to devise his own detailed

methodology and get it approved by State Nodal Officer.

Analysis
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Analysis of the legacy data and its creation, conversion, migration and transfer to the proposed new
data base schema will be started during the scoping phase and shall take a parallel path during the

design and development phase of the application. It will cover the following steps:

% Analyze the existing procedures, policies, formats of data in lieu of the new proposed system
to understand the amount of the data and the applicability in CCTNS

¢ Write a specification to create, transfer and migrate the data set

+» Document all exceptions, complex scenarios of the data

% This phase will generate the specification for Data Take—On routines

Transformation

Transformation phase can be commenced after integration testing phase. It will entail the following
steps:

¢ Identify the fields, columns to be added/deleted from the existing system

¢ Identify the default values to be populated for all ‘not null’ columns

+» Develop routines to create (Entry if any by data entry operators), migrate, convert the data

from hard copies, old database (if any), computer records to the new database
+» Develop test programs to check the migrated data from old database to the new database
+» Test the migration programs using the snapshot of the production data

Y/

% Tune the migration programs & iterate the Test cycle

Y/

« Validate migrated data using the application by running all the test cases

Y/

% Test the success of the data take-on by doing system test

Data Take-on

Take—On phase will be initiated when the proposed solution is ready to be deployed. It will entail the
following steps:
+¢ Schedule data transfer of the computerized data that has been newly created by the data
entry operators based on the hard copy records.

+¢ Schedule data transfer of the existing digital data in the proposed new format
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Migrate the data from an old system (legacy) to the envisaged database
Test on the staging servers after the data take-on with testing routines
Migrate from staging servers to production servers

Deploy and rollout the system as per the project plan

Additional Guidelines for Data Migration

72
0‘0

72
0‘0

72
0‘0

Y/
0'0

Y/
0'0

Y/
0'0

SI shall migrate/convert/digitize the data at the implementation sites of U.T.

Sl shall formulate the “Data Migration Strategy document” which will also include internal
quality assurance mechanism. This will be reviewed and signed—off by U.T Administration
prior to commencement of data migration.

SI shall incorporate all comments and suggestions of U.T Administration in the Data
Migration Strategy and process documents before obtaining sign—off from U.T
Administration.

Sl shall perform mock data migration tests to validate the conversion programs.

SI shall ensure complete data cleaning and validation for all data migrated from the legacy
systems to the new application.

S| shall validate the data before uploading the same to the production environment.

S| shall generate appropriate control reports before and after migration to ensure accuracy
and completeness of the data.

SI shall convey to U.T Administration in advance all the mandatory data fields required for
functioning of the proposed solution and which are not available in the legacy systems and
are required to be obtained by U.T Administration.

In the event U.T Administration is unable to obtain all the mandatory fields as conveyed by SI,
S| shall suggest the most suitable workaround to U.T Administration. S| shall document the
suggested workaround and sign-off will be obtained from STATE for the suggested
workaround.

S| shall develop data entry programs / applications that may be required for the purpose of
data migration in order to capture data available with / obtained by U.T Administration in
non — electronic format.

S| shall conduct the acceptance testing and verify the completeness and accuracy of the data
migrated from the legacy systems to the proposed solution.

U.T Administration may, at its will, verify the test results provided by SI.
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5.10 Migration of CIPA and CCIS Police stations / higher offices to
CCTNS

The Sl is also responsible for migrating the Police Stations and Higher Offices currently operational
on CIPA and CCIS to CCTNS as part of the CCTNS implementation in the State. Sl shall validate the
data in the CIPA systems and migrate the data to CCTNS. In addition, the UT may also decide to
cover other applications currently being used under this data migration and integration effort if felt

necessary

Currently the CIPA and CCIS applications are not being used for any functions / processes at police
stations and higher offices in the U.Ts of Daman and Diu and Dadra Nagar Haveli, hence migration of

CIPA and CCIS police stations to CCTNS is not under the scope as of now.

5.11 Capacity Building

Capacity Building is a highly critical component of CCTNS. The objective of CCTNS Capacity
Building (CB) initiatives is to empower the direct users and other stakeholders of CCTNS to
optimally use CCTNS and enhance outcomes in crime investigation, criminals tracking and other core

police functions; and also ensure a smooth functioning of CCTNS.

The SI would render CB services in both areas, as per the “bundling” approach adopted for CCTNS.
The Sl holds the responsibility for creation of training material, designing the training programs and

their delivery to the target group.

Building capacities at various levels is critical to the successful implementation of the recommended
IT initiatives. Also, the training programs would cover at minimum general/basic computer awareness
programs in addition to CCTNS-specific programs in order to ensure adoption of the system at the

police station level.

The break-up of the police force in the U.T of Daman and Diu and Dadra Nagar Haveli is provided

below:
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Covers all senior officers including IG, SP, ASP & CoP

Covers all Police Inspectors, Sls and ASls 30 20
Covers all Head Constables, Constables and clerks 250 225
285 248

The main challenges to be addressed effectively by the Sl are the geographically dispersed trainee
base, wide variability in education and computer proficiency and minimal availability of time. The SI
holds the responsibility for creation of a detailed and effective training strategy, user groups and
classifications, training plan and guidelines, detailed training material, training program designed their

delivery to the target groups.

The S| holds the responsibility for creation of training material, designing the training programs and

their delivery to the target group.

Following is the indicative list of the training programs that needs to be administered to the group of

officials as identified above. The overall responsibility of administering the training program lies with
the SI.

Awareness and sensitization of benefits of IT

Basic Computer Awareness & Role based training for application users
Trainers Training

System Administration & Support Training

English Speaking and Typing Course

YV V V V VYV V

Behavioral, Attitudinal and Change Management Training

The State Sl shall be responsible for the following activities as part of the End User and Train the

Trainer Training:

Develop Overall Training Plan
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SI shall be responsible for finalizing a detailed Training Plan for the program in consultation with U.T’s
Nodal Agency covering the training strategy, environment, training need analysis and role based
training curriculum. Sl shall own the overall Training plan working closely with the U.T’s Nodal

Agency’s Training team. Sl shall coordinate overall training effort.

Develop District-Wise Training Schedule and Curriculum

Sl shall develop and manage the District-Wise training schedule in consultation with U.T’s Nodal
Agency, aligned with the overall implementation roadmap of the project and coordinate the same
with all parties involved. Training schedule shall be developed by solution and shall be optimized to
reduce business impact and effective utilization of Training infrastructure and capacities. The training
curriculum for the CCTNS training program should be organized by modules and these should be
used to develop the training materials. The training curriculum outlines the mode of delivery, module
structure and outline, duration and target audience. These sessions should be conducted such that
the users of the application/modules are trained by the time the application “goes-live” in the District
with possibly no more than a week’s gap between completion of training and going live of modules.
Continuous reporting (MIS) and assessment should be an integral function of training. Sl shall also
identify the languages to be used by the end-user for entering data and ensuring multi-language

training to the end users as per requirement.

Develop Training Material
Based on the specific needs and the objectives of CCTNS, training programs should be organized by
the SI.

Following is the indicative list of the training programs that needs to be administered to the group of
officials as identified above. The overall responsibility of administering the training program lies with

the SI.

> Awareness and sensitization of benefits of IT

» Basic Computer Awareness & Role based training for application users
» Trainers Training

» System Administration & Support Training

» English Speaking and Typing Course
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» Behavioral, Attitudinal and Change Management Training

The minimum indicative level content for the training programs under capacity building and is listed

as below:

Training Type of Training
#

| Awareness and sensitization

of benefits of ICT

2 Basic computer awareness

Training Content

This module shall cover Principles of e-
governance, NeGP & CCTNS. It shall also
cover the advantages of use of ICT in

Police Department.

It shall briefly cover the technology trends
and how it can be put to use by use of live
examples of ICT use across the world

This module shall cover the fundamental
Internet,

concepts of  Computer,

Peripherals, = System  software and

Application software

It shall also cover the use of MS Office

suite in detail (Word, Excel, PPT,

Database)

It can also touch upon use of office tools
such as printers, fax machine, copiers and
in use of

scanners as well as basics

computers (checking network

connections, etc)

Number

of Days
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Training Type of Training
#

3 Role based system training on

CCTNS Application Software

4 Trainer's training

5 Network Administration

support and Trouble Shooting

6 English Speaking and Typing

Course

7 Behavioral, Attitudinal and

Change Management Training

Confidential

Training Content

This module is required to train the
officers at various levels in operating the
CCTNS application. The training is to be
provided to the police staff depending
upon their role and responsibilities in the
service workflow. Training would include
mechanism for demonstration, practical
exercises and evaluation of trainees.
During this training, the trainees could also
be asked to carry out the routine
functions using the software.

This training is provided to a select
audience across groups who can act as
Master trainers and those who can train
their colleagues

Skills in

Troubleshooting  vis-d-vis

application, standard  software and
networking (for those with the aptitude
and/or prior training)

This course shall provide training on Basic
English language in terms usage at
workplace. It shall also equip candidates
with familiarity of the computer keyboard
and train them on typing skills so that
work place efficiency and productivity is
not hampered

This workshop based session shall facilitate
a positive mindset to changes that CCTNS
shall bring within the Department owing

to use of ICT. It shall build a positive

Number

of Days
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Training Type of Training Training Content Number

# of Days

momentum and overcome fears and

anxieties associated with the changes

In cases where the training material may be made available by MHA/NCRB, it is the SI’s responsibility
to ensure the relevance of the material to the state, customize if necessary and own up the delivery

and effectiveness.

SI shall ensure that the training content meets all the objectives of the training course. The material
shall be developed in English, Hindi and Gujarati language. Sl shall also develop the training material
for delivery through Computer Based Training, Instructor Led Training, Online User Material/Help
Manuals and Job Aids.

SI shall provide detailed training material providing step-by-step approach in soft and hard copies to

all police stations and offices for reference.

Deliver Training to End Users

S| shall deliver training to the end users utilizing the infrastructure at the designated locations. Role-
based training for the Senior Officers will be carried out for at suitable location in the State

Headquarters by the System Integrator.

In both the U.Ts there are no dedicated training centers / institutes / colleges of the Department of
Police. The Department will provide for the space within its premises dedicated for conducting the
training programs. The Sl has to set up the required infrastructure for each training lab at the space
provided by the Department. The indicative list of infrastructure needed for each training lab is as

given below:
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SI# Infrastructure needed Existing To be provided Total Units
under CCTNS

1 Training Server 0 I I

2 Desktops 8 17 25

3 Multi Function Printer I 4 5

4 UPS (10 KVA) 0 I I

5 LAN and other supporting requirements

Sl shall also impart simulated training on the actual CAS (UT) with some real life like database. The Sl
should create case studies and simulation modules that would be as close to the real life scenario as
possible. The objective of conducting such trainings would be to give first had view of benefits of
using CAS system. Such specialized training should also be able to provide the participant a clear
comparison between the old way of crime and criminal investigation against the post CCTNS
scenario. This training needs to be conducted by the S| at the very end when all the other trainings
are successfully completed. This training may seem similar to role play training mentioned in the
section above however, in this simulated training, the S| would ensure that the IO’s are provided an
environment that would be exactly similar at a Police Station post CAS (UT) implementation. Most of
the training would be an Instructor-Led Training (ILT) conducted by trained and qualified instructors
in a classroom setting. To maintain consistency across CCTNS trainings, standard templates should
be used for each component of a module.
An ILT course will have the following components:

e Course Presentation (PowerPoint)

¢ Instructor Demonstrations (CAS - Application training environment)

¢ Hands-on Exercises (CAS - Application training environment)

e Application Simulations: Miniature version of CAS Application with dummy data providing

exposure to the |Os to a real life scenario post implementation of CAS

¢ Job Aids (if required)

Course Evaluations (Inquisition)
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In addition to the ILT, for the modules that may be more appropriate to be conducted through a
Computer Based Training (CBT), a CBT should be developed for them. CBT should involve training
delivered through computers with self instructions, screenshots, simulated process walk-through and

self assessment modules.

Select set of police staff with high aptitude group and/or relevant prior training, are to be imparted
with the training/skills to act as system administrators and also as troubleshooters with basic systems

maintenance tasks including hardware and network.

Deliver Training to Trainers (Internal and Trainers from the Training Colleges)

Sl shall help U.T’s Nodal Agency in assessing and selecting the internal trainers as well as the trainers
at training colleges who can conduct the end user training subsequent to the training by the SI. SI
shall coordinate the ‘Train the Trainer’ session for the identified trainers to ensure that they have the

capability to deliver efficient training.

In addition to the training delivered to the end-users, the trainers should also be trained on
effectively facilitate and deliver training to end users. Also, it is advisable to always run pilots for any
training program before deployment. This training will hence serve as the pilot and as a training

session for trainers as well. In addition the end-user training sessions,

Training of Trainers training will consist of three segments:

e The first segment will be set of workshops covering effective presentation skills and coaching
techniques and discussing the benefits and structure of the trainer model.

e The second segment will be the formal CCTNS training which will consist of all modules of
CCTNS relevant for their role.

e The third segment will be a teach-back session where trained trainers will present course
content and receive feedback regarding content, flow, and presentation techniques. This will
also include a feedback session where trainers can provide feedback on the training materials,

flow, comprehension level, and accuracy.

Training Effectiveness Evaluation
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SI shall evaluate the effectiveness of all end users trainings using electronic or manual surveys. S| shall
be responsible for analyzing the feedback and arrange for conducting refresher training, wherever

needed.

State will periodically monitor the training effectiveness through the performance metrics and Service

levels and the Sl shall comply with the same.

Change Management

SI shall help the State with complete Change Management exercise needed to make this project a
success. In fact Change Management will have to subsume ‘training’ as a key enabler for change.
Following outlines the responsibilities of SI with respect to designing and implementation of change
management plan for the Project.

Change Management initiative, to be designed & implemented by SI, shall focus on addressing key
aspects of Project including building awareness in Police personnel on benefits of new system,
changes (if any) to their current roles & responsibilities, addressing the employee’s concerns &

apprehensions w.r.t. implementation of new system and benefits that are planned for the employees.

It is required that if SI doesn’t operate in the Change Management, Communication and Training
domain then he collaborates with/ hires services of a specialist agency who will be responsible for
complete Change Management, Awareness and Communication implementation and monitoring, on

the lines suggested below:

The State Nodal Agency shall form various stakeholder groups to address the Change Management
Initiative. Stakeholders are all those who need to be considered in achieving project goals and whose
participation and support are crucial to its success. A key individual stakeholder or stakeholder group
is a person or group of people with significant involvement and/or interest in the success of the

project.

Stakeholder analysis identifies all primary and secondary stakeholders who have an interest in the

issues with which the CCTNS project is concerned. The stakeholder groups will be the set of core
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users (Change Agents) who will directly participate in the awareness and communication initiatives,
workshops, and provide feedback to the District and State Mission Teams.
The key stakeholders should be grouped as per the level of their influence and their role in managing

the change and making it successful.

Sl is required to incorporate the cost of all resources required for design, execution and management

of Change Management Plan for project, in its overall project cost.

Stakeholder groups can be categorized into below categories, based on their influence and role in
managing the change and making it successful:

* Group I: Identify the key senior officers (ADGP, |G, DIG) responsible for Crime, Law and Order,
who are directly impacted by the CCTNS with respect to receiving/analyzing the reports through
CCTNS.

* Group II: Identify a few of the key officers (IG, DIG, DCP, ACP, SP) in charge of a
zone/range/district/sub-division who are directly impacted by the CCTNS with respect to reviewing
the police station performance through CCTNS, reviewing the reports generated by the system,
carrying out the required analysis using CCTNS and providing the necessary guidance to the officers
at the cutting edge.

* Group llI: Identify a few of the key officers (SHO, SI, ASI,...) in the Police Stations and Higher
Offices who will use CCTNS for police station management, filing the necessary investigation forms,
and utilize the basic and advance search features of CCTNS to facilitate their investigation process.
Group IV: Identify a few of the key officers/constables (Station Writers, Court Duty, Head
Constables,) in the Police Stations and Higher Offices who will use CCTNS for capturing the
data/investigation forms, generating the reports and utilize the basic and advance search features of

CCTNS to service the general service requests and aid in investigation process.

The S| must propose an Integrated ITILv3-complied Helpdesk Solution for end-to-end service
support using best practices for Incident, Problem, Change and Configuration Management.
e The proposed helpdesk solution must be ITIL v3 complaint and provide built-in support
for various ITIL v3 processes.
e The proposed helpdesk solution must be certified from external agencies (like Pink verify

Certificate)
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e The proposed helpdesk solution must provide flexibility of logging, viewing, updating and
closing incident manually via web interface.

e The proposed helpdesk solution must provide seamless integration to log incident
automatically via system and network management.

e The proposed helpdesk solution must be able to provide flexibility of incident assignment
based on the workload, category, location etc. The system must have an escalation policy
that will allow flexibility of associating with different criteria like device/asset/system,
category of incident, priority level, organization and contact.

e The proposed helpdesk solution must provide classification to differentiate the incident
via multiple levels/tiers of categorization, priority levels, severity levels and impact levels.

e The proposed helpdesk solution must provide web-based knowledge database to store
useful history incident resolution.

e The proposed helpdesk solution must contain built-in workflow management engine and
a knowledge tools system that can provide grouping access on different security
knowledge articles for different group of users.

e The proposed helpdesk solution must have a strong reporting module built in it to
generate various KPI / KQI related metrics and reports for the service support processes
including Incident Management, Problem Management etc. .

e The proposed helpdesk solution must be able to log and escalate user interactions and
requests.

e The proposed helpdesk solution must have the ability to track work history of calls to
facilitate troubleshooting.

e The proposed helpdesk solution must support tracking of SLA (service level agreements)
for call requests within the help desk through service types.

e The proposed helpdesk solution must support request management, problem
management, configuration management and change order management.

e The proposed helpdesk solution must be capable of assigning call requests to technical
staff manually as well as automatically based on predefined rules, and should support
notification and escalation over email, web etc.

e The proposed helpdesk solution must have an integrated CMDB for better configuration
management & change management process. CMDB must provide built-in support for ClI

families, Cl Classes and ClI Relationship Types out of the box.
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e The proposed helpdesk solution must have a top management dashboard for viewing the
helpdesk KPI in graph & chart formats.

e The proposed helpdesk solution must support remote management for end-user & allow
analysts to do the desktop sharing for any system located anywhere connected to
internet. Remote desktop sharing in helpdesk tool should be out-of-the-box, agent-less &

all activities must be automatically logged into the helpdesk ticket.

Stakeholder Analysis / Impact Assessment

The SI shall perform the impact assessment, in light of new system, to identify the changes to the
current functioning, organization structure, roles & responsibilities, current capacities (training to the
existing resources or deployment of additional resources) etc. In this context, the Sl is required to
perform a baseline assessment of the communication requirements of various stakeholders to
understand what stakeholders currently know about the initiative; what they need and want to know;
how they prefer to receive information about the project. The Sl shall steer the communication
efforts, for both internal & external stakeholders, for the project and State will provide necessary

support and guidance to Sl for the same.

A detailed study needs to be carried out to understand the impact on each of the stakeholder and
the influence that they can exercise on their respective areas of control, for making CCTNS
successful. System Integrator (Sl) shall ensure that the all stakeholders are aligned to the program and
their concerns are documented and addressed. This activity would ensure that the Communications
and Awareness Plan is in sync with the overall project's deployment schedule and to develop and

deliver effective stakeholder interventions to individual stakeholders and stakeholder groups.

The Sl would be responsible for the following activities:

S.No Requirements Details

‘ Frequency

* Sl shall be responsible for

One time activity

interviewing stakeholders, Given the number of
analyzing data and recommending | stakeholders, Sl will

I Stakeholder Analysis
action plan to address concerns use innovative ways
related to the CCTNS project. to interview/interact

* Finalize questions to understand | with Stakeholders
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S.No Requirements Details Frequency

stakeholder concerns, what including,

success means for them, influence | Phone/VC/Face to
on project, what is the impact of | face/Focused Group
the program on the stakeholder etc so as to reduce
etc costs of interaction.
* Sl shall be responsible for
refreshing the stakeholder
engagement plan in consultation
with the State’s Nodal Agency,
whenever the project scope or
the program implementation

timelines undergo a change.

* Sl shall develop content — Recurring activity over the
discussion scripts, presentations entire duration of the Sl
Develop Stakeholder or videos to
2 Engagement explain the objectives of the
Content program,

what is in it for them and their

people, what the benefits are.

Other Requirements:

e S| shall cover all the identified stakeholders and stakeholder groups identified in all the higher
offices, State Headquarters, District Headquarters, SCRB, DCRB and Police Stations.

e S| will recommend additional Stakeholder or Stakeholder Groups — Internal and External
who need to be covered under this activity.

e S| shall also cover the extended teams and should not limit to the direct identified
stakeholders

e Sl shall come up with innovative ways of stakeholder engagement in addition to the video

conferencing, one on one meeting and teleconference
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e Sl shall ensure that the stakeholder engagement activity is a continuous activity and buy-in
and commitment of the stakeholders are key drivers for the success of this project

e Sl shall make recommendations to best manage this process

e Sl shall also develop Job Aids, an important component of sustaining the change by ensuring
that there is enough support material available to maintain the performance of the
transformed workforce. A job aid is a repository for information, processes, or perspectives
that is external to the individual and that supports work and activity by directing, guiding, and
enlightening performance. Since job aids are external to the individual and would be
applicable to those set of activities which are complex and difficult to memorize. For
example, in the beginning stage, searching of records in the CAS might require a Job Aid.
However, as the time progresses and user becomes more thorough and comfortable with
the new system Job Aids for such activities may no longer be required. Also, for more
complex activities such as generating a MIS report from the system might require a Job Aid

for a much longer duration. These Job Aids must be revised on periodic basis.

Assess change readiness

The SI shall perform an assessment, based on the Impact Assessment, to identify to what extent the
State is currently equipped for the change, what are the key potential blockers and enablers within
the structure, processes and staff for implementing the changes. The Change Readiness Assessment
should be used to determine the changes, requirements, concerns, type and level of resistance and
expectations emerging as a result of the CCTNS program. The analysis should be performed for the
whole U.T, for each of the identified stakeholders impacted by CCTNS.
Assessing change readiness will help the change team to:

e Pinpoint where risks are likely to occur

e Clarify issues associated with CCTNS

¢ lIdentify potential responses to change

¢ Identify and target where change activities are most needed
Change Readiness Survey shall involve collecting information about affected groups within the
organization to determine how ready they are to accept and assimilate forthcoming changes. At
least four Change Readiness Surveys are recommended during the project to measure if the
project is on track and is aligned to the intended end state objectives.

S| shall conduct 4 Cycles of Change Readiness Survey:
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e [st Cycle shall measure readiness to change
¢ 2nd & 3rd Cycle shall measure progress of change
e 4th Cycle shall measure the State/ UT police department’s acceptance to change, potentially

on the job.

Requirements Details Frequency

* Sl shall be responsible for
developing the objectives, scope,
and process for change

Develop Change Readiness
I measurement
Survey approach
* Sl shall also finalize the target
audience, timelines, method of

change measurement One time activity

* Sl shall develop or configure an
appropriate change measurement

instrument that is convenient for
Develop and Configure
audience and easy to assimilate for
Change Measurement
2 CM Team
Survey/
* Sl shall configure the change
Instrument
measurement instrument based

on the requirements of the Recurring Activity (At

project least 4 times in 2 years)

* Sl shall select the sample for the
survey and should ensure that the
targeted audience is a fair mix
representing all U.T Offices,
Select Sample Audience solutions and all levels of the

and Administer the survey organization.

* Sl shall be responsible for One time activity
administering the survey- paper followed by review of
based or electronic, as the case sample audience for

may be. each subsequent cycle
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Requirements Details Frequency

* Analyze the result of the survey
and generate survey reports
(Higher Office-wise, U.T
Headquarters - wise, District
Analyze reports and Headquarters - wise and Police
devise corrective action plan | Station-wise) to be shared with
respective leadership team.

* Identify the key patterns that
emerge out of the survey for all

groups of stakeholders Once for each survey

* Sl shall share the results of each
survey with audience identified by
U.T’s Nodal Agency and validate

the corrective action plan with
Share the result with
their inputs.
5 the leadership and refresh
* Sl shall refresh the Change
change management plan
Management Plan with new

interventions in consultation with
U.T’s Nodal Agency’s Change

Management Plan Once for each survey

Other Requirements:

e Change Readiness Survey should be deployed at significant milestone along the project
implementation timelines but not limited to four in number, considering different go-lives in
the project implementation plan

e S| should conduct at least four change readiness surveys- First survey shall be a baseline
survey and should be deployed at the beginning of Track-2. Second survey should be
conducted after 3-4 months of the first survey. Third survey should be completed at least a

month before the go-live. Fourth survey should be conducted after the CAS (UT) go-live.
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e Proper mechanism for survey validation and verification should be devised. The survey result
shall not be considered as valid if the participant audience is less than 60% of the target
audience.

e S| should ensure that the sample selected for the change readiness survey is a fair mix
representing all solutions, State Offices and levels of the Organization. S| shall utilize both
computer based and paper based method of survey deployment

e Sl should ensure that the change measurement report gives insight to the leadership team if
the change is on track or off-track and the corrective action plan for desired result. Report
should bring forth results for higher offices, State Headquarters, District Headquarters,
SCRB, DCRB and Police Stations.

e Change management plan should be revisited and revised based on the survey results and
corresponding corrective actions in consultation with U.T’s Nodal Agency’s Change

Management Team.

Develop the change management plan

The Sl shall design a road map to achieve/implement all the change management initiatives, which are
essential for success of the project. The plan shall be more than an implementation plan; and shall
contain change milestones based on the change vision, benefits milestones, benefits tracking
mechanisms, actions to build commitment and actions to ensure business continuity. The plan shall

also define change governance — including appropriate decision making and review structures.

Implementation of Change Management Plan

S| shall take lead in assisting State in implementing the change and State in turn shall provide all the
necessary support for successful implementation of the change management plan developed by the SI.
The SI shall be responsible for all the costs involved in design and implementation of the change
management plan for Project. The Sl shall proactively work with State to address the project needs
and gain buy-in and involvement of all the stakeholders in achieving the change. During the whole
exercise, stakeholders’ awareness, understanding and commitment to new ways of working should be
raised. Stakeholders should also be encouraged, where appropriate, to contribute to or participate in

the project to engender a joint sense of ownership.
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Communication and Awareness

Communication and Awareness aims at engaging officers of the police force in two way interactive
communications about the changes so that all individuals in the State/ UT’s police department
understand the target vision and strategy for moving forward. The purpose of communication plan is
to educate and involve all audience groups to build understanding and ownership of the CCTNS
Project. The communication plan also ensures that the CCTNS project provides relevant, accurate,
consistent and timely project information to relevant stakeholders to promote and gain support for
CCTNS Project. This plan provides a framework to manage and coordinate the wide variety of
communications that take place during the project covering who will receive the communications,
how the communications will be delivered, what information will be communicated, who
communicates, and the frequency of the communications.

Communication & Awareness campaigns will be conducted throughout the duration of the
implementation of the CCTNS project across the State/ UT at Project, Program level as well as for
general awareness. Sl shall work with the identified internal change agents (identified from the
District and State Mission Teams) for all the Communication and Awareness Programs. Sl shall utilize
existing channels of communication and at the same time use innovative methods of communication
for effectiveness. Sl should ensure that the communication messages are consistent, continuous and
easy to understand and wherever possible in vernacular medium using all available channels. Sl

shall align communication content, timing and delivery to the deployment phases/plan of each solution

S. No Requirements Details Frequency
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S.No Requirements Details Frequency

* Sl shall facilitate an exploration
of specific objectives; i.e., who
must understand what, by when,
and why with respect to the
project, to ensure successful
uptake of the project.

* Sl shall prepare a detailed
communication plan for the
program in line with the
implementation timelines of each
solution

Develop and Validate * Sl shall ensure that all the

I Once
detailed communication plan | impacted audience is covered in
the communication plan and the
most appropriate mode of
communication is being used to
deliver the messages to the target
audience

* These key audiences are not the
only ones who will receive
information, but their
demographics will shape the
strategy in terms of message and

vehicle selection.

* Sl shall be responsible for
developing the content for
communication material in English,
Develop
2 Hindi and vernacular language.
Communication Content
* Sl shall ensure that the Recurring Activity
communication is simple, over the entire

continuous and consistent. duration of the SI
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S.No Requirements Details Frequency

* Prior to implementing the plan,
the Sl shall obtain the necessary
sign-offs from State on the
Communication Strategy & plan
and make necessary changes as
recommended by State.

* Sl shall determine who needs to
approve communications prior to
dissemination, who is responsible
for distributing the message, and
who is responsible for ensuring
that those accountable for specific
Deliver Communication
3 elements of the plan follow
Events
through on their responsibilities.
* Sl shall organize the
communication events or
interventions for the target
audience.

* Sl shall ensure consistency
between messages delivered via
different interventions, since the
engagement of a key individual Recurring Activity
stakeholder or stakeholder group | (once a month) over

is an integrated effort, aiming at the entire duration of

the same objective. the SI
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S.No Requirements Details Frequency

* After implementing the
communications program, Sl shall
seek feedback on and measure the
impact of the communications
program.

* Sl shall evaluate the effectiveness
of

the communication by electronic
or paper based survey or focused
group discussion and develop an
action plan to improve the
effectiveness of communication

* Sl shall refresh the Change
Measure Effectiveness Management Plan in consultation
of Communication and with State’s Nodal Agency’s
Update Change Management | Change Management Plan

Plan * Through feedback, S| shall assess
which messages have been
delivered most clearly; which
vehicles are most effective; and
whether the appropriate target
audiences have been identified.
Based on such assessment, S| shall
update the communication
strategy & plan and

shall ensure that objectives of
communication program are
ensured, which further should
lead to successful uptake of

system. Once in six months
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Change Management Workshops

SI shall conduct Change Management workshops build appreciation of change management and
develop change leadership across the stakeholder groups. Sl shall define the requirements based on
the detailed analysis and design the necessary content (reading material, presentations) in English,
Hindi, and Gujarti for the Change Management Workshops. S| shall conduct at least three Change
Management Workshops (minimum of one-day) in the U.T Headquarters and at least one Change
Management Workshop (minimum of one-day) all of the Districts (at the District Headquarters)
covering at least 3 officers/constables (SHO, SI/ASI/HC, and Station Writer) from each police station

in the district.

The Sl is required to conduct the Change Management Workshops for all the identified Police
personnel in a phased manner in line with the overall implementation plan. These workshops shall be
conducted at the locations provided by the U.T. The workshop content & material shall be designed
with specific focus on the requirements of the personnel. Sl shall conduct workshops for each group
of personnel in sync with the training plan and as part of the training module. Sl is required to
provide the necessary material for the workshops including presentations, training material etc in
both soft and hard copy formats.

S| shall also associate and train the identified internal change agents (identified from the District and
State Mission Teams) during these workshops so that subsequent workshops can be conducted by

the internal change agents.

5.12 Handholding Support

The System Integrator will provide one qualified and trained person per police station / higher office
for a period of 6 months or one qualified and trained person per two police stations for a period of |
year to handhold the staff in the police station / higher office and ensure that the staffs in that police
station / higher offices are able to use CCTNS on their own by the end of the handholding period.
Handholding support would be required only after the successful commissioning of Core application
and the necessary infrastructure and completion of capacity building and change management
initiatives in respective police stations / Higher Offices. The manpower shall not be absent or the

post left vacant for a period of more than a week once it is required post Go-Live.
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The handholding agent must have the following bare minimum qualifications:
e Should be a graduate with good English speaking & Hindi / Gujarathi speaking skills
e Should be able to learn the CCTNS project and application details to be able to hand hold
e Must be IT savvy and is aware of basic IT trouble shooting
e Should have good communication skills and must have experience in similar / related areas

for a period of atleast 2 years

The deployed qualified trained person should support the office from 9 AM in the morning till 7 PM
in the night on all weekdays and may remain off from duty on Sundays. However, if situation demands
the trained person shall remain present late during the day or on the holidays (including Sundays).

Any violations of handholding support shall attract a penalty.

As part of handholding the SI will be required to provide training to the concerned staff members of
the Police Station and other concerned officers regarding implemented CCTNS solution on
continuous basis for a period of one year and help them to resolve their issues with the new system
on a day to day basis to meet the Service Levels mentioned for Handholding supporting in the
annexure to this RFP document. The training should be focused on providing knowledge transfer to
the staff members of the Police Stations so as to increase their awareness and acceptability of the
application and the new computerized system as a whole. The scope in terms of providing training
shall include the following:

e The Sl will be required to provide training to the staff members of the Police Station and
other concerned officers (as required by conducting workshops) on the software applications
to be developed as a part of this project. The training should cover both the general aspects
of the computer educations as well as about the application software.

e The SI will bear the cost of providing the training; supply of course material, any
consumables, and IT infrastructure required for training, training kits, snacks / refreshments,
etc. while Police Department will provide the training premises.

e The SI will carry out all the major amendments required by Police Department in the
CCTNS application. It is important to mention that the requests for amendments during
Handholding support, i.e. for one year post Go-Live of complete system in the State shall not
be eligible for any type of Change requests by SI.

e Continuity of operations
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o As and when newer versions of system or application software are introduced within
the currency of handholding support, Sl will provide required training documentation
along with each release of patch / upgrade and will provide training to the concerned
police officers.

In case of new additions to the staff members in the Police Station, the Sl will be required to provide
the aforementioned training to them as well, during the currency of handholding support (i.e. one

year).

5.13 Requirement on Adherence to Standards

CCTNS system must be designed following open standards, to the extent feasible and in line with
overall system requirements set out in this RFP, in order to provide for good inter-operability with

multiple platforms and avoid any technology or technology provider lock-in.

Compliance with Industry Standards

In addition to above, the proposed solution has to be based on and compliant with industry standards
(their latest versions as on date) wherever applicable. This will apply to all the aspects of solution
including but not limited to design, development, security, installation, and testing. There are many

standards that are indicated throughout this volume as well as summarized below. However the list

below is just for reference and is not to be treated as exhaustive.

Particulars Required Standards to be adhered to

Portal development W3C specifications

Information access/transfer SOAP, HTTP/HTTPS

protocols

Interoperability Web Services, Open standards

Photograph JPEG (minimum resolution of 640 x 480
pixels)

Scanned documents TIFF (Resolution of 600 X 600 dpi)

Biometric framework BioAPI 2.0 (ISO/IEC 19784-1:200

Specification

Finger print scanning IAFIS specifications
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Digital signature RSA standards

Document encryption PKCS specifications

Information Security CCTNS system to be ISO 27001 certified
Operational integrity & security CCTNS system to be ISO 17799 compliant
Management

IT Infrastructure management ITIL / EITM specifications

Service Management ISO 20000 specifications

Project Documentation IEEE/ISO specifications for documentation

The Sl shall adhere to the standards published by the Department of Information Technology,

Government of India.

5.14 Support to 3rd Party Acceptance Testing, Audit and Certification

The primary goal of Acceptance Testing, Audit & Certification is to ensure that the system meets
requirements, standards, and specifications as set out in this RFP and as needed to achieve the
desired outcomes. The basic approach for this will be ensuring that the following are associated with

clear and quantifiable metrics for accountability:

> Functional requirements
Test cases and Requirements Mapping
Infrastructure Compliance Review
Awvailability of Services in the defined locations
Performance and Scalability
Security / Digital Signatures
Manageability and Interoperability

SLA Reporting System

VV VYV VYV VY

Project Documentation

A\

Data Quality Review

As part of Acceptance testing, audit and certification, performed through a third party agency, U.T

shall review all aspects of project development and implementation covering software, hardware and
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networking including the processes relating to the design of solution architecture, design of systems
and sub-systems, coding, testing, business process description, documentation, version control,
change management, security, service oriented architecture, performance in relation to defined
requirements, interoperability, scalability, availability and compliance with all the technical and
functional requirements of the RFP and the agreement. Here it is important to mention that there
may be two agencies selected by U.T, one for audit & certification of security and control aspect of

the system and the other for audit & certification of overall application s/w.

U.T will establish appropriate processes for notifying the Sl of any deviations from defined
requirements at the earliest instance after noticing the same to enable the Sl to take corrective
action. Such an involvement of the Acceptance Testing & Certification agencies, nominated by U.T,
will not, however, absolve the operator of the fundamental responsibility of designing, developing,
installing, testing and commissioning the various components of the project to deliver the services in

perfect conformity with the SLAs.

Following discusses the acceptance criteria to be adopted for system as mentioned above:

Functional Requirements Review

The system developed/customized by Sl shall be reviewed and verified by the agency against the
Functional Requirements signed-off between U.T and SI. Any gaps, identified as a severe or critical in
nature, shall be addressed by S| immediately prior to Go-live of the system. One of the key inputs for
this testing shall be the traceability matrix to be developed by the S| from system. Apart from
Traceability Matrix, agency may develop its own testing plans for validation of compliance of system
against the defined requirements. The acceptance testing w.r.t. the functional requirements shall be
performed by both independent third party agency (external audit) as well as the select internal

department users (i.e. User Acceptance Testing).

Infrastructure Compliance Review

Third party agency shall perform the Infrastructure Compliance Review to verify the conformity of

the Infrastructure supplied by the Sl against the requirements and specifications provided in the RFP
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and/or as proposed in the proposal submitted by SI. Compliance review shall not absolve SI from

ensuring that proposed infrastructure meets the SLA requirements.

Security Review

The software developed/customized for system shall be audited by the agency from a security &
controls perspective. Such audit shall also include the IT infrastructure and network deployed for
system. Following are the broad activities to be performed by the Agency as part of Security Review.
The security review shall subject the system for the following activities:

e Audit of Network, Server and Application security mechanisms

e Assessment of authentication mechanism provided in the application /components/ modules

e Assessment of data encryption mechanisms implemented for the solution

e Assessment of data access privileges, retention periods and archival mechanisms

e Server and Application security features incorporated etc

Performance

Performance is another key requirement for system and agency shall review the performance of the
deployed solution against certain key parameters defined in SLA described in this RFP and/or
agreement between U.T and SI. Such parameters include request-response time, work-flow
processing time, concurrent sessions supported by the system, Time for recovery from failure,
Disaster Recovery drill etc. The performance review also includes verification of scalability

provisioned in the system for catering to the requirements of application volume growth in future.

e The SI must provide System and Database Performance System for all servers in the

Datacenter (referenced in DC IT Infrastructure requirements)

e The SI must provision for End-User response time monitoring and transaction based deep-

dive analysis for Web based applications. (referenced in DC IT Infrastructure requirements)

e The SI must provision for Integrated Performance Management System for Monitoring

Networks, Systems & Databases: (referenced in Reporting requirements above)

e The SI must provide a Traffic Analysis and Reporting System for deep-dive diagnostics

(referenced in Reporting requirements above)
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Availability

The system should be designed to remove all single point failures. Appropriate redundancy shall be

built into all the critical components to provide the ability to recover from failures. The agency shall

perform various tests including network, server, security, DC/DR fail-over tests to verify the

availability of the services in case of component/location failures. The agency shall also verify the

availability of services to all the users in the defined locations.

The Sl would need to provide an Infrastructure Fault Management System for the following functions:

a) Infrastructure Fault Analysis

a.

The proposed solution must automatically discover manageable elements
connected to the network and map the connectivity between them. The
Network Fault Management consoles must provide the topology map view from
a single central console.

The proposed system must support multiple types of discovery including IP range
discovery, Seed router based discovery & Trap-Based Discovery

The system should provide discovery & inventory of heterogeneous physical
network devices like Layer-2 & Layer-3 switches, Routers and other IP devices
and do mapping of LAN & WAN connectivity with granular visibility up to
individual ports level.

The system must be able to support mapping and modeling of the infrastructure
grouped by network connectivity, physical location of equipment and user groups
or departments

The system should support maps grouped by network topology, geographic
locations of the equipments and user group/departments. These should help in
understanding physical Network, virtual Network services and the relationships
between them.

The system must provide visualization tools to display network topology and
device to device connectivity. The system must also be able to document

connectivity changes that were discovered since the last update.
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The proposed solution must provide a detailed asset report, organized by vendor
name and device, listing all ports for all devices. When a report is run the
administrator must have an option of specifying the number of consecutive days
the port must be “unused” in order for it to be considered “available”.

The proposed solution should provide out of the box root cause analysis with
multiple root cause algorithms inbuilt for root cause analysis.

It should have a strong event correlation engine which can correlate the events
on the basis of event pairing, event sequencing etc.

The system must be able to filter-out’ symptom alarms and deduce the root
cause of failure in the network automatically

The proposed solution must support a an architecture that can be extended to

support multiple virtualization platforms and technologies

b) Configuration Management for Critical Network Devices

a.

The system should be able to clearly identify configuration changes as root cause
of network problems

The proposed fault management solution must able to perform real-time or
scheduled capture of device configurations

The proposed fault management solution must able to store historical device
configurations captured in the database and thereby enable comparison of
current device configuration against a previously captured configuration as well as
compare the current configuration against any user-defined standard baseline

configuration policy.

c) Advanced IP Services Management for technologies like QoS and Multicast

a.

The proposed solution should be able to support response time agents to
perform network performance tests to help identify network performance
bottlenecks.

The proposed solution should be able to monitor QoS parameters configured to
provide traffic classification and prioritization for reliable VolP transport. The
proposed solution should discover and model configured QoS classes, policies
and behaviors.

The proposed solution should provide the ability to discover, map & monitor
multicast sources & participating routers wherein the system should be able

visualize the distribution tree in the topology map.
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d) Infrastructure-based SLA Management and Integration Requirements

a.

The proposed service management system should provide a detailed service
dashboard view indicating the health of each of the departments / offices in the
organization and the health of the services they rely on as well as the SLAs.

The system must be capable of managing IT resources in terms of the business
services they support, specify and monitor service obligations, and associate
users/Departments/ Organizations with the services they rely on and related
Service/Operational Level Agreements.

Root cause analysis of infrastructure alarms must be applied to the managed
Business Services in determining service outages. SLA violation alarms must be
generated to notify whenever an agreement is violated or is in danger of being
violated.

The system must provide the capability to designate planned maintenance
periods for services and take into consideration maintenance periods defined at
the IT resources level. In addition the capability to exempt any service outage
from impacting an SLA must be available.

The proposed NMS should provide unified workflow between the fault and
performance management systems including bi-directional and context-
sensitive navigation

The system must support seamless bi-directional integration to helpdesk or
trouble ticketing system

The proposed network fault management system should integrate with the
helpdesk system by updating the Asset with Cl information to support viewing
history or open issues in helpdesk on the particular managed asset and associate

an SLA to the ticket in the helpdesk

Manageability Review

The agency shall verify the manageability of the system and its supporting infrastructure deployed

using the Enterprise Management System (EMS) proposed by the SI. The manageability requirements

such as remote monitoring, administration, configuration, inventory management, fault identification

etc. shall have to be tested out.
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SLA Reporting System

S| shall design, implement/customize the Enterprise Management System (EMS) and shall develop any
additional tools required to monitor the performance indicators listed under SLA prescribed in this
RFP. The Acceptance Testing & Certification agency shall verify the accuracy and completeness of the
information captured by the SLA monitoring system implemented by the Sl and shall certify the same.
The EMS deployed for system, based on SLAs, shall be configured to calculate the monthly

transaction-based payout by U.T to SI.

The Sl may provide an end to end Service Level Management System for the Datacenter and

Network Infrastructure

e Provide end-to-end, comprehensive, modular and integrated management of IT
infrastructure components to maximize the availability of IT services and SLA
performance.

e The management system needs to aggregate events and performance information from
the domain managers and tie them to service definitions. This capability is critical for the
administrators to have a complete view of the performance and availability of various
application services being managed.

e The proposed tools should automatically document problems and interruptions for
various IT services offered and integrate with the service level management system for
reporting on service level agreements (SLAs).

e The system must be capable of managing IT resources in terms of the business services
they support, specify and monitor service obligations, and associate users/Departments/
Organizations with the services they rely on and related Service/Operational Level
Agreements.

e Provide a detailed service dashboard view indicating the health of each of the
departments / offices in the organization and the health of the services they rely on as
well as the SLAs.

e Provide a high level view for executives and other users of the system using a real time

business services Dashboard.
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e Provide an outage summary that gives a high level health indication for each service as
well as the details and root cause of any outage.

e Support for a User Definition Facility to define person(s) or organization(s) that uses the
business Services or is a party to a service level agreement contract with a service
provider or both. The facility must enable the association of Users with Services and
SLAs.

e The Service Level Agreements (SLAs) definition facility must support defining a set of one
or more service Guarantees that specify the Service obligations stipulated in an SLA
contract for a particular time period (weekly, monthly, and so on). Guarantees supported
must include one that monitors service availability (including Mean Time to Repair
(MTTR), Mean Time between Failure (MTBF), and Maximum Outage Time thresholds)
and the other that monitors service transaction response time.

e SLA violation alarms must be generated to notify whenever an agreement is violated or is
in danger of being violated.

e Provide the capability to designate planned maintenance periods for services and take
into consideration maintenance periods defined at the IT resources level. In addition the
capability to exempt any service outage from impacting an SLA must be available.

e A historical reporting facility that will allow for the generation of on-demand and
scheduled reports of Business Service related metrics with capabilities for customization

of the report presentation.

A List of SLAs that needs to be measured using the proposed monitoring tools is given below. These

SLAs must be represented using appropriate customizable reports to ensure overall service delivery.

Service Level Category: Network Infrastructure

a) Network Specific SLAs
a. Uptime SLA
b. MTBF (Mean Time Between Failures) & MTTR (Mean Time to Repair)
c. Latency & Response Time (DNS / DHCP / SMTP etc)
d. Traffic-based SLAs
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Service Level Category: Data Center IT Infrastructure

b) System Specific SLAs

a. System Awvailability

b. System Response Time

c. Utilization based SLAs (CPU / Memory etc.)

c) Application Specific SLAs
a. End-User Based SLAs

i. End-to-End Response Time for End-User Web Pages to Load
ii. Avg. Response Time, Errors Per Interval, Response per Interval
iii. SLAs from Critical Processes (e.g. Submit Button Click, Upload Action in
Portal)
b. Transaction Based SLAs
i. SLAs for Business Process involving with multiple steps / pages
ii. Completion Time SLA for Critical Business Processes
c. Application Deep-Dive SLAs
i. Application Component-Wise SLA within the DC
I. SLA for DB Query to Complete
2. Web Services Call etc.

3. 3rd Party interaction SLAs between Applications

Project Documentation

The Agency shall review the project documents developed by Sl including requirements, design,
source code, installation, training and administration manuals, version control etc. Any issues/gaps
identified by the Agency, in any of the above areas, shall be addressed to the complete satisfaction of

U.T.
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Data Quality

The Agency shall perform the Data Quality Assessment for the Data digitized/ migrated by Sl to the
system. The errors/gaps identified during the Data Quality Assessment shall be addressed by SI
before moving the data into production environment, which is a key mile stone for Go-live of the

solution.

Sl shall only provide requisite support and coordinate with the UT Department for

Audit, User acceptance and Certification

5.15 Scope of Services during Post Implementation Phase

The S| shall be responsible for the overall management of the system including the application and
entire related IT Infrastructure. Sl shall develop / procure and deploy an EMS tool that monitors /

manages the entire enterprise wide application, infrastructure and network related components.

SI shall provide the Operations and Maintenance Services for a period of 5 years following the
deployment and “Go-Live” of the solution in the U.T. In case each District is declared as “Go-Live”
at different instances during the project roll-out, the Operations and Maintenance Services for the
District will start following the deployment and “Go-Live” of the solution in the District and S| shall
continue to provide the Operations and Maintenance Support for a period of 5 years following the

deployment and “Go- Live” of the solution in the last District.

The details of the post implementation support services are provided in Annexure 7
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6. IMPLEMENTATION AND ROLL-OUT PLAN

The total number of police stations and higher offices in the union territories of Daman and Diu and
Dadra Nagar Haveli is five and ten respectively. This puts the total number of locations for the
implementation of CCTNS project in the U.Ts to fifteen. Considering the number of locations for
CCTNS implementation, it is required by the Sl to provide full implementation across all identified

locations together in the U.Ts.

Sl shall prepare a detailed roll-out plan for each of the Districts in the Phase and get the same
approved by the UT. Sl is also responsible for conducting workshops for the key officers (State
Mission Team, District Mission Team, and District Core Team) of the Districts / State for presenting
the District-Wise roll-out plan and get the approval from the District Teams before getting the final
approval of the State Nodal Officer. The Sl shall also provide the necessary assistance for the key
officers (State Mission Team, District Mission Team, and District Core Team) of the Districts / State
during the design and implementation of CCTNS in the UT.

One of the important factors that would determine the success of the CCTNS implementation in the
/ UT is the continuous availability of domain experts to the implementation team. S| shall put
together a team of domain experts with a minimum of 10 years of experience in the UT Police
Department who will work on this project on a full time basis during the entire duration of the

project

List of Indicative Deliverables:
|. Overall Project Plan
2. CAS Configuration / Customization / Extension
a. Requirements Traceability Matrix
b. Refined Functional Requirements Specification
c. Systems Requirement Specification
d. Design Document (High Level Design and Low Level Design)
e. Test Plans

f. CAS Configuration / Customization / Extension Document
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g. Change / Reference Document documenting changes to the base version of
CAS (UT)
3. Network Connectivity
a. Network Architecture
b. Network diagrams (LAN and WAN) for PS / HO to UT DC / DRC
c. Network diagrams for connectivity between State DC / DRC to NCRB DC /

DRC
L "
- Implementation Phase *|| “ Post Implementation
Project Management
& Sysiem Shudy o e Customized CAS : 1. Warranty
TS frastructure at DC & DR 2. Annual Technical Support
i (ATS)
[ 2 |
3. Handhalding
ﬁwmm&mmm# i O & W of Infrastnecture
- II. Helpoesk
= "t She Bregaration of HO f BS IIL S Manterance &
o -
E hv. Application Funcional
-~ "S- Cilent Side Ifrasiucure Suppt
= -« R
- TSme  Metwork of PS & HO
w
m =
g ., CHB & CM Iniiatives
o
. B
a SELIe . @ Goliveof
\ 1% Phase of Districts
Functional Scope Geographical Scope
~Comguration, Customization and Extenslons of CAS (Stata) ~Pailce Siations' Higher CMce
v BN 3N DEVEloOme of Mew SOlUon-> «Cistrict Training Cemers
-Intagration of CAS [Stabe) with CAS [Centar) and Extamal DC & DR
Apencies

n ConfigurabeniCustomizationExtenstonintegration of CAS [Stats) B Avallabliity of CAS from HCRE
E Avallabllity of Data Migration Utillty from NCREB Repeated Tor il Diamicts In the State 1 UT

4. Data Migration Strategy and Methodology including Detailed Data Migration Plan
5. Change Management and Capacity Building
a. Overall Change Management Plan
b. Content for Change Management including Awareness and Communications Program
c. Overall Capacity Building Plan and District-wise Training Schedule and Curriculum
d. Training Material

6. District-wise Roll-out / Implementation Plans
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CCTNS implementation is expected be taken up in 3 stages as given below:

Stage 1 Stage 2 Stage 3
Infrastructure set up CAS (U.T) Post Implementation

and Data Digitiation / customization and
Migration implementation

Sl is required to strictly adhere to the prescribed implementation and roll out plan. The broad level

implementation and roll out plan is shown below:

.. Time of Completion
Activity

(Months )

1 Date of Signing of Agreement with the successful bidder T1

5 Customization and implementation of CCTNS Core Application T1+3
Software provided by NCRB

3 Development and deployment of additional functionality that is T1+6
scoped under CCTNS

Procurement, installation and commissioning of hardware
4 (including PCs, peripherals, etc.), communication infrastructure T1+6
(routers, switches etc.) at police stations and higher offices

including site preparation

Procurement, deployment and commissioning of required
5 equipment at State Data Centre / setting up High-end Server room | T1+3
and at DR site

6 Capacity building for police personnel T1+9
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7 Data migration and Digitization of historical data T1+6
8 System Roll-out / Go-Live T1+9
9 Handholding support from Go-Live T1+9

10 Post implementation support & Annual maintenance from (total 71489
project duration of 6 years both implementation and O & M)

Design and Development of advanced solutions with CAS
11 o T1+15
compatibility latest by

For an indicative detailed phase wise implementation plan and roll out please refer Annexure 3

7. SERVICE LEVELS

E-Service is defined as the core services that are delivered by the Police department / Police
institution to Government, Police or Citizen through use of technology. Some of these e-services are
already being provided by the police department of the UT. However some of them will be covered
under CCTNS. Service levels refer to the parameters that can be used in measuring the efficiency,

transparency & reliability of the core services in terms of:

e Service Quality
e Service Quantity
e Service delivery time
¢ Cost of service
The table below captures services and service levels details along with the transaction details for each

service.

Services Service Levels Improvements in Service

Citizens

I Complaints
Complaints/Information | Not Defined | Immediate N Y
to the concerned Police
Station
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Services

Service Levels

Existing

Improvements in Service
Quantity Quality

Envisaged

Receipt of Not Defined | | Hour N
complaint/case to the
concerned Police
Station/Cell/Wing
Action taken on the Not Defined | 7 days Y Y
registered complaint
FIR
Lodging of FIR Not | hr from DDR Y Y
Defined
Issuance of FIR Immediate | hr from Y Y
lodging
Registration of Vehicles
Verification for Not Defined | 3 Days N N
registration of vehicles
Issue of NOC for Not Defined | 3 Days Y Y
vehicles
Arms License
Verification for new 30 days 30 days N Y
arms license
Verification for renewal | 7 days 7 days N N
of arms license
Issue of arms license Not Tentative 30 N Y
Defined days
Details of stolen items
Details of stolen/ Not | day from N Y
recovered vehicles, Defined request
arms and other
properties
Foreigner Registration
Registration of Not | days N Y
foreigners Defined
Issue of NOC for Nil 3 day N Y
foreigners
Verification requests
Servants 30 days 10 days Y Y
Employment 10 days 10 days N N
Passport 20 days I5 days Y Y
Character 10 days 10 days N N
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Services | Service Levels | Improvements in Service
Existing Envisaged Quantity Quality
Tenant 30 days 10 days ‘ Y ‘ Y
8 Portal Information
Updation of Nil 8 hours N Y
information or status
on the portal
9 Security to VIP/Event
Provide security to Nil 2 days from N Y
VIP/Event request
10 Surveillance
Provide surveillance of | Nil 6 hours from N Y
suspect request

I Details of missing persons

Details of missing/ Nil | day from N Y
kidnapped persons and request
their matching with
arrested, unidentified
persons and dead
bodies

Government/Police

| Details of criminals

Details of arrested Not Defined | Immediate N Y
persons/ wanted
criminals and their
illegal activities

2 Details of missing persons

Details of missing/ Not Defined | Immediate N Y
kidnapped persons and
their matching with
arrested, unidentified
persons and dead
bodies

The Sl shall monitor and maintain the stated service levels to provide quality service to U.T. The

SLAs (Service Level Agreements) are provided in Annexure 4 to this RFP.

Confidential Page 119



RFP for System Integrator for implementation of CCTNS project in the Union Territory of Daman
and Diu and Dadra Nagar Haveli

Annexure | - Business Process Description

Business Process Description

I. Duty Allocation and Beat Process
Start
nlice Personnel are deployed in 3 shits (from 05:00
hours to 13:00 hours ; 13:00-20:00 hours and 20:00
14 hours to 02:00 hours).
E Duty Master on behalf of SHO Duty allocation is in rotation and is based on the
o as3igns nesd day's dutyta Saffin msition held by the persan
= the Police Station hased on the
ataff presert during end of shift
E Rall Call
(8]
.y goalves information and directs
% staffaz the situstion demands. In
7 SHO and Duty Master prepate cae i is Traficrelated, ] —n-
anelrecord Duty Allocation concerned Trafic Inspector is
Register taking into account staff infarmedt vis Control Room
on leave (Eamed, Medica or
Cazual)
On Regorting 1o duty, update
Muzter Rals and Shart Dy
register and participate inthe Rol
- l Cal
[V]
£ !
g Any urtoward incident or
intelligence informetian wil be
2 Far each movemert ouf of offce immesliately communicated to the
{ el ;’"Drk 0 'E@t%nels:irgﬁlmd Cartrol Room or the P dice
- glEca ,; bl Station Incharge imm ediately and
£ [Saiasl investioste
]
V]
[t
= M
1] FU.r Best duty, 1 Upper Sub- BB::J:?EHT u\rfrllle Ea;rai“! ?E;he fFalice Pers e will be given Serity Duty for
] orcinte, 1 Head Constale, 2 e =c - ey o transporting Prisoners and providing Seaurity cover to
Constable anet 1 home guiare s reglstetrsh (Mﬁover;:ent r}agaer) Adminstrator or VYIP staff, etc They are ako required
aﬁg”ﬁ?;;;g;?ﬂ?;a Lnier L pll:tlfolsme Mg \for providing bandabust suppart
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2. Registration of FIR

Registration of FIR
P3 inform comglaint
= Complaingnt J === o iRy e
C S sffec? . mud br‘funher
g Camplainant spproaches caurt wih NG inveafiation / FIR
w copythrouch & lawrer and requests the . — -
o (Chie Jucical Magistrate for getingthe The fallowing relatect N| ?I?Dﬁtﬂm of FIR copiesto:
ok invedinated registers are updated ag i L Cau
g . : [Er Case reguirement 2.For Records
0 Lodges cinplait Record et of 1. FIF Pat A 3. Filed in s fle & Counter fo for 10
throuch |ntem‘eﬁ witer/ Complainant, Aooused, 2. Yilage Crime In case of Heimu; crime:
e Faits ofthe case astold by Regider 1. same ag sbove fis ani o
| Compleinent 2, Chief of Polce
AP AP
A 400G
3HO recards —
complaint in the 30
El'ﬁf‘)? regiter Lnder 'gthe .°ﬁf]|”‘f Ve Gererts FIR No FIR submittedito
appropriste sdion A respedtive autharties
D
2 Inform Complainant y
@ - rifomm Complaina |01 s2sionedt by
tn Aefie Snetue! to spyroschcout for SHO
c thmbimpresion ' P frher investigetion
Jiftam the com plainart Upeite NC Register. Seflement 4 & filng FIR
U & file farthe and email N recard b
8 reference \ /
% ¥ {1 ease of apprehension of |0 accepts he requed
1 i further proklem, thisis to begin Invetigetion
g | [ Conmanar (] Wamtcer 1Y Ao ;['-Tsu for Cagizeble
needs medical Birdin : I
iR id, i b offence
=~ aid, wite a - \
% letter to nearest \ /
Medicdl Officer Ja— - Crime Scene
o P o Iy i a=signed for . Subm rtcs R;pun to Investigation
Transportto L oL
Hospital & get
Complanant Register Magierial
treated. i FIR & ciroulste copies —
Stailizz & then and 0 is assioned. Aiteet Invedtgtion
recard Aprysed Process
Statement L &
L
L L
Grant by cpurt an Stop
completion of
g‘ Yes Judicial Process
o
0
Np—/
Nn )
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3. Daily and Weekly Incident Report

DAILY AND WEEKLY INCIDENT REPORTING s

Stant

D .
Al Outpodts send cazes
and inciclents to the
concerned Police Stations
immedistely

L

Outposts

f Concemed Cficar ! & wieekly hasis, collde and

tollates andrecordsthe recatd this data fir reporting
ddata in & standard format ieekly Inciclent deta
for the Palice Stations

Bubmits the detailzto the
SHO. 5HO receives the
alert

\—l—J

Concerned Officer

3HO verifies and submits
the same to CoP's office

SHO

0P teviews tand gets
filed for recards

_CoP
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4. Crime Scene Investigation

CRIVE SCENE INVESTIGATION

Investigation Officer & Investigation Team

fart

Take ateam to

Seene of Crime
Cordon affCrime
Seene & Guard it

PropettyiCthers

Complainant &y accomparnty
10 or guide 19 to Crime Scene

of all concetned
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Complete details incduding From & Totime of
Panchnama is recarded & sttested by winesses,
Witresses / Panchas should be tespectable &
trustwothy people, Panchas needto paridpatein
the coutt case.

Wamen Palice to beinvalved vinere needed.

3 offense type
hodiyfpropery!
tthers?

rdcem family
members |

friends

]
Budlly es
¥

3 injury simple/

LSimple!@rievuu

Fenues far
Medical
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camplete?

Wit fr treatment
completion

Recordthe recovered relevart

Sanroval for
Pogt Mottem
& Post
Mottem

Recardinguest fr bacily offense inthe 4 : Onga
) items tom Crime Goene. iy
PISSENCE oft0 winesses fpa.”m]- Generste Fecovery Panchnama Investiyation &
Generate Pafpomqame;: & r;mrd sitnature anvd ezard sgnidure fom g Intertogation
fm tiid Panchs Banfs Process
/T "
Aredtthe
Mo il
Yes
LnknawniAbecond
niform media, tak e photos fHNOYRz D520y |
ani share with media for
fublshing to hefp identify Send wireless message & orime
dlaimarnts for hacy circular tolocal, horder, raibagy and |5 accuzed
ather police stations and publish in traced?
meia (TY, Radio, Neve Papers)
] Reques for
\__ {lsForendic Help Frensic Experts Na

ired?
Required? ojain Investgation

LYes

If death is suspicious R eguest for
Magisterid ingued is given. Refer Post
Mortem Sub Process

If deathis by & Motar Vehicle Accicert,
then mator vehicle expert is informed
for motar vehicle inspection

Record detalzinta
Ahzcancding Regiser
& Track

/™ I samenne has s=enthe
accused then concemed expert
Wil =k etch the face ofthe
accused, [f phots and other
tetailz are avallable, theyton are
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concermed & iz sunosed 1o be
tracked with the case fle and in
tatabaze. Rewards canbe
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- e
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5. Crime Investigation — Post Mortem

CRIME INVESTIGATION -POST MORTEM

Ithody cannot ke transparted, then R
Post Mortem is done at the ate itself Sop [ o }—Yes_‘
[ | -
Ongaing Prenare Report 4 e
Investigation & (= il ?av;r“bow i & Lndlate case 1 deteddion?
Intertogtion r f diary y Diziter [Exhume) dead
Process hodyin presence of
— \ e trsnsported? ‘\.\ 100 request Gont. Hospital Mortuary Eéenz’jge ;";%f;ﬁ:n
members —Mo—w{ to hold the bady for & period aftine to e /et pG o Hospits
o) available? 386 if any daimants come fanaerd 1o b
I under videography. Hand
0 | Ho over hodyta reladives
- Yes
®
1] T Inform Reldives 8Ny sugpicionin e D A;:pro\rrgl
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Transpart dect Caze of Unnatural Degthyg) Desth
(0] j ez
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0
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Bazed an report ra;e_ l?er rites and entire procesding i
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Sl r \ gyond the duration, 10 submits &
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frocess and recard stdlem E;rﬁs in Case Aithortiesto bury the hody ionly
Diary. Recard Medical Reports
b 1 by, i k)
) in Caze Diary
Otgyang sert to Primary 1
et sboratory L) V'S;gma”g;isﬁz“
for chemica analysie Clathes afthe dead and
Y phetos are preserved by
103 Caze evidence. Wil |
helnincourts, for FSL and
Condudt post marem for idertifcation of bady by
inthe presence oftwa chaimants in the fure
Panchs for male hody

& three Panchs
(etleat 1 viomen) for Organs colleded and

a female body ettty

Wedical Ufficer assesses
availahiity in Mortuary and

Prepare Post Mortem report
with & Cause of Dedh
cetificate. Maintain original
oy in Hosgital and give
duplicate copyto [0

Should viscera be
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Should crgans be
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hody can be preserved
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\Eﬁ to CFSL if required through cout Executive Magistrate wih videos
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and label it

MEDICAL OFFICER, GOWT. HOSPITAL
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6. Crime Investigation and Interrogation

CRIME INVESTIGATION AND INTERROGATION ..

‘8" Find report
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7. Crime Investigation — Arresting of Accused / Surrender in the Court

CRIME INVESTIGATION - ACCUSED SURRENDERSIN THECOURT

HJailor FJail
Superintendent

Jailor I Jai Superintendent
acknowledoes memo &
ttansports accused

Sentry tisks atreated and any property
iz collected and kept for safe keeping |
handed over to relatives / fiends

Recards relevant
entriesin Jail's
fegisters
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check i clone
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hailable?

Court (Chief Judicial Magistrate)

EUULIEEU f

court nexd day §
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Custeely
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Courtdirects iamemata
Jailar [ Jail Superintencent to
release accused

CJM sencks the
accused in Judicial

temand accused to Palice

Once kil is spproved,
surety amourt is
aubinitted to court with
personal surety

for bail

Remandes to police
cugtody for spedfc
neriad

Bail Process

Arcused is released on
b

ail fas ta be applied and spproved befare
6 pm. 1fnat, the accused wil be remanded
o Judicial Custoddy and the appli cation vl

& congiidered the net day yihe CIM,

Accused may have to matk
attendance in Palice Station/ Court on
spectied or each day

tothe sydem

SHO 710 seek Police
custody for irterrogation
for apecificnumber of
s (ina 14 days)

Investigation Officer F SHO

SHOJIO take acouzed
intaP olice Custody for

nterrogation

Once intertogation i over /time
period is over, SHO may seek

additional days for continued
nterrogation

Station Dizry, Anrest Register,
Lockup Regicter, Finger print,
Identification marks, details,
fioto, et)

Recardsthe detainto
tegisters
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8. Crime Investigation — Arrested of accused / surrender in jurisdiction of his / her
crime scene

&
c
-0
R
S C ailar 1 Jail Supenrtendent Zentry fisks arrested and any property Recardzthe Jailor enzures a i
= 3 acknoviedies mema & iz callected and kept for safe keeping / relevant entriezin megdical chedk is il Custey fortie
‘5 £ transpots accused hiancled over to relatives | tiends Jail s registers tone
—-—
=0
¢
vy
)]
‘g Count s2nds amemota Chigf Judcid C.M spyroves relesse o o
0 Jailar 7 Jail Supenirtendent Magidtrate remands nes CIM decide to remand e O ?
0 tegarding person to be accuzed to Judiial goauzed to Palice Custody? m\’
Jailed Custody
Stat
¥
Aecieed sumendets |
Reques y
Q (or e Iz arrested and Oncs inertogeticn is v ftine
% .. hraugtt to Police period is over, SHO may seek Aectsed remanded to
- Stefin aditional days far confinued Palce custody
. — interragation (max 14 days)
3 (Station Diary,
e Atrast Register,
'5 Lockup Register,
c Finger prirt,
0 |dertification
:E iarks, detals Azcused kept in Police custody for
o pmm‘ ETC:I 24 hours
4] o
1]
2 In case the offence iz bailable, the bail processis
£ the sae asthe one in"Accused Surrendersin
Gourt" Process and happens at police station
Conztable fiss areded andany
gt I cokectad LR In case of Wornen convicts, Lacy Polize Constables
flends of accussd kesning Mhanded over to relatives/ i
il and Lady Head Conetables have to be resert during
detantion in Police Custody
I
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9. Crime Investigation — Arresting of accused / surrender in a police station outside the
jurisdiction of his / her crime scene.

CRIME INVESTIGATION - ACCUSED SURRENDE OLICE STATION OUTSIDE JURISDICTION

OF HIS/ HER CRIME
Q 5P/ DIG approve the
a request and identify the
E Faff fmm. the lig
7 aubmitted
‘

It g2 iz coged, SHO /IO
tegueats court to reopen the cage

thru' Public Prosecutor | Assistant
PR

Cout grarts transfer
et art

Court

Clozed through & final

Arest ] Surender
Inite Jurisciction
Process

NewFIR |
" Eiding case

EHO applies for & fomal arest
and transfer werrart from Court

a5 exdating / NewF IR
dosedthrough "&" Find?

-
S
0
=
E'c
0o
c ﬁ SHO applies for aporovals from his
o JaErior for permi ssion 1o trawel for
=20 work outsidehisnisddion.
oo Superiors receives an alet
el SHO tracesthe details from
ﬂ ) ECards ar registers ong ifl does SHO / Teaim tecordzthe specific
E ot exdt arreat! surender detail
™
Sttt Reguest far
M eclical
Basistance o

ot )

c

© .

5 Accised Submtsthe cetelsto

0 surenders /is Contessesto having the SHO ofthe

0 atrested and committedd crime in cancemed jurisdidion

I hrowght to Jurisdicdion Y ahout surencer. SHO

0 Prlice Statian. fecelvesan alert
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10. Arms License — Issue, Renewal and Arms depositing process

ARMS LICENSE ISSUE, RENEW & ARMS DEPOSITING PROCESS

Give aletterio DM ofice

o St N slesnsgoma®y . Jandacopytothe SHO on
3] _} different State? NG & vespan
= licensed in ancther State
0 Applicant receives a copy
7 and present weapon for
i ; : inspedtion for renewvcases
B Aoplicart applies for the orly
3] ams license f reneval in Anma & Ammunitions
L Collector's office rieetisto be deposted in
0 LicenseEpired | the Palice Head Quaters
U or the nearest Palice
- @ o Station along wih an
T application letter sting
8 Application i the reason Aiter & certain period, 4 \
= farverdedta CoP fiom i Bpplicant wentstotare | |ApHicant recehess
=3 Collector's offce & & Further process in passessn afthe ms & the ams &
o UJFIY‘U app"mm for Collector's office & Anmurition ammunition
4 /B Caes is5ue { reneswof
licerse
" CoP foraerds the
nﬁ 90;:‘ a;ﬁg‘?ﬁm application to Collector's
9 e offce far izsue [ renewof
Amg Licenze
1 : Soigmatg; dst;i\s EHO recommends reneve/ isaue Y l e
a5 (P JHCﬁor 1 of quans;: with mmmeﬂs onthe Arms & Ammuntionare - 0 Er\'w, S
P aplication & forverds i to GoP xaminied and deposted o shoswthe receipt and
eidcation inthe amory. thevalid license
SHO gets recards,
A31 IPSIHC checks ifthere are any

- undettakes ofienice committed by Deteil are recorded in
2 physical i _'lapp\icart (andl wespon for Az Depost Register Artng L 4
- yerifcation R0 tenevial cases as per pizlre o— (* '\i:?&f '
{iF o Reneval Cages recor ) process
i
-
0 p— ez
I SHO checksthe finess ofthe A teceipt tating the
0 weapon, verifiesthe entryin the tetals ofthe arms &

spplication form /ams license ammunfian, receivedt and Retum the ams & Lcete A

with the weapon markings and the licenze numberis P i Relese Regjater

courts the rumber of rouncls of given o the license

camfidoes holder
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I 1. Approval of Post Mortem
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Approval for Post Mortem | —
®
:'i 4 case of death has or natural desth, Medicl
m oecurred inthe hasptal 2P o Mattem — officerisauesthe desth I3 family v B o
0 | |(desth onarivel OR desth Requiedl? = Catficate and relesses slisfedy ) T | R RO
I uring trestment teceased hody
3
L} es finenever a suspicious cse comes Medical Offcer Fad
g tothe Hosp, sl Ofice No fef;wgf‘mquﬁ ;’10”3“
0 Weslical Oficer infoms informsthe Congtables on Hospta LR 2T ULL:ES
I:;_’ the neates SHO in cace Premises or to the nearegt SHO.
[ of suznicious desth has Thisis registered inthe Ocourtence Cortest Processat
0 accured inthe osptl Regster (Janva Jog) f Station Dairy B DM offce for B
] {tieath o arival OR Register & Station Dairy Entry pustnoten
L tleeth during treatmen Regater. SHO il infiate
g k_in\aesﬂgation thaugh anl0
2
{_J
E 10 ecans e el l'ﬂgd;?{gmszf& m ﬁﬁhﬁnﬂﬂﬁf 10 frversthe
o - ! ] [ ‘
) intorthie system and L visualimvetigaion & teguest o Medica
ov infrms=HO, SHO Panchlsagetﬁres;m |fEucg|sa fles & Panchnama Ofcer for condcting
v teceives and skt Ll yithsicnatures of the Post Mortem
g o Yomen (one wamen Panch)) o
>
£
SHO seeks SHO submits the SHO submtsthe Snlg Ehg‘}:sotgemdmﬁm
iz 1010 st eporttn 10 e igm e
condut Incgiest. 10 o Pt Morten R ﬁpﬁ '
Q receives analet [T
I
(1] - .
SH0 seeks pemission SHO aLbmitsthe
from OM far P Cage reportio o
Post Mortem
()
5 \
a
Ty
1 4
H Mamtdr gives DM gives conzert for
E consent for inguest M ston
i}
£
[}
2

12. Request for Forensic Help
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Request for Forensic Help | —
c
0
;
Ly
o 3 — |Otracks te frdngsin
YE | fordseseqetto SHO Cas;ﬂ[a;\;:;g;;ﬂzws
co or Forensic Help in Crime
- Scene Invegigation. SHO
= j let
B receives an gle
o
SLis paid for the
o | EOEEIEGE o I05HO 20 St dealsto | [ e rend
I Lgt.]‘ Dog‘Sguad d& B;Tb FSL InCharge and cancemed 0,10 The paymert happens
7] 7 o0 a0 Sl avait futher ordrs Recsives an det it the aproval of
casEMay he igher Wz (5P & DIG)
L
[
o) ‘
ol Forverdzthe fndings of
E Fingemrint Bureau!
0 In-Charge recsives PhotographiDoy sie
ll: tecueds, acknowedges i
- anid makbilizze staft )
| fhombiz found homb
E sl is aletted
T
g .
[+ Handler+ Az Supnoner e F.ﬂ“m Al
0 ”r, 1 entry in Dag aguad
and the specialized Palice et
o] Dog canduct search el
0 register
a
: Iﬂﬂ ——
g Proe for evidence/other [ckertify modus aperand ke a report onthe
o ; pranetty having suspeds of cime and caplure actisity and attachs
or- fngemrints ingerptints fifire reference negatives + printsta t
20 A
U tentify freion materalz like
= ) b Bologice fuids
=0 . *  Yiapon of offense _Compare & (" Phuocrapher )
[ "6' Even Sketchirg expert ¢ Toolstookars ickntify foerprints + Wakea tepot on captures laninak
; L ran he called for v Anycther materisl compare FACT with eatlier the adiviy and ®_, & chime scene in
o L preparing portrait baged tonngcted t cime tecords of ctiminglzin findngs photos fram various
c o witness descrigtion. Natiansl DB angles
L ollext anidpack them R/
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I13. Police Clearance Certificate

POLICE CLEARANCE CERTIFICATE o
Start
Arelicart slzo submits
regidence prodf, 10 proaf,
twn phatographs and other
t redevart documerts
]
9
- Ayplicart appliesthrough
Q intemet! viitten mode o
L the CoP's affice for &
Police Cleatance
Certificate far job J ather
putosEs
n
% o Cof's office submits the CaP'3 office issues the
Qv fequedt to Sub drdinate Clearance Certifizate
- = ofice for verification fiich hag phito ofthe
[l ll5 [=HO Office & LIB Ofice applicant
0
]
SHO getsthe ciming S':e%fefifteofﬁ;%me
feoord Ch?:k forte &long with relevart
) ey infmaton
o
I
1]
-
1S
]
U
E LB Officer does field vist Baged onthe Bedback the
0] and verifies residence LIB Oficer recommendsthe
i) and character ofthe izaue ofa Clearance
3 applicant Certificate as per his findings
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14. Request for Medical Assistance from Government Hospital

Request for Medical Assistance from Govt, Hospital

Start

There are injured peaple wha
neetks tabe interromsted ot the
Crime Seene / & Police Station

where complairt is heing
registered

Palice Officer vrites aleferto
the Dactarto treatthe injured
and aanges for Ambulance
Transportation fr the injured to
hiehoapialized

I case of accused being
transported, minimum tho
Police Constables are sentto
gacantthe accused

PSIF SHDO §F Investigation Officer

Police Oficer records
sedic detalsinto the
sysem

I generdtes report of secuity
aranged as required withthe
hiel of R and submitst to the
Chiefof Palice

[0tz il the irjured
aretreated to a Stage
where their statement
can herecorded

Record stetement of
complainant | vitness
under 161G C

|3 theinjured
accused?

Record the received

Report and
acknowiedoe receit.
Upiate the Caze Diary

g v
U :
E Prepare Discharce
ecdical Officer accepts L Iiform the Cancerned 4 Summary and submt it
0 e e e proices SOMRITEIONY e ) Polc Offcr skoutte | |10 cnent g tothe 0. et
= y recpired? injuredt complete?
[\ Meddical trestment Sme copy for fiture
© reference
T
[
E J
- Wi
5 N
0
0
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I5. lllegal Parking

- Ve sertto I o
8 i Process
0
No
E
o]
e
— Infarmtion on ilegal patking
g Relayed from on-field officers
c
o]
0
Conduct routine check on Thed vahide
illecsal parking as per veg=| documents, charge Hold vehicle til
schedle - penaty nenaty s paid
Yehicle patked 321e police notice
egally? Take vehicle to Traffic Bk cffence
nofice station
No Iz penatty paid?
&
] Seize vehicle ancimatk the place
g Ves with contact no. o [gawve
8 mformtion regardlng wehicle heing Yes
seiTed,
o
% Yoz
—_
= Release vehicke along
. . sith dacument
Driverpresert? ) —MNo— | Vehide seizale? ) —No tI.DeSa;eIea \Eﬁ;ﬁ;ﬂqg"m::;d?ﬁg: \’r:t}::rclies H
i r—
Llpelete Vericle seizure | @
Yerbal wiaming and book
instictthe criverto S
nark properly
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16. Traffic Enforcement

ON FIELD ENFORCEMENT - ——

5
5 - " Sends information of
E £ Recewerrst \Qformatlgn o?ruﬁense St ahaconcding vehice tonesreat
06 g Eﬂe?da?fﬂem?sn 1 2 on by afficers enroute.
v
=
I
—
l_
Uhsarve vehicles for Return wehicle
any offencesisuspicious tocum ents andiar
adivtizs Vehide allowvehicie tog
Inorm contral
raom the model
arvd colour of
Signal vehide o HEficl
i [z20e police
riatice
ho
i) Cortirue Vehicte stops? ) —Ho— [Vehideno.identfied | —Yes—w Note vefidenn,
= chservation
[}
i
)
=
@ )
= [z Spot fine anid Ajljdnvertp d A documents
releass the vehide e produced?
tocuments : )
I55ue reterntion receipt to
vnentiver
k(3
I vehicle to ke
tetained?
For grave offence, spot fne
no{?;?;ﬁ;fﬂmﬁi " Ingtrud to submit documents
: within ipulstedtime &t Retain wehicle and send
traftc palice stafion it to concerned
fes tenatment(P dice,
Extise, RTO, Revenue
outs )
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POLICE SECURITY

Start

Rally

WP Securty

Aiministrator's offce sends 8
Letter tothe DIG /1G'z office
o make adequate
artangements

{37 DIG submitzthe detsilsta
e SP's office and CoP'z office
fir further processng

Administrator F Collector f
Coordinator

. aplication o inform the media and / ar
acdministration afthe planned adtiviy

Far Security and Bandobagt requests, concemed
.| meraan (organizer of rally faand) wil cive & witen

Collectar' s office will send & requedt ta the |G £
DIz office to make adequate arangemert

J

n e the planned date &
sensitive, then Colletor
sends & requesttothe
OrEani erto change the date

CoP forwstels the

application to SHO far
adicn

CoP

Bl and Evcte offidak may akao s eekstafffor conducting mids
through the G

When the situation s sersitive, the DIG / I will advice the
Collector to imps e curfeew. If approved, then Palice will make
publicannouncements of the wfew arders and start time and
m5ible end time far the curfew and acardingly beef up seaurity

CaP tecordzathe detailz of head
the team (A51 (P 1) and head of

f team wil record the allocated

dutiesta all team members

CoP's offce receivesthe
repart for fling and
renarting as required

SHO Y Duty Master ensures

there is adkguate force
available ether wihin the UT
Palice, Home Guards, [RBn)
or Gujarat

SHO F Duty Master F Head of
Team

mordinates with the ¥IFs Seaurity | th.;m?dw; D?;E
offiicers and Liaison officers to ensure al e R
. Upiated viththe task
security megsures are adequate. Head
H

of Team ensures stage, bad stage and
[yenue & secure

{ Headoftheteam

ooardinates vith Traffic
Inspectar and enzures
cordaning, traffic
tiversion, el

or¥IP movement, SHO 8 Cof's office e b=y

I e there & aneedto do
Iathi chame orfiring, then
the Police farce needs to
take permission ofthe
Brecutive Maghtrate &
Collector
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18. Filing Charge Sheet and Court Disposal

FILING CHARGE SHEET AND COURT DISPOSAL o

In case, absconding person surtender [ is arrected, &
supplemertany chargesheet is filed. In case the current
praceeding of court is going on, then he is trailed in the
Once 10 has condludzd i nvestgation same proceeding or eise 3 separate proceeding Is rfiated
anddinterogation process, he fartrail
conadliddes and records his finsl

teport /charge sheet inclucing all
Forensic and Medical Reports

I some: accused are
ahaconding, Charge Sheetis
Iexd with nam es of absconding
sccsed inred lefters

0 mses5es the verdict and
thraughthe APP /PF, awrit

petition s filed at 3 higher court
keeping SHO in the lnop

Station Writer /Writer Head
tecarcls the televart enthies in
Yillage Crime Register and
(General Conviction Register (if
convicted) & dosesthe Case

|0'akn & mures witness es appear
in murt when Summas are
served

Chatge Sheet is validsted by
he SHO hefore submiting it t
Cout

Yes

10 submits evidences and skt
hss Gtant Public Prosecutor
A @py of the charge sheet & ghven Public Pres eautar durrg trial
to each ofthe acaused, APF /PP procz edings along with the Cour
and CIt fss Gtant | Canstatle (Constable
el wsined the duty ofworking in

the court) T

SHO farverdsthe requestta
Station Vhterto record regier
entries. Station Wiriter receives
an alert

% Anpeali
higher coutt
redured?

Investigation Officer F SHO §F Station Writer or Writer Head

Fublic Prosecutor informs the

outverdidol0 BSHO |

(nce the 10 submits the charge

sheet, the @urt hearing starts o
based on earliest available date Court hearsthe cesein s eres of

:: hearings

Judge Bsues Summans { Warrants Acaused is Relemed from Jai
to concemed

B ed on evidence and murt
proceedings, Judge Bsues verdia

f firger print details and @i
detaik are not there already with
the Police, they are mllected and
oss referenced with the Cae
FR.

Summans
& Warrarts

—_—

.

Judge remands 2 cised to Jailors

Currently, it & stored via biometric
deviceand asimpleappliztion

FProsecutor f Higher Court

Cistody

Court F C.JM and (Assistant) Public

e
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19. Foreigner Registration Process

Foreigner Registration Process —

[nclian getting
Porugese
Citizenship

Falure of
Regitraion

Fareigner Artive in

Goalndia

oy

iz =6 Ve Submit Form & along

marths with documents st FRO

| Spply forpermit vough 10
o ntemeti vist FRO

Yisit aztoundt and

Foreign RMational §F Indian Getting
FPortuguese Citizenship

leave on
schecled date

FRO Cletk
Feceives form and
tlocuments

Clerk to issue

FRO Clerk |sue
Pemtt

c

e

- r n
N tlocs required . CiP vieve
5 2 . e application and
7 (P

a 0 aprvEs
op

& W the documentz &

w > repares

i0 tegiataion

g ;’ docsment

oY

.E h:

o D

L
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20. Police Verification process for passport

POLICE VERIFICATION PROCESS FOR PASSPORT

“Ei f applicant & a Palice Dept person, then he / she ha to obtain a Depart mental NoC prior to apphying
for P&spart & VEa. Intentions for application and other necessary detaik areto bementioned inthe
application for NoC. Thi & verffied by the Department Head and aMoC & Bsued. Appliant submits it

‘E' glong with his [ her application. If NoC is not Bsued, then Appliction @nnot be proczsed
[

%)

%_ Aanlicant subf s the apglication =top

o through internetfaritten

L

3

Duplicate ampy is sent to Chief of DR receives the Yerification for
Folice's office for P olice Wenfiction processing the pass port further

3

8 CoP's office forwards the appliction to

5 Local Intellgence Bureau office

o

% k.

E fLIB Officer does onsite verfiction bgr\

= wisiting the howse and verifying add ress

] inAppliction

o 5 \ PP J

68 !

492 CoP sigrs the certicate & LIB Officer
f goos 0 i

- J LIB Officer ako talls to neighboms and sends it badk to DFC

8 11} checks |0 proofs of the appliant

— \ {originak) )

[+]

o

L - L LB Officerverifies SHO's report and

8 Onie the identity & verified, LIBDﬁiceh acardingly G5ues either a Certificat e of

o forwards the application to concemed authentication with / without alst of

'_E 5HD of PoliceStation wherethe CHes Or mnvicions & found by SHO

5] \ applicnt resides .

SHO verifies ifthere are any criminal SHD sends repiort to UB Oficer

SHO

SHO mertions the casesinhis
tepatt with Convictions

Ay Criminal
Recards found?

SHO prepares a report sating that
nio conctions found

3
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21. Abandoned Property / Vehicle Seizure, Tracking and Claiming

st
O SHO ofthe concerned
IC Juriatiction of PO recordsthe details
0 abanduned propery | in Station Diary ancl T
F- ! - Upcizte
wehicle gets a message Station Diary Ertry Registers and
0 fram Public /Contrd Regiiter e Coca
E roam e
d . ; [63 prepares and nfuturs, i any aocis ed f amested person reveak details on ownars of
10 stids astick t ; 0 !
: Ilabela:nltcheersii\:::j 3 aubmits a Seizure the seized property then inform the owners to daim the property
10 zsignedto the caze —— memoto the Caud & through Court. A request letter needs to o to the court far approvl
detail Updlates b ucddamel o relee property to the claimants. |0 @0 nee & to certify that no
Register % & are filed against the vehide. Then court order relesse ofvehide
10 reaches thespot and -~
dnes prefiminary sl : "
A Panchnama in the presence it & vetide?) Mo
B e oftwa Parchs rvectigation is done and vefice
AL ¥ e recards are checked. Incase
e iz 8y suspicion, then case
& o b th
¥ "':: ::’:v;':::e canbe modified and awner could
Ve B e e pe arrested if required
Court's
{ N approval e
= Number et Reportto Cluulrt and Auction \.lehicle
filed aff? seek.permssmr!m and dgpnsrt
auction the vehicle maney in court
" |
P hlo ]
[0}
r
[}
0o
% a NEREs 2eks help from
-
= E wilh SCRE who / D‘EM;Ftracde;he
- places the reguedt R e
i owmer of the vehide
i o thr the RT0 and [/ or
[0 8 dealer’s re@nds
0
I Cromer Found
Court Approves Court receives
i Auctionirg of mon&y and B5ues
3 Yehicle receipt ol
o
0 Property is
submitted ta
Court
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22. Certificate for missing property

Stat
e
c
o] -
4] Arplicant canuse the
= cettificate for dlaiming
j+ 4 h
o _ ] insurance, apphing for
& Appicant Sz s dulicate coples [
application thi internet! mizsig propertyls
witten to P dlice Station importart documents),
ete asthe case may be
SHO makes an entry . :
Isjuisidionof irto Sttion Dy, FIR i acerE
i ] j yith Station Diary
|0z2inP 3 imits? i& filed in case of Number detalz of
Suspected thef appicart and detailzof
fem s loat &s provided
8] HC conduct & by the spplcant
I preliminary C reports back
- inve:stioation inthe ares 10 SHO that no
0 _ : from acrep dealers Ay Leads found? ) =0
I Ditedt applcant to sellers of second hand
[1)] 1El&vant P alice Station goocs and other wsual
uspeds
|
Yes
Inform SHO ahout it SHO flesa
Sg%fgﬁ‘; e el i f e I conylait and
e onthet irforms applicant
Out Post In-charge (851 HC)
oonduct & prefiminary 4 Out Pogt In-thenge
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23. Preventive Detention during sensitive situations

PREVENTIVE DETENTION DURING SENSITIVE SITUATIONS
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24. Protection while transiting accused

PROTECTION WHILE TRANSITING ACCUSED
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25. Summons and Warrants

SUNMMONS & WARRANTS
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26. RTI Process

RTI Process
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27. Grievance Process — Employees

Grievance Process - Employees —
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28. Grievance process — Employees through Sampark Sabha
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Crievance Process - Employees trough Sampark Sabhassss
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Grievance Process - Cizen
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Annexure 2 - Functional Requirement Specifications

Functional Requirement Specifications (FRS)

General Modules

General Specifications

S. No Requirements

I All applications must be fully integrated including enhancements and updates — no duplicate
data entry at any level

2 The system should exist in an open environment providing enough flexibility in selecting the
hardware as well as operating environment

3 The system must be capable of presenting usages service wise in a tabular and graphical form
for easy understanding and analytical purposes

4 The system should be modular in nature.
= Each activity must be handled by a specific module so that it could help in gradual

implementation of the system.
=  Each module should have the capability of running as a standalone as well as an
integrated environment if other modules are installed and implemented

5 The system should operate in a full on-line / interactive environment with instant reflections
of the missing or erroneous input

6 The system should be able to recover with rollback capability to the data in case of any
system or communication failure (visualize last transaction)

7 System shall provide for ad-hoc spreadsheet and database functions or support the import
and export of spreadsheets and databases, such as MS Excel and MS Access and others as
defined

8 On-line maintenance is posted “real time” and immediately reflected in information provided
by the system

9 System shall provide the ability to scan images and documents and make them available by
item number for review
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S. No Requirements

10 System should be user friendly with ease of navigation through various systems modules

I Applications should be consistent in format and screen design
*  Function keys should be consistent within and across applications for maintenance and

screen switching

12 Full editing and validation for data entry must be standard. In case of data in error a
descriptive message with corrective action is displayed

13 Provides abbreviations or wild card characters in search mode

14 Provides help functions at the screen and field level for all screens and menus

I5 Screens are capable of reverse as well as forward scrolling

16 Purging, backups, restores, etc. are performed at System Administrator level not at user
level

17 The system must be fully documented to reflect the latest software revisions and provides
future update information. Whatever functionalities are tweaked / created by the SI will have
to be updated in the CAS (UT) user manual or in the Help pages or both

18 List of error code information and messages must be present

19 Must generate full audit trails, if CAS (UT) does not provide for the same

20 System must provide the ability to generate user-defined / adhoc reports using a report
generation tool that directly accesses the business system data to develop executive level
reports. Users must be able to save such queries with unique names for future use.

21 Facility to access the application should be role based

22 CCTNS Application must support Digital Signatures of any of the Certifying Authorities

registered under the Controller of Certifying Authorities, and must be modifiable as per the

changes made by the respective Certifying Authorities on the structure of the Digital

Signatures issued by them.

= The Digital Signatures used and the CCTNS Application must provide the Time Stamping
of the act of Digitally Signing a document as mandated by the IT Act 2000

= The Smart Card reader or the USB Token, carrying the Private/Secret Key, must be

activated by Biometric identification instead of a PIN / Password based system

Login related Functional Requirement Specification
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The language requirements marked in this section needs special consideration and is a must have

requirement based on the team’s interaction with the end users of the system.

Functional Requirements - Login Component

Should allow only the authentic users (NCRB, Department Officials) to login to the system

through the use of:

=  User id and Password combination

2 | Should display the login page as the first page when the user enters the CCTNS application.
3 | Should give a welcome message once the user is able to successfully login to the CCTNS
application.
4 | Should give an error message once the user provides wrong login information and ask the
user to re log in.
‘ User id & Password Combination
I | The user login and password both should be a combination of following:
= Alphabets
= Symbols
= Numeric
2 | The user name and password should have a minimum defined characters — Suggestive is eight
3 | Should not create duplicate user ids
4 | Should not allow the user to have the same password for more than 30 days
5 | Should generate alerts for password expiry from five days of actual expiry
6 | Should not allow same user id and password
7 | Should not allow blank spaces while setting user id or password
8 | Should notify the user in case the Caps Lock is on
9 | Should notify the use if Num Lock is on
10 | Should generate user id based on the criteria of — Rank, etc.
I'l | Should allow a user who forgets password to access the password retrieval mechanism
12 | Should allow only the machines whose mach id is registered with the application enter the
CCTNS application
I3~ | Should block the user to enter into the CCTNS application if he puts in wrong login info

continuously thrice. Account lock out problems will be sorted out by a designated CCTNS
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Administrator. Hence, this feature is to be provided CCTNS Administration module.

Should support multilingual interface (minimum English, Hindi and Gujarati) as per
Localization and Language Technology Standards for National e-Governance Plan. It is also
required that certain details that are textual in nature and entered in Registration /
Investigation workflows (such as Case Diary, Case Details) may also need to be stored and
retrieved in Gujarati). This is a major requirement in the UT of Dadra Nagar Haveli and

would be useful to a small extent in UT of Daman & Diu as well.

Monitoring and Reporting related Functional Requirement Specification

Some of these requirements may be available in CAS (UT). This can be ascertained once detailed FRS

/ SRS/ other documents for CAS (UT) are available.

Functional Requirement Specifications

The defined user should be able to use the CCTNS application to query the Departmental

Databases using the name or other details of the applicant.

2 Should allow the CCTNS application to retrieve various information from the individual
databases and aggregate it.

3 The application should support the monitoring in both the occurrence, when an event or
time driven activity is triggered.

4 Should be able to retrieve all information about the status of the progress of the case / crime
investigation, etc.

5 Should be able to automatically generate the defined reports to the concerned authorities at
regular time interval.

6 Should be able to generate Process Report on a regular time interval. This report should
include process wise the number of service requests initiated, number of requests
completed, number of requests pending and the number of requests under process.
Definition of SLAs is provisioned in CAS (UT)

7 Should able to generate SLA Report on regular time interval, this report should give
information related to centre wise details of no of SLA met and user wise details of no of
SLA breached.

8 Should be able to generate Performance Report on regular time interval, this report should

give information related to user wise, details of no of service processed against the no of
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service received.

9 Should be able to generate Attendance Report on regular time interval, this report should
give information related to user attendance.

10 Should provide a search option to the authorized users so that he can search the
information which should be sorted according to Date, Primary keys (such as FIR number,
date range, type of case, etc), Service type, etc.

I Should allow the stakeholder to review the progress report and give his comments online.

12 Should provide the facility to print and e-mail the report.

13 Should provide a printer — friendly version automatically for all pages.

14 The system should support multi-lingual interface (minimum Gujarati, Hindi and English) as
per localization and language technology standards for National e-Governance plan

Information Module

It is likely that CAS (UT) may not have these features. Hence, the FRS that follows may have to be

developed completely.

Investigation Support (Knowledge Management) System

Scope

Creation of reusable knowledge repository

System should provide for submitting learning documents to the knowledge

Functionality management system; digital versions of archived documents should be incorporated

into the system

System shall allow user to view data in logical sections in the KM related to tagging
System shall allow user to search documents using multiple search criteria

System shall present results in order of relevance

System shall allow storing of document (Image & Metadata)

System shall support for viewing a large number of file formats without the need of
having the parent application. The system should support all commonly used file formats
as MSOffice, Acrobat, TIF, |PEG, GIF, BMP, etc.

System shall provision to edit the document Metadata

System shall provide versioning of the document

System shall provision for marking comments

System shall allow role based access to the documents
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System shall allow users to view and participate in forums

e-Mail/Message System

Scope

Functionality

Creation, store, sending of alert/messages in form of e-mails
E-Mail/ Message Application shall provide all the functionalities mentioned in CCTNS
FRS by NCRB. There are no additional functionalities to be developed by UT Software

Development Agency

Notification System ( Alerts, Important Events, Reminders and Activity Calendar or Tasks Service)

Scope

Functionality

Automated generation of alert through email/popup/alert windows for any pending, new
event

Application shall provide all the functionalities mentioned in CCTNS FRS by NCRB. The
following are the additional functionalities to be developed by UT-SI of CCTNS

In case of new event, system shall automatically generate alert in advance to all

concerned Police Station/Other Police Offices for all Applications

Portal Module

These requirements may not be there in CAS (UT) and hence will be required to be developed.

Citizen Portal Service and Employee Portal Service

Scope

Functionality

To act as an interface for both internal as well as external stakeholders

Citizen Portal Service shall Provide all the functionalities mentioned in CCTNS FRS by
NCRB. Following are the additional functionalities to be developed by State-SI for
Portal of UTs CCTNS:

The portal will have 2 interfaces; one for the employees (Internal) & another for
external stake holders (mainly citizens).

State-Sl| shall Re-design, develop and manage UTs Police website. Department currently
has only a basic website in English. State-S| has to redesign the website in 3 languages:
English, Hindi and Gujarati. Website will be the external interface for the CCTNS

portal.

Please refer the FRS on “Citizen Services / Information to be provisioned on

the Police Website”’

System shall provide an interface for all Applications that will be available with the
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Police Department at the time of CAS (UT) implementation (ex: Finger Print Capturing
system, Criminal Dozier system, etc)

System shall enable user to reorder, pages, remove content, and modify page layout to
organize content in their personal workspaces

Authorized User shall be allowed to create, update and publish contents without

requirement of technical knowledge(HTML etc)

Search Module

All Functionalities are available as per the UT requirements.

Crime & Criminal Records and Query Management Service

Scope The functionality will help the police personnel in searching (Quick & Advanced)
complaint, crime, criminal , abandoned/unclaimed property, stolen/lost property,
missing person etc
Application shall provide all the functionalities mentioned in CCTNS FRS by

Functionality ¥ NCRB. There are no additional functionalities to be developed by State-SI of
CCTNS UTs

Specific Modules

CCTNS Application development would have specific module based on the police functions covered
under the CCTNS project. Following are the modules which are being detailed in the following

section —

= Medical Assistance - Request

= Post Mortem -Approval

* Post Mortem

*  Forensic - Request

= Crime Scene Investigation

» Interrogation and Investigation

= FIR — Registration

»  Charge Sheet and Court Disposal

= Summon & Warrants
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= Crime Investigation- Accused Surrender to Court / Police Station
* Crime Investigation- Accused Surrender / Arrested outside the jurisdiction of his/her crime
= Arms License- Issue , Renew & Deposit

* Police Clearance Certificate

= Daily & Weekly Incident Reporting

= Duty Allocation & Beat Process

= Protection - transiting accused

= Foreigner Registration

= |llegal Parking

* Traffic Enforcement

=  Police Security

= Certificate of Missing Properties

= Police Verification - Passport

= Prevention Detention

= RTI

=  Grievances — Employees

*  Grievance — Citizen

= Abandoned Property/ Vehicle Seizure

Medical Assistance Request

Some of the highlighted functionalities may already be available in CAS (UT) to some extent. Minor
customizations may be required.

Modules Functionalities
Medical Assistance i.  System shall allow for role based access to users
- Request

ii.  Shall allow the Police Officer to define the new / edit the predefined
letter template to be issued to doctor for treatment & Ambulance

facility (may exist in CAS (UT)

iii.  System shall generate & allow the user to download / print the

letter

iv.  System shall allow Police officer to capture the details of the injured

person and status (transferred to hospital etc)
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v.  System shall allow the Police officer :
a. To fill online web based form
b. To download / save/ print the form in pdf or word format

c. To upload the filled offline form into the system (may not

exist in CAS (UT))
vi.  Each request/application shall be traced by unique id

vii.  The system shall also email the letter to the concerned Hospital, if

email id is available & configured

viii.  The system shall generate alert to concerned Medical Officer, if
he/she has the required user rights & infrastructure to access the

module.

ix.  System shall allow the Police officer to update the statement and

case details / disposal against the his / her unique id

X.  System shall allow to upload the treatment Report details(received

from Hospital) of the injured person against his / her unique id
xi.  Shall allow the user to update the case diary a
(Note: The medical officer shall also be able to upload the treatment details
against his/her unique id, provided required infrastructure is available. In

such case, system shall generate the alert to the concerned police officer for
further action)

xii.  There shall be facility to search the case based on following fields:
a. Date (from —to)
b. Case No (from —to)

c. Hospitals Name
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d. Name
e. District etc

xiii.  System shall allow the Police Officer to upload any supporting

document with the statement, if required

xiv.  System shall auto escalate the case to higher officials, if the defined

service levels are not adhered by the concerned stakeholders
xv.  System shall auto update the status based on the workflow defined

xvi.  There shall be facility to generate the report based on the query

fields:
a. Date Range (from — To)
b. Case No (from- to)
c. Police station wise
d. District Wise
e. Hospital Wise

xvii.  The system shall allow the user to download/save or print the

reports or searched records

Post Mortem Approval

The potential gaps identified here are not very business critical. These can be relooked at when the

CAS (UT) FRS / SRS are clearly known.

Modules Functionalities
Post Mortem - i.  There shall be facility to download & print the Post Mortem form
Approval to capture the required information

a. Facility to online filling of information if web based module
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is accessed by Medical Officer
ii.  Shall allow the Medical officer to select the options
a. Post Mortem not Required
b. Post Mortem Required

ili. For option (ii-a) the Medical official shall allow to generate & issue

the Death Certificate.

a. Shall allow the Investigation officer to close the case, if

citizen is satisfied

iv.  For option (ii-b), an auto email shall be sent to the SHO informing

about the dead body.

a. The system shall also send the SMS to SHO & Police
Constable (available at Hospital) for faster processing of

case (for future phases of CCTNYS)

b. Facility to generate & update the following registers:
i. Occurrence Register
ii. Station Diary Register
iii. Station Diary Entry Register

v.  Shall generate the alert to concerned SHO with the details of dead
body

vi.  Shall allow the SHO to assign the investigation Officer (IO) for the

case

Note: The above steps are applicable if Medical officer has the access rights

& infrastructure to access the web based application

Confidential Page 161



RFP for System Integrator for implementation of CCTNS project in the Union Territory of Daman

and Diu and Dadra Nagar Haveli

A4

viii.

ix.

X.

Xi.

.
1.

Shall allow user to capture the details of the dead body

System shall allow user :
a. To fill online web based form
b. To download / save/ print the form in pdf or word format
c. To upload the filled offline form into the system

The system shall send the alert / email to the SHO / 10O for further

processing of the case (as per process defined)

System shall auto update the status based on the workflow defined
i.e. ‘pending with SHO, Case with 10O for investigation, approved by
DM etc’

System shall allow user to update the status & information, in-case

it has the dependency on external entity (DM or Mamlatdar)

(Note: DM / Mamlatdar can also has the access to the web based

application, provided required infrastructure is available)

Xii.

xiii.

xviil.

Xiv.

Shall allow the user to upload the investigation Report. The system

shall also support video or image files
System shall allow for role based access to users

System shall auto escalate the case to higher officials, if the defined

service levels are not adhered by the concerned stakeholders

There shall be facility to search the details /case based on following

fields:

a. Date (from —to)
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b. Hospitals Name
c. Name
d. District etc

xv.  There shall be facility to generate the report based on the query

fields:
a. Date Range (From — To)
b. Police station wise
c. District Wise
d. Hospital Wise

xvi.  The system shall allow the user to download/save or print the

reports or searched records

Post Mortem

The potential gaps identified here are not very business critical. These can be relooked at when the

CAS (UT) FRS / SRS are clearly known.

Modules Functionalities
Post Mortem i.  System shall allow for role based access to users

ii.  The module shall be interfaced with ‘Post Mortem — Approval’

module.
iii. The approved cases shall be able to capture following details:
a. Post Mortem Conducted at Site or Hospital
b. Details of Panch (witnesses )

c. Details of evidences collected, if any

Confidential Page 163



RFP for System Integrator for implementation of CCTNS project in the Union Territory of Daman
and Diu and Dadra Nagar Haveli

d. Details of organs & viscera

e. Police Station & FSL details

f. Family details of deceased person, if known

g. Details of cause of death (Natural or Un-natural)

h. Dead body burial details , if done by Civic Authorities
iv.  Shall able to upload the Post Mortem Report. It shall accept
video/image/audio/word/pdf format

v.  For option (iii-g), the death is natural

a. Shall allow the user to update the status of disposal (handed

over to family/relative, if available)

b. Shall allow the user to send the request to the hospital (if

email id is available & configured) for checking the

availability of Mortuary

c. Shall allow the user to update the status of no of days of

availability for Mortuary

(Note: The activities iv & v-c can also be updated by Medical officer, if

required infrastructure and access rights are available to them)

vi.  For option (iii-g), the death is un-natural shall allow the use to

initiate the further interrogation & investigation process (interfacing

with Investigation & Interrogation module)
vii.  The module shall be interfaced with following:

a. FIR (if crime is suspected at the time of 2nd time Post

Mortem)
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b. Post Mortem — Approval
c. Investigation & Interrogation

viii.  The system shall update the case diary as per the action taken and

reflect the status to the user

ix.  System shall auto escalate the case to higher officials, if the defined

service levels are not adhered by the concerned stakeholders
X.  System shall auto update the status based on the workflow defined

xi.  There shall be facility to search the details /case based on following

fields:
a. Date of Post Mortem conducted / approved (from — to )
b. Hospitals Name
c. Name
d. District etc

xii.  There shall be facility to generate the report based on the query

fields:
a. Date of Post Mortem conducted / approved (from — to)
b. Hospital wise
c. District Wise

xiii.  The system shall allow the user to download/save or print the

reports or searched records

Forensic Request

Some of the highlighted functionalities may already be available in CAS (UT) to some extent. Minor

customizations may be required.
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Modules Functionalities
Forensic - Request i.  System shall allow the role based access to users
ii.  System shall allow the 10 to raise the request to SHO as per the
case investigation requirements:
a. Finger Print Bureau
b. Dog Squad
c. Bomb Disposal Squad
iii. The above request shall be raised against the required case no
iv.  System shall generate alert to SHO for further action on request
v. Shall allow the SHO to define the new / edit the predefined letter
template to be issued to FSL In-Charge to mobilize the team
vi.  System shall generate & allow the SHO to download / print the
letter
vii.  The system shall also email the letter to the concerned FSL In-
Charge if email id is available & configured
viii.  The system shall generate alert to concerned FSL In-Charge, if
he/she has the required user rights & infrastructure to access the
module
ix.  System shall able to upload the findings of Finger Print
Bureau/Photograph / Dog Squad etc
(Note: The FSL In-Charge shall also be able to upload the findings against
case detail no, provided required infrastructure is available. In such case,
system shall generate the alert to the concerned police officer for further
action)
X.  The system shall update the case diary as per the action taken and
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reflect the status to the user

xi.  System shall auto escalate the case to higher officials, if the defined

service levels are not adhered by the concerned stakeholders
xii.  System shall auto update the status based on the workflow defined
xiii.  There shall be facility to search the case based on following fields:
a. Date (from —to)
b. Case No (from — to)
c. District

xiv.  There shall be facility to generate the report based on the query

fields:
a. Date Range (from — to)
b. Case No (from — to)
c. Police station wise
d. District Wise

xv.  The system shall allow the user to download/save or print the

reports or searched records

Crime Scene Investigation

Modules Functionalities

Crime Scene i.  System shall allow for role based access to users

Investigation ii.  System shall have the facility to capture the case details against the

FIR no
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ili. The system assign unique Case ID (CID) to each case registered
iv.  System shall allow the Police officer :
a. Tofill online web based form
b. To download / save/ print the form in pdf or word format
c. To upload the filled offline form into the system

v. System shall display the form based on the type of offense selected

(bodily/property or others)

a. In case of offense type bodily, the details of injuries
(fatal/simple/grievous), family details of the person,

statement of injured etc shall be captured

b. Incase the person dies, and dead body is not claimed, than

system shall send email to media for identification.

vi.  System shall allow the 10 to update the investigation details

(Panchnama & Recovery Panchnama) against the CID

vii.  System shall allow the user to upload the documents of evidences

against the CID. It should support video / audio/ images/pdf/doc

etc format

viii.  Shall allow the user to raise the request and generate the report as

per the case requirements. The module shall be interfaced with

following:
a. FIR
b. Forensic — Request

c. Post Mortem — Approval
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d. Medical Assistance — Request
e. Investigation & Interrogation
f. FIR —Registration

g. Charge sheet & Court Disposal

ix.  System shall be able to generate the alerts to all the concerned

officers, if any new reports or status is updated

x

System shall allow the user to capture the details as per the status

of accused
a. Accused known
b. Absconding

c. Unknown

xi.  For option (ix- b, c) system shall able to send email to all the

external entities (Newspaper/ TV/Radio/ to all railway / local Police

stations etc)

d. System shall allow to attach the photograph or sketch of

accused , if available

xii.  System shall allow the police officer to verify the accused details

from database for further arrest & action

xiii.  System shall auto update the following registers ( based on the

details entered through form & action taken)
a. Absconding register
b. Case Diary

xiv.  System shall auto escalate the case to higher officials, if the defined
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service levels are not adhered by the concerned stakeholders

Xv.  System shall auto update the status based on the workflow defined

xvi.  There shall be facility to search the case details based on following

fields:

a. Date (from—-to)

b. Case No (from —to)

c. District
xvii.  There shall be facility to generate the report based on the query
fields:

a. Date Range (from —to)
b. Case No (from —to)

c. FIRNo (From —to)

d. Police station wise

e. District Wise

xviii.  The system shall allow the user to download/save or print the

reports or searched records

Interrogation and Investigation

Modules Functionalities
i.  System shall allow for role based access to users

Interrogation and ii.  System shall allow the IO to update and enter the details of

Investigation investigation in Case Diary
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a. System shall allow IO to update the FIR and other relevant

registers, if any additional Cr P C Section relevant

iii.  System shall able to send the email to external agency

(RTO/telecom) if some information is needed during investigation.

(Note: For above activity, the concerned email ids need to be configured
and shall be used by the recipient otherwise manual information will be

sought by Police department)

iv.  System shall allow the user(higher officers) to check the status of

arrest
b. Arrested
c. Not Arrested for 3 months

v.  There shall be facility to interface with Forensic — Request module,

if IO requires the Forensic help for interrogation

vi.  System shall send 1O the alerts to extend the judicial custody after

every |4 days. It shall also allow the user to check the no of days

the accused is in custody

vii.  For option (iv-a) system shall allow the user to file the Report based

on the investigation
d. ‘B’ Final Report —If it is the case of misuse of law

e. ‘C’ Final — if it is unintentional mistake and there is no

misuse of law

viii.  For option (iv-b) the system shall allow the DIG to provide approval

to file ‘A’ final report.

ix. Based on approval IO shall allow to file the ’A’ Final Report
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f. System shall send the SMS to the complainant about the

status of case

X.  System shall allow the user to update the Village Crime Register as

per the status

xi.  The module shall have the facility to interface with ‘Charge sheet &

Court Disposal’ module

xii.  System shall auto escalate the case to higher officials, if the defined

service levels are not adhered by the concerned stakeholders

xiii.  System shall auto update the status, if any, based on the workflow

defined
xiv.  There shall be facility to search the details based on following fields:
a. Date (from —to)
b. Case No (from — to)
c. FIR No (from — to)
xv.  There shall be facility to generate the report based on:
a. Date Range (from — to)
b. Status of arrest

xvi.  The system shall allow the user to download/save or print the

reports or searched records

FIR Registration

The features identified here as potential gaps may already be present in CAS (UT). Alternately, the

feature sought is not deemed a ‘must have’ and hence relooked at later on.
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Modules Functionalities

FIR — Registration i.  System shall allow for role based access to users

ii.  System shall allow the citizens to file online complaint. Process as

describe below:

a. Shall allow the user to lodge the complaint by selecting the

name of district and police station.

b. The system shall capture the user mobile no / email ID and
send a SMS verification code on the mobile no# / email ID

(SMS gateway could be in future phases of CCTNS)

c. User shall enter the verification no and submit the

complaint.

d. System shall generate the acknowledge no (ACK) for future

reference

Note: Citizen needs to visit the concerned police station with the ACK for

formal filing of FIR. This activity shall be completed within 24 hours of

lodging of complaint online.

ili. System shall have the facility to capture the complaints made by the

complainant against the appropriate section no

a. System shall update the Station Diary & Station Diary

Registers against each complain
iv.  System shall allow the Police officer :

a. Tofill online web based form
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b. To download / save/ print the form in pdf or word format

c. Toupload the filled offline form into the system

v. System shall generate and update the registers as per the type of

offense selected (cognizable or non cognizable)

Non- Cognizable Offense

a. If offense is non cognizable than system shall update &

generate NC register

b. Shall allow the police officer to store and upload the
complainant’s thumb impression and digital ink signature

(digitizing tablet) on real time basis against NC no

i. Shall allow the police officer to save/download &print the

signed(by complainant) copy of NC report

c. System shall have the facility to interface with the following

modules:

i. Settlement & Resolution
ii. Mamlatdar Binding

iii. Interrogation & Investigation

d. System shall allow to update the status if complainant not
satisfied with the resolution and wishes to approach the

court

i. If permission is granted the user shall able to

update the section and assign the case to 10 based
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on their experience

ii. Shall allow the user to upload the investigation
report and email report to court t, in case email id

is configured

Cognizable Offense

e. System shall update & generate the FIR. Following details

shall be captured:

i. Personal details
ii. Accused details

iii. Case facts etc

f.  The system shall update the ‘Village Crime & FIR Part A’

Registers

g. Shall allow the police officer to store and upload the
complainant’s thumb impression and digital ink

signature(digitizing tablet) on real time basis against the FIR

h. Shall allow the police officer to save/download &print the
signed(by complainant) copy of FIR
i. System shall allow to upload all the supporting
documents, if any against the FIR No. It should

support the audio/video/image/PDF and doc files

ii. System shall send alerts and email the FIR copy to

all the concerned authorities:

ili. Court (if email id is configured)
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iv. ASP/DIG/COP (for Heinous crime) etc

i.  System shall allow the SHO to assign the case to |0.

i. Shall facilitate in selection of IO based on the

experience of handling similar cases

j- System shall have the facility to interface with the following

modules:

i. Settlement & Resolution
ii. Crime Scene Investigation

vi.  System shall auto escalate the case to higher officials, if the defined

service levels are not adhered by the concerned
stakeholders
vii.  System shall auto update the status based on the workflow defined
viii. There shall be facility to search the details based on following fields:
a. Date(from—to)
b. FIR No (from —to)
c. NCNo
d. District

iXx.  There shall be facility to generate the report based on the query

fields:
a. Date Range (from —to)
b. FIR No (from —to)

c. NCNo
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d. Police station wise
e. District Wise

X. The system shall allow the user to download/save or print the

reports or searched records

Charge Sheet and Court Disposal

Modules Functionalities

Charge Sheet and i.  System shall allow for role based access to users

Court Disposal
ii.  System shall capture the relevant details from the FIR and other

investigation report to generate the charge sheet

iii.  System shall allow the user to update the charge sheet, if any

additional information is required

iv.  System shall allow the user to save / download/ print the charge

sheet, if required for further processing

v. In case accused is absconded, the system shall highlighted the same

in different colour

vi.  System shall allow the SHO to approve the charge sheet. There
shall be facility to edit the charge sheet if found any discrepancy

(related to additional information not populated from database)

vii. The module shall interface with ‘Summons & Warrant’ module if

issued by court

viii.  System shall capture the details of the hearing and update against

the Charge Sheet No / FIR No / Court Case No

ix.  System shall allow the Station Writer to update the ‘Village Crime

Register & General Convicted Register and closes the case
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(provided it is not appeal to High Court)

X.  System shall auto escalate the case to higher officials, if the defined

service levels are not adhered by the concerned stakeholders

xi.  System shall auto update the status, if any, based on the workflow

defined
xii.  There shall be facility to search the details based on following fields:
a. Date (from —to)
b. Court Case No (from — to)
c. FIR/ Charge Sheet No
xiii.  There shall be facility to generate the Charge Sheet based on:
a. Date Range (from — to)
b. FIR No (from — to)

xiv.  The system shall allow the user to download/save or print the

reports or searched records

Summons and Warrant

It is assumed that CAS (U.T) will have this module included.

Modules Functionalities
Summon & i.  System shall allow for role based access to users
Woarrants

ii.  System shall allow the user to capture the details of summons &

warrants issued by court

iii.  System shall allow to assign the constable to serve the summons &

warrants
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iv.  System shall able to update the registers if warrant issued is not

bailable or bail is not sought by accused

v.  System shall capture the details of items present at the time of
arrest. It shall also capture whether the same is in safe custody of

police or handed to relatives

vi.  The module shall interface with ‘Medical Assistance — Request’ and

Bail Process (if warrant is bailable and seek by accused)

vii.  System shall allow the jailor to upload the remand memo sent by

the court and shall allow to update the jailor register

(Note: The above step is applicable if required infrastructure and access

rights are provided to jailor)

viii.  System shall auto escalate the case to higher officials, if the defined

service levels are not adhered by the concerned stakeholders

ix.  System shall auto update the status, if any, based on the workflow

defined
X.  There shall be facility to search the details based on following fields:
a. Date (from —to)
b. Summon / Warrant No (from — to)

xi.  The system shall allow the user to download/save or print the

reports or searched records

Crime Investigation- Accused Surrender to Court / Police Station

The potential gaps identified here are not very business critical. These can be relooked at when the

CAS (UT) FRS / SRS are clearly known.
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Modules Functionalities
Crime i.  System shall allow for role based access to users
Investigation-
ii.  System shall capture the place of accused surrender
Accused
Surrender to a. Accused Surrender to court

Court / Police

] b. Accused Surrender in jurisdiction of his/her crime
Station

(Note: As per the above selection, the user shall perform the relevant

activities as mention in subsequent steps)

iii.  In case of judicial custody during trial

a. System shall allow the jailor to upload the memo sent by

the court and shall allow to update the jailor register

(Note: The above step is applicable if required infrastructure and access

rights are provided to jailor)

iv.  In case of Policy custody (for 14 days)

a. System shall allow the SHO & IO to update the following

registers
i. Lock up Register
ii. Station Diary
iii. Arrest Register
iv. Personal Details etc

b. The module shall interface with ‘Investigation &
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Interrogation’ and ‘Medical Assistance — Request’ modules

c. System shall send IO the alerts to extend the judicial
custody after every 14 days. It shall also allow the user to

check the no of days the accused is in custody

v.  System shall auto escalate the case to higher officials, if the defined

service levels are not adhered by the concerned stakeholders

vi.  System shall auto update the status, if any, based on the workflow

defined
vii.  There shall be facility to search the details based on following fields:
a. Date (from —to)
b. FIR/ Charge Sheet No
c. Court Case No

vii.  The system shall allow the user to download/save or print the

reports or searched records

Crime Investigation — Accused Surrender / Arrested outside the
Jurisdiction of crime

Modules Functionalities
Crime i.  System shall allow for role based access to users
Investigation-

ii.  System shall capture the details of transfer cases. It shall allow the
Accused
user to upload the interrogation & confession details sent by Police
Surrender /

. Station Y
Arrested outside
the jurisdiction of iii.  System shall allow the user to search the case based on FIR no.
his/her crime Following options shall be available
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a. New Case
b. Existing Case
c. Closed through ‘A’ Final Report
iv.  For option (jii-a), the module shall allow to lodge a fresh FIR

v.  For option (iii-c), the system shall enter details to reopen the case

though Public Prosecutor

vi.  System shall capture the details of transfer warrants and allow the
SHO to upload the warrants details and submit the case for further

approval from SP / DIG
a. It shall also allow the SHO to submit the team list

vii.  System shall allow DIG/SP to approve and select the team from the

list submitted

vii.  The module shall interface with ‘Crime Investigation- Accused

Surrender to Court / Police Station’ module for further processing

ix.  System shall auto escalate the case to higher officials, if the defined

service levels are not adhered by the concerned stakeholders

x.  System shall auto update the status, if any, based on the workflow

defined
xi.  There shall be facility to search the details based on following fields:
a. Date (from —to)
b. FIR No (from — to)
c. Transfer Warrant No

xii.  The system shall allow the user to download/save or print the

reports or searched records
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Arms License- Issue, Renew and Deposit

Modules

Arms License- i.

Issue , Renew &

Functionalities
System shall allow for role based access to users

System shall capture the details of application received from the

Deposit
Collector Office
iii.  Shall allow the user (COP) to assign the application to concern
SHO
iv.  System shall assign and track each application through unique
application id (ATN)
v.  System shall allow the user to upload the supporting documents, if
applicable
vi.  System shall allow the SHO to download/ print or view the
application details
vii.  System shall allow the SHO to assign the application for verification
to the concerned outpost
viii.  System shall allow to select any of the below options
a. Renew
b. New Issuance
c. Deposit of Arm
ix.  System shall allow user to submit / upload the verification report by
concerned Outposts.
X. In case of renewal case, system shall allow the SHO to update the
fitness test details of weapons against the application id
xi.  Shall allow user to verify the details to check if any offense been
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conducted through the weapon

xii.  System shall allow the SHO to update the comments for

issuance/renew of license against the ATN

xiii.  System shall alert the COP to forward the report to Collector

office for further processing
xiv.  For option (vii-c) , following facilities shall be available

a. System shall capture the details of the weapons and Arms

Deposit Register is being updated

b. System shall allow the user to upload the letter of DM if the

weapon is of different state

c. System shall generate the receipt having information about
the license no & details of arms deposit. It shall allow the

user to print/save/download the receipt
d. System shall allow the user to check the validity of license

e. System shall update the Arm Release register if the arm is

released back to the applicant

xv.  System shall auto escalate the case to higher officials, if the defined

service levels are not adhered by the concerned
stakeholders
xvi.  System shall auto update the status based on the workflow defined
xvii.  There shall be facility to search the details based on following fields:
a. Date (from —to)
b. License No (from — to)

c. Application No (from — to)
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d. District
e. Name

xviii.  There shall be facility to generate the report based on the query
fields:

a. Date Range (from — to)

b. Application No (from — to)
c. District wise

d. Police station wise

xix.  The system shall allow the user to download/save or print the

reports or searched records

Police Clearance Certificate

Modules Functionalities

Police Clearance

. i.  System shall allow for role based access to users
Certificate

ii.  System shall allow the applicant following option
a. To fill the application online
b. Through personal visit to Chief of Police (COP) office

iii.  For option (ii-a), citizen shall allow to upload all the supporting
documents i.e. residence proof, photograph & other relevant

documents (if applied online)

a. Citizen shall also download & print the filled form and

submit to the COP office

iv.  For option (ii-b or iii - a), system shall able to capture the details of
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the application for the issuance of the certificate

v.  System shall allow the Police officer ( if applicant submits the

written application)
a. Tofill online web based form
b. To download / save/ print the form in pdf or word format

c. To upload the filled offline form into the system

vi.  System shall generate the required checklist of all the supporting

documents required for issuance of certificate
vii.  Each application shall be traced and assigned a unique id (ATN)

viii.  System shall allow the user to assign SHO / LIB officer for

verification against ATN

ix.  System shall generate the alerts to the concerned officer for further

process

x.  Citizen shall able to trace the application status online through the

ATN

xi.  System shall allow the SHO to search & verify if there is any

criminal records against the applicant

xii.  System shall have the facility to upload the verification report
against the ATN. It shall capture the login details of the user, who

have access and upload the report

xiii.  System shall allow the user to print/save/download the clearance

certificate

a. If applied online the citizen/applicant shall also be able to
print the certificate if the case is verified and approved by

Police department
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xiv.  System shall auto escalate the case to higher officials, if the defined

service levels are not adhered by the concerned
stakeholders
xv.  System shall auto update the status based on the workflow defined
xvi.  There shall be facility to search the details based on following fields:
a. Date (from —to)
b. Application No (from — to)
c. District
d. Name
e. Police Station

xvii.  There shall be facility to generate the report based on the query

fields:
a. Date Range (from — to)
b. Application No (from — to)
c. District wise
d. Police station wise

xviii. ~ The system shall allow the user to download/save or print the

reports or searched records

Daily and Weekly Incident Reporting

Modules Functionalities

Daily & Weekly i.  System shall allow for role based access to users

Incident Reporting
ii.  System shall generate timely alerts to all Outposts to submit the
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incident reports

iii.  Shall allow Outposts to submit the cases and incidents as per the

format prescribed

iv.  System shall send the alerts to the concerned police officer and

SHO about the Incident report

v.  System shall allow user to download/save/print the report for

reference

vi.  System shall auto escalate the case to higher officials, if the defined

service levels are not adhered by the concerned
stakeholders
vii.  System shall auto update the status based on the workflow defined
vii.  There shall be facility to search the details based on following fields:
a. Date (from —to)
b. Outpost wise
c. Police Station wise (for CoP)
d. Outpost submission status (Pending / submitted)

ix.  There shall be facility to generate the report based on the query
fields:

a. Date Range (from — to)
b. Outpost submission status (Pending / submitted)
c. Police Station wise (consolidated / Individual wise)

X.  The system shall allow the user to download/save or print the

reports or searched records
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Duty Allocation and Beat Process

Modules Functionalities

Duty Allocation & i.  System shall allow for role based access to users

Beat Process
ii.  System shall capture the daily attendance records of as per the

shifts allocated to the police officers

a. The system shall marked absent against the police officer if

he/she has not reported for duty as per the shift allocated

b. The system shall allow the user to put the remark in case of

late reporting to the station

c. The system shall update the muster roll & short duty

register

d. The system shall capture the movement details of the

officers and update the short duty register

(Note: If biometric attendance is in placed than system shall interface with
the Biometric system and capture the attendance details to update the

muster roll )

iii.  The system shall generate the report of Attendance / roll call

register of previous day.

a. The system shall suggest the duty allocation (shift) to the

personnel

b. The system shall allow to edit/move the personnel between

the shift

c. The system shall update the Duty register as per the

allocation freezed by the user

iv.  The system shall allow the Duty Master /SHO to assign the Beat
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team for a beat area

v.  The system shall capture the details of patrols and update the

Movement registers

a. The register shall capture the details of beat team and its

login details

vi.  The system shall update and capture any intelligence information /

untoward incidents as informed to control room

a. There shall be facility to send SMS to concerned

officer/department as per the incidents (future phases of

CCTNS)

vii.  System shall auto escalate the case to higher officials, if the defined

service levels are not adhered by the concerned stakeholders

viii.  System shall auto update the status, if any, based on the workflow

defined
ix.  There shall be facility to search the details based on following fields:
a. Date (from —to)

b. Police Station wise

a. Shift and duty allocation details (8:00- 13:00, 13:00 — 20:00,
20:00-8:00)

c. Beat team details as per beat area

X.  There shall be facility to generate the report based on the query
fields:

a. Date Range (from — to)

b. Absentees day / month wise
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c. Beat team details as per the beat areas

d. Shift and duty allocation details (8:00- 13:00, 13:00 — 20:00,
20:00-8:00)

xi.  The system shall allow the user to download/save or print the

reports or searched records

Protection — Accused in Transit

Modules Functionalities

Protection - i.  System shall allow for role based access to users

transiting accused
System shall capture the following details:

a. Date & Time of hearing
b. Officials assigned for protection
c. Location of accused (hospital / jail)
d. Vehicle details
e. Hearing note
iii.  The above details shall be updated against the court case id (CCid)

iv.  The system shall allow the user to update the warrant against the

FIR / Charge Sheet No / CCid

v.  System shall allow the jailor to update the details (refer point ii), if

the required infrastructure and access is available
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a. If updated by jailor, the system shall send the alert to the
CoP to arrange for protection otherwise this shall be the

manual process

vi.  System shall allow CoP to assign the case to concerned SHO for

further action

vii.  System shall auto update the status, if any, based on the workflow
defined
vii.  There shall be facility to search the details based on following fields:

a. Date (from —to)

b. Warrant No

c. Court Case Id

d. FIR/ Charge Sheet No

ix.  The system shall allow the user to download/save or print the

reports or searched records

Foreigner Registration

Modules Functionalities

Foreigner i.  System shall allow for role based access to users

Registration
ii. System shall allow to capture the date of arrival of applicant

a. Ifiitis more than |4 days, system shall allow the FRO to add
the remarks and separate ‘Failure of Registration’ process

shall be initiated

b. Ifitis within 14 days, FRO shall be allowed to upload the
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offline ‘Form A’ or web based form as per the details

submitted by the applicant.

iii.  System shall allow the applicant following option

a. To fill the application Form A online, if it is within |4 days

else he/she needs to visit FRO

b. Through personal visit to Foreigner’s Registration Office
(FRO)

iv.  For option (jii-a), applicant shall allow to upload all the supporting

documents

a. Applicant shall also download & print the filled form and
submit to the FRO

v.  For option (iii-b or iv - a), system shall able to capture the details of

the application for the issuance of the permit

vi.  System shall generate the required checklist of all the supporting

documents required for issuance of certificate

vii.  Each application shall be traced and assigned a unique id (ATN)

viii.  System shall allow the user to upload the supporting documents
against the application id (ATN). It shall accept video/image.doc/pdf

format

a. System shall have the facility to alert the user, in-case the

required supporting documents are not submitted / upload

ix.  System shall able to send the sms/email to the applicant in case the

required documents are not proper for issuance of permit
x.  System shall alert the CoP for approval for the issuance of permit.

xi.  System shall allow CoP to approve / reject the application
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xii.  On approval/ rejection , system shall sent alert to the FRO for

further action

xiii.  Applicant shall be able to track the application status against their
ATN

xiv.  Applicant shall be informed either through SMS / email about the

approval/rejection of application

xv.  System shall allow the user to print/save/download the permit

xvi.  If applied online the citizen/applicant shall also be able to print the

permit if the application is approved be CoP

xvii.  System shall auto escalate the case to higher officials, if the defined

service levels are not adhered by the concerned
stakeholders

xviii. ~ System shall auto update the status, if any, based on the workflow

defined
xix.  There shall be facility to search the details based on following fields:
a. Date (from —to)
b. Application No (from — to)
c. Approved/ Rejected by CoP

xX.  There shall be facility to generate the report based on the query
fields:

a. Date Range (from — to)
b. Application No (from — to)

xxi.  The system shall allow the user to download/save or print the

reports or searched records
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lllegal Parking

Modules

lllegal Parking i.

vi.

vii.

Functionalities
System shall allow for role based access to users
System shall capture following details:
a. Vehicle Model / make / colour
b. Place of seizure
c. Owner / Driver details, if available

d. Date / time of seizure

o

Court details( if sent to court)

System shall allow the user
a. To fill online web based Vehicle seizure form
b. To download / save/ print the form in pdf or word format

c. To upload the filled offline form into the system

System shall allow the user to book offense in predefined format

and shall be tagged with respective ‘Vehicle seizure form’

System shall allow the user to configure the no of days to withhold

the vehicle if there is no claimant

a. System shall alert the user if the total no of days get

exceeded the configured days

System shall be interface with RTO database (if available) to check

the owner of the seized vehicle.

System shall allow the user to issue the auto generated penalty

notice to the claimant of the vehicle
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a. It shall allow the user to print/download/save the notice

viii. ~ System shall able to generate the receipt of penalty paid by the

claimant
ix.  There shall be facility to search the details based on following fields:
a. Date of seizure( from —to)
b. Vehicle type (from — to)
c. Place of Seizure

X.  There shall be facility to generate the report based on the Date of

seizure
a. Vebhicle type
b. Total vehicle seized
c. Total penalty collected
d. Total no of vehicles unclaimed etc

xi.  The system shall allow the user to download/save or print the

reports or searched records

Traffic Enforcement

Modules Functionalities
Traffic i.  System shall allow for role based access to users
Enforcement

i.  System shall capture following details:

a. Vehicle Model / make / colour
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b. Place

c. Owner / Driver details

d. Date of fine

e. Type of offense

f. Police notice issued (yes / no)

g. Challan

h. Retention receipt issued (yes/no)

iii.  For (ii —f, g & h), the system shall allow the user to upload the

issued copy against the case
iv.  System shall allow the user to book offense in predefined format
v.  There shall be facility to search the details based on following fields:
a. Date (from —to)
b. Vehicle type (from — to)
c. Place of offense
d. Documents submitted / pending

vi.  There shall be facility to generate the report based on the Date of

vehicle inspected for suspicious activities
a. Total vehicle retained
b. Total penalty collected

vii.  The system shall allow the user to download/save or print the

reports or searched records
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Police Security

Modules Functionalities
Police Security i.  System shall allow for role based access to users
ii.  System shall capture following details:
a. Letter/ request no
b. Requestor Name
c. Purpose for Security (VIP / Rally etc)
d. Date for security

e. Number of officials

System shall allow the user to upload the scanned copy request

letter for reference

(Note: If required infrastructure & access is available with the Requestor
(Collector/Excise officer etc) they can fill the online request to DIG / IG for

processing)

iv.  System shall allow to send email to the requestor if any queries or

changes in date/time is raised by IG/DIG

(Note: For above functionality , the email id of requestor shall be

configured and accessed by them)

v.  System shall allow the user to update the status / action taken for

the request

vi.  System shall allow the user to assign the request to concern
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vii.

viii.

Xi.

Xii.

xiii.

officials (CoP &SHO) for further processing

a. System shall send the alerts to all the concerned officials for

processing of request

System shall able to access the list of officials available within UT or

Guijarat

a. It shall also facilitate the user to view the duty allocation &

shift details to check the personnel availability

System shall allow the user to select the team and head of team

against the request

a. The system shall send alert / sms to all the team members

for further action

The head of team shall allow to assign the tasks to the team

members

System shall able to capture the details of incidents, if any. It shall

also generate the report as per the prescribed format

a. The system shall generate the alert to CoP, if any incidents

have been logged / updated by the security team

System shall auto escalate the case to higher officials, if the defined

service levels are not adhered by the concerned
stakeholders

System shall auto update the status, if any, based on the workflow

defined
There shall be facility to search the details based on following fields:
a. Date (from —to)

b. Request/ letter No (from — to)
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c. Requester Name

xiv.  There shall be facility to generate the report based on the query

fields:
a. Date Range (from — to)
b. Incident Report (tagged with request/ letter no )

xv.  The system shall allow the user to download/save or print the

reports or searched records

Certificate for Missing Property

Modules Functionalities

Certificate for

. . . System shall allow for role based access to users
Missing Properties

ii.  System shall allow the applicant following options
a. To fill the application online
b. Through personal visit to Police Station

iii.  For option (ii-a), citizen shall allow to upload all the supporting

documents, if any

a. Citizen can also able to download & print the filled form

and submit to the Police Station

iv.  For option (ii-b or iii - a) system shall allow the Police officer
a. To fill online web based form
b. To download / save/ print the form in pdf or word format

c. To upload the filled offline form into the system

v.  System shall capture following details:
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a. Date of loss

b. Personal details

c. Details of Items lost

d. Value of items

e. Original bills, if available

vi.  System shall generate the required checklist of all the supporting

documents required for issuance of certificate

a. System shall allow the user to upload all the supporting
documents, if any. It shall accept doc/image/video/pdf

format
vii.  Each application shall be traced and assigned a unique id (ATN)

viii.  System shall allow the user to send the email to the concerned
police station, if the jurisdiction of loss is not within the Police

station limit

ix.  System shall allow the user to update the Station Diary against the
ATN

x.  System shall provide following option to the Police Officer for

further action
a. Case of Theft
b. Loss of document (Industrial /Personal)
c. Property

xi.  For option (ix-a), the module shall be interfaced with ‘FIR-

Registration’ module for further action

xii.  For option (ix-b), user shall be able to :
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a. To capture the document type details (Industrial / personal)

b. Based on the type of document loss, the required checklist
should be displayed. It shall also allow the user to upload all

the supporting document required
xiii.  System shall allow the user to select the options for enquiry
a. At Outpost
b. At Local Level

xiv.  For option (xiii-a), system shall allow the SHO to send the request

for further investigation

a. Outpost in charge shall allow uploading the Investigation

Report.

xv.  For option (xiii-b), system shall allow the SHO to assign the IO for

investigation at local level
a. 1O shall allow to upload the Investigation Report

xvi.  Based on the Investigation Report, system shall allow the SHO to

select the option
a. Leads found
b. No Leads
xvii.  For option (xvi-a) system shall allow the SHO to lodge the FIR

xviii. ~ For option (xvi-b) system shall allow the SHO to issue the

Certificate. Certificate shall consist of following information
a. Station Diary No
b. Details of Item Lost

c. Application No (ATN)
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xix.  System shall allow the user to print/save/download the certificate

a. If applied online the citizen/applicant shall also be able to
print the certificate if the case is verified and approved by

Police department

xx.  Citizen shall able to trace the application status online through the

ATN

xix.  System shall auto escalate the case to higher officials, if the defined

service levels are not adhered by the concerned
stakeholders

xX.  System shall auto update the status, if any, based on the workflow

defined
xxi.  There shall be facility to search the details based on following fields:
a. Date (from —to)
b. Application No (from — to)
c. Station Diary No
d. Requester Name
xxii.  There shall be facility to generate the report based on:
a. Date Range (from — to)
b. Police Station Wise
c. Case referred to Outpost ( pending for report)
d. Total Certificate Issued

xxiii. ~ The system shall allow the user to download/save or print the

reports or searched records
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Police Verification — Passport

Modules

Functionalities

Police Verification i.  System shall allow for role based access to users

- Passport
ii.  System shall allow the District Passport Center (DPC) to send

request online to CoP office.

a. DPC shall able to upload the required supporting

documents / application for police verification

(Note: The above step is applicable, if required infrastructure and access

rights are available with DPC)

iii.  System shall allow the CoP to send the alert to LIB (Local

Intelligence Bureau Office)

a. LIB shall be allowed to upload the verification Report
against the application no (ATN). He/she shall allow to

upload the relevant supporting documents with the

verification Report

b. System shall allow the LIB to refer the case to the

concerned SHO for further processing

(Note: The above step is applicable, if required infrastructure and access

rights are available with LIB otherwise this shall be manual process)

iv.  System shall allow the SHO to verify (from database) whether there

is any criminal cases lodged against the applicant

a. System shall allow the SHO to prepare the report with

/without the conviction details against the ATN
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b. Alerts shall be sent to LIB for further actions

v.  System shall allow the LIB to send the certificate of authentication
to CoP (pre-defined format) with / without list of cases or

conviction details (based on SHO report)

vi.  System shall allow the CoP issue the authenticate certificate along

with / without list of cases

a. if access rights are available with DPC, than digital ink
signed(digitizing tablet) certificate shall be sent online using

digital signature
b. Otherwise CoP sends the manual signed certificate to DPC

vii.  System shall send the alerts to the DPC for further action, if email

is configured in the system

viii.  System shall auto escalate the case to higher officials, if the defined

service levels are not adhered by the concerned
ix. stakeholders

x.  System shall auto update the status, if any, based on the workflow

defined
xi.  There shall be facility to search the details based on following fields:
a. Date (from —to)
b. Application No (from — to)
c. Pending cases
xii.  There shall be facility to generate the report based on:
a. Verification Date Range (from — to)

b. Pending cases (Police station wise)
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xiii. ~ The system shall allow the user to download/save or print the

reports or searched records

Preventive Detention

Modules Functionalities
Preventive i.  System shall allow for role based access to users
Detention

ii.  System shall allow the user to capture the details and upload the

Intelligence Report

iii.  System shall allow the SHO to file the Chapter under the specific

section

iv.  If required infrastructure or access is provided to Executive
Magistrate than system can send the alert or email to him/her for
issuance of notice/ warrant. Otherwise this shall be the manual
activity and system shall update the notice / warrant details against

the filed Chapter case no

v.  System shall auto escalate the case to higher officials, if the defined

service levels are not adhered by the concerned stakeholders

vi.  System shall auto update the status, if any, based on the workflow

defined
vii.  There shall be facility to search the details based on following fields:
a. Date (from —to)
b. Notice / Warrant No (from — to)

viii.  The system shall allow the user to download/save or print the

reports or searched records
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Right to Information

Modules Functionalities
RTI i.  System shall allow for role based access to users
ii.  System shall allow the applicant following option
a. To fill the Grievances online

b. Through personal visit Police Station

c. Citizen shall also download & print the filled form and

submit to the Police Station

iii.  System shall allow the Police officer ( if applicant submits the

written application)
a. To fill online web based form
b. To download / save/ print the form in pdf or word format

c. To upload the filled offline form into the system

iv.  For option (ii-a) system shall accept the online payment through

credit card / net banking / DD / treasury deposit etc

a. If the payment is other than credit card / Net banking,
system shall generate the receipt based on this the

payment is done at Police station

b. The system shall allow the Police Officer to check the
receipt no to accept the payment for online RTI request (if

payment is done through Treasury deposit / DD etc)

v.  System shall capture the personal detail of the applicant and each

application shall be assigned the unique no (ATN) for tracking

vi.  System shall allow the applicant to track the application based on
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the ATN

vii.  System shall allow the CoP to approve / reject the request based on

the information sought

a. If rejected / approved the applicant shall be informed via

SMS or email

viii. ~ System shall allow the CoP to send the request to different Police

Station / internal branched for information
a. Information available
b. Information not available

ix.  For option (vi-a), if the no of pages are more than as per the
charges inform the applicant for additional payment and submit the

report

x.  For option (vi-b) the CoP shall informed the applicant and provide

the reason for the non availability of information

xi.  System shall auto escalate the case to higher officials, if the defined

service levels are not adhered by the concerned stakeholders

xii.  System shall auto update the status, if any, based on the workflow
defined
xiii. ~ There shall be facility to search the details based on following fields:

a. Date (from —to)
b. Application No (from — to)
c. Pending RTI
xiv.  There shall be facility to generate the report on

a. Total RTI registered
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b. Total RTI pending

xv.  The system shall allow the user to download/save or print the

reports or searched records

Employee Grievance

Modules Functionalities
Grievances - i.  System shall allow for role based access to users
Employees

ii.  System shall auto escalate the case to higher officials, if the defined

service levels are not adhered by the concerned stakeholders
iii.  System shall allow the user to file the grievances

iv.  Each grievances shall be assigned the unique no (ATN) for further

tracking
v.  There shall be separate email id to file the grievances
vi.  Senior officers shall decide
a. Toinitiate the enquiry process
b. To direct the concerned branch to redress the grievance

vii.  For option (vi-a), system shall allow the senior officer to appoint the

independent adjudicator

a. System shall allow to capture the details of the verdict of

the adjudicator

viii.  For option (vi-b), system shall allow the senior officer to assign to

the concerned branch officer for further action & redressal

ix. In case the Grievances are taken up in Sampark Sabha than module

shall allow the user (Senior Officer)
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a. To refer the grievances & action taken for the last Sabha

b. To assign the grievances to concerned officer / branch

officer to redress the grievances
c. To capture the action taken against the grievances

x.  System shall allow the employee to trace the status grievances

based on ATN

xi.  System shall auto update the status, if any, based on the workflow

defined
xii.  There shall be facility to search the details based on following fields:
a. Date (from —to)
b. Application No (from — to)
c. Pending Grievances
d. Employee Name
e. Sampark Sabha No
xiii. ~ There shall be facility to generate the report based on:
a. Date Range (from — to)
b. Pending Grievances (Police station wise)
c. Registered Grievances
d. Action Taken Report
e. Sampark Sabha Report (List of grievances taken up)

xiv.  The system shall allow the user to download/save or print the

reports or searched records
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Citizen Grievance

Modules

Grievance - i

Functionalities

System shall allow for role based access to users

Citizen
ii.  System shall allow the applicant following option
a. To fill the Grievances online
b. Through personal visit Police Station
c. Citizen shall also download & print the filled form and
submit to the Police Station
iii.  System shall allow the Police officer ( if applicant submits the
written application)
a. To fill online web based form
b. To download / save/ print the form in pdf or word format
c. To upload the filled offline form into the system
iv.  System shall capture the personal detail of the applicant and each
application shall be assigned the unique no (ATN) for tracking
v.  System shall allow the applicant to track the application based on
the ATN
vi.  There shall be separate email id to file the grievances
vii.  Senior officers shall decide
a. To initiate the enquiry process
b. To direct the concerned branch to redress the grievance
viii.  For option (vii-a), system shall allow the senior officer to appoint
the 10
a. System shall allow the user to capture the details of the
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investigation by |O. It shall also allow to upload the

supporting document, if any

b. System shall allow the Senior Officer to verify the report

for further action

ix.  For option (vii-b), system shall allow the senior officer to assign to
the concerned branch officer for further action & redressal of

grievances

x.  System shall allow to capture the applicant feedback (satisfied or

dissatisfied)

a. In case of dissatisfaction the relevant details shall be

captured

xi.  System shall auto escalate the case to higher officials, if the defined

service levels are not adhered by the concerned stakeholders

xii.  System shall allow the employee to trace the status grievances

based on ATN

xiii.  System shall auto update the status, if any, based on the workflow

defined
xiv.  There shall be facility to search the details based on following fields:
a. Date (from —to)
b. Application No (from — to)
c. Pending Grievances
d. Applicant Name
xv.  There shall be facility to generate the report based on:

a. Date Range (from — to)
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b. Pending Grievances (Police station wise)
c. Registered Grievances
d. Action Taken Report

xvi.  The system shall allow the user to download/save or print the

reports or searched records

Abandon Property / Vehicle Seizure

Modules Functionalities
Abandoned i.  System shall allow for role based access to users
Property/ Vehicle
ii.  System shall allow the user to capture the details of abandoned

Seizure
property / vehicle and shall allow to update the following registers:

a. Station Diary
b. Station Diary Register

iii.  System shall allow the SHO/PSO to assign the case to 10 for

preliminary investigation

iv.  System shall allow user to capture the Recovery Panchnama (under
Cr PC section 102 in presence to two witnesses (Panchs). It shall

allow the user to upload the supporting document, if any

v.  System shall allow the user to prepare and generate the seizure
memo to further submission to court. The user shall be allowed to

print/save the memo
a. The system shall allow to update the Muddamal Register
vi.  System shall allow to capture the details of

a. seized property
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b. seized vehicle

vii.  For option (vi — b) the system shall allow the user based on the

availability of following information

a. Registration Details- to check the owner details from RTO

database (if available)

b. Chassis No filed off — generate request to take the

permission from court to auction
c. Chassis No — request to external agency for owner’s details

viii.  For options (vii a & c) if owner information is available than the

relevant registers are updated and Vehicle is surrender to owner.

a. Otherwise system shall capture the details of approval from

the court for auction

i. System shall allow the user to upload the receipt issued

from court against the seized vehicle auctioned.

ii. System shall allow the user to update the relevant

registers & close the case

ix.  System shall auto escalate the case to higher officials, if the defined

service levels are not adhered by the concerned stakeholders

x.  System shall auto update the status, if any, based on the workflow

defined
xi.  There shall be facility to search the details based on following fields:
a. Date (from —to)

b. Vehicle details ( Chassis or Registration Details)
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c. Property Details
d. Auction Date
xii. ~ There shall be facility to generate the report on
a. Total vehicle / property seized
b. Total vehicle auctioned
c. Total money deposit to court

xiii. ~ The system shall allow the user to download/save or print the

reports or searched records

Citizen Services / Information to be provisioned on the Police Website

# Modules Functionalities
1 Missing Children i.  The module shall provide separate options

a. To display all records of missing children irrespective

of age, districts, place, date of reporting etc.

b. To search the records as per the user selection

criteria

c. To filter the searched records of missing children as

per the user requirements

ii.  The module shall display the information as per the above

options selected
iii.  The search criteria (i-b) shall be based on following fields:
a. Missing Date (from — to )

b. Age of child (from — to )
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vi.

vii.

viii.

c. District

d. Physical description of child (sex, complexion, upper /

lower dress colour etc)

For option (i-b), the records of the missing children shall be

filtered and displayed as per search criteria selected

For option (i-c), the user can filter searched records on

following fields:
a. District wise
b. Police Station wise

Each record of missing child shall have following information as

summary
a. State
b. District

c. FIRNo /DD No

d. Missing Date &Place

e. Full Name / Address/Age/Sex
f. Photograph of child

There shall be facility to view more detailed information of the

missing child, if available in different page

There shall be facility to enlarge the child’s photo, if available

for better identification

There shall be facility to report the missing child information
on concerned police officials’ email id, if child is traced by any

other person
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X. The user shall allow to customize the number of records to

be displayed per page

xi.  The user shall allow to sort the records in ascending or

descending order

Xii. The user shall allow to download or save the information in

excel, word or pdf format

Note: This module will provide information of children between the

age of 1-17 years

2 Un-identified i.  The module shall provide separate options

children found
a. To display all records of un-identified children found

irrespective of age, districts, found place, found date

etc.

b. To search the records as per the user selection

criteria

c. To filter the searched records of unidentified children

found as per the user requirements

ii. ~ The module shall display the information as per the above

options selected
iii.  The search criteria (i-b) shall be based on following fields:
a. Found Date (from — to )
b. Age of child (from — to )
c. District

d. Physical description of child (sex, complexion, upper /

lower dress colour etc)
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iv.  For option (i-b), the records of the un-indentified children shall

be filtered and displayed as per search criteria selected

v.  For option (i-c), the user can filter searched records on

following fields:
a. District wise
b. Police Station wise

vi.  Each record of un-identified child found, shall have following

information as summary
a. UT
b. District
c. FIRNo /DD No
d. Police Station
e. Found Place / Date
f. Place where child is kept
g. Age/Sex
h. Photograph of child

vii.  There shall be facility to view more detailed information of the

un-identified child, if available in different page

viii.  There shall be facility to enlarge the child’s photo, if available

for better identification

ix.  There shall be facility to claim the un-identified child on
concerned police officials’ email id, if child is recognized by

his/her kin or by any known person

X. The user shall allow to customize the number of records to
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be displayed per page

xi.  The user shall allow to sort the records in ascending or

descending order

Xii. The user shall allow to download or save the information in

excel, word or pdf format

Note: This module will provide information of children between the

age of 1-17 years

i.  The module shall provide separate options

3 Missing Person a. To display the complete list of missing person
irrespective of age, districts, place, date of reporting

etc.

b. To search the records as per the user selection

criteria

c. To filter the searched records of missing person as per

the user requirements

ii. ~ The module shall display the information as per the above

options selected
iii.  The search criteria (i-b) shall be based on following fields:
a. Missing Date (from — to )
b. Age of person (from — to)
c. Height (from — to)
d. District

e. Physical description of child (sex, complexion, upper /
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vi.

vii.

viii.

lower dress colour etc)

For option (i-b), the records of the missing person shall be

filtered and displayed as per search criteria selected

For option (i-c), the user can filter searched records on

following fields:
a. District wise
b. Police Station wise

Each record of missing person shall have following information

as summary
a. UT
b. District

c. FIRNo /DD No

d. Missing Date &Place

e. Full Name / Address/Age/Sex
f. Photograph of person

There shall be facility to view more detailed information of the

missing person, if available in different page

There shall be facility to enlarge the photo, if available for

better identification

There shall be facility to report the missing person information
on concerned police officials’ email id, if person is traced by

any other person

The user shall allow to customize the number of records to

be displayed per page
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xi.  The user shall allow to sort the records in ascending or

descending order

Xii. The user shall allow to download or save the information in

excel, word or pdf format

Note: This module will provide information of person of age |8 years

and above

4 Un-identified i.  The module shall provide separate options

Person found
a. To display all records of un-identified person found

irrespective of age, districts, found place, found date

etc.

b. To search the records as per the user selection

criteria

c. To filter the searched records of un-identified person

found as per the user requirements

ii. ~ The module shall display the information as per the above

options selected
iii.  The search criteria (i-b) shall be based on following fields:
a. Found Date (from — to )
b. Age of person (from — to )
c. Height (from — to)
d. District

e. Physical description of person (sex, complexion, upper

/ lower dress colour etc)

iv.  For option (i-b), the records of the un-indentified person shall
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vi.

vii.

viii.

be filtered and displayed as per search criteria selected

For option (i-c), the user can filter searched records on

following fields:
a. District wise
b. Police Station wise

Each record of un-identified person found, shall have following

information as summary
a. UT
b. District
c. FIR No /DD No
d. Police Station
e. Found Place / Date
f. Place where person is kept
g. Age/Sex
h. Photograph of person

There shall be facility to view more detailed information of the

un-identified person, if available in different page

There shall be facility to enlarge the photo, if available for

better identification

There shall be facility to claim the un-identified person on
concerned police officials’ email id, if person is recognized by

his/her kin or by any known person

The user shall have facility to customize the number of

records to be displayed per page
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xi.  The user shall allow to sort the records in ascending or

descending order

Xii. The user shall allow to download or save the information in

excel, word or pdf format

Note: This module will provide information of person of age |18 years

and above

5 Un-identified dead i.  The module shall provide separate options

bodies found
a. To display the complete list of un-identified dead

bodies found irrespective of age, districts, found place,

found date etc.

b. To search the records as per the user selection

criteria

c. To filter the searched records of un-identified dead

bodies as per the user requirements

ii.  The module shall display the information as per the above

options selected
iii.  The search criteria (i-b) shall be based on following fields:
a. Found Date (from — to )
b. Age of person (from — to)
c. Height (from — to)
d. District

e. Physical description of person (sex, complexion, upper
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vi.

vii.

viii.

/ lower dress colour etc)

For option (i-b), the records of the un-indentified body shall be

filtered and displayed as per search criteria selected

For option (i-c), the user can filter searched records on

following fields:
a. District wise
b. Police Station wise

Each record of un-identified found death body, shall have

following information as summary
a. UT
b. District
c. FIRNo /DD No
d. Police Station
e. Found Place / Date
f. Age / Sex of deceased
g. Cause of death
h. Photograph of person

There shall be facility to view more detailed information of the

un-identified death body, if available in different page

There shall be facility to enlarge the photo, if available for

better identification

The user shall allow to customize the number of records to

be displayed per page

The user shall allow to sort the records in ascending or
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Xi.

6 Stolen Vehicles i

descending order

The user shall allow to download or save the information in

excel, word or pdf format

The module shall have provision:
a. To display the complete list of stolen vehicles

b. To search the records as per the user selection

criteria

c. To filter the searched records of stolen vehicles as per

the user requirements

The module shall display the information as per the above

options selected
The search criteria (i-b) shall be based on following fields:
a. Vehicle Type
b. Registration No
c. Engine No
d. Chassis No

For option (i-b) the records of the stolen vehicles shall be

filtered and displayed as per search criteria selected

For option (i-c), the user can filter searched records on

following fields:
a. FIR/DCR Date (from — to)

b. District wise
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c. Police Station wise

vi.  Each record of stolen vehicles shall have following information

as summary
a. UT
b. District
c. FIR No & Date
d. Police Station
e. Vehicle type
f. Registration No / Chassis No / Engine No

vii.  There shall be facility to view more detailed information as

below of the stolen vehicle, if available in different page

a. Make
b. Model
c. Colour

d. Complainant Name / Address / Phone no
e. Stolen Place
f. Status etc

viii. The user shall allow to customize the number of records to

be displayed per page

ix.  The user shall allow to sort the records in ascending or

descending order

X.  There shall be facility to report the stolen vehicle information

on concerned police officials’ email id, if vehicle is traced by
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Xi.

Xii.

7 Unclaimed or i.

seized Vehicles

ii.

iii.

iv.

V.

any person

The user shall allow to download or save the information in

excel, word or pdf format

Shall display the safety tips for users as precaution measures to

be followed to prevent thefts

The module shall have provision:
a. To display the complete list of unclaimed vehicles

b. To search the records as per the user selection

criteria

c. To filter the searched records of vehicles as per the

user requirements

The module shall display the information as per the above

options selected

The search criteria (i-b) shall be based on following fields:
a. Registration No
b. Engine No
c. Chassis No

For option (i-b) the records of the vehicles shall be filtered and

displayed as per search criteria selected

For option (i-c), the user can filter searched records on

following fields:
a. DD Date (from — to)

b. District wise
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c. Police Station wise

vi.  Each record of unclaimed / seized vehicles shall have following

information as summary
a. UT
b. District
c. DD No & Date
d. Police Station
e. Vehicle type

f. Registration No / Chassis No / Engine No

vii.  There shall be facility to view more detailed information as
below of the stolen vehicle, if available in different page
a. Make
b. Model
c. Colour
d. Status etc
viii.  The user shall allow to customize the number of records to

be displayed per page

ix.  The user shall allow to sort the records in ascending or

descending order

X.  There shall be facility to claim the unclaimed vehicle on

concerned police officials’ email id, if vehicle is recognized by

citizen

xi.  The user shall have facility to download or save the

information in excel, word or pdf format
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8 Missing / Stolen i.  The module shall have provision:

Mobile Phones
a. To display the complete list of missing or stolen
mobile phones

b. To search the records as per the user selection

criteria

c. Tofilter the searched records of stolen/ missing

mobile phones as per the user requirements

ii.  The module shall display the information as per the above

options selected
iii.  The search criteria (i-b) shall be based on following fields:
a. IMElI Number

iv.  For option (i-b) the records of the vehicles shall be filtered and

displayed as per search criteria selected

v.  For option (i-c), the user can filter searched records on

following fields:
a. DD Date (from — to)
b. District wise
c. Police Station wise

vi.  Each record of stolen / missing mobile phones shall have

following information as summary
a. UT
b. District

c. FIR/ DD/ GD No & Date
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d. Police Station

e. Mobile Type
f. IMElI No
vii.  There shall be facility to view more detailed information as

below of the stolen / missing mobile phones, if available in

different page
a. Missing / stolen date
b. Mobile No
c. Mobile Make
d. Complainant Name / Address
e. Complainant Contact Number
f. Status etc

viii. The user shall allow to customize the number of records to

be displayed per page

ix.  The user shall allow to sort the records in ascending or

descending order

X. The user shall allow to download or save the information in

excel, word or pdf format

xi.  Shall display the safety tips for mobile phone users as

precaution measures to be followed

9 Senior Citizen ii. The module shall allow senior citizens

Registration
a. To fill online web based form for registration

b. To download / save/ print the form in pdf or word
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format

c. To upload the filled offline form into the system

ii.  Facility to verify the registration details, whether senior citizen

is already registered before
iv.  The registration form shall consist of following information:

a. Personal Details — Name / Sex/ Birth Date/ Address/

Children etc
b. Spouse Details- Name / Birth Date / Wedding Date
c. Relative Details — Name / Address / Contact No etc
d. Others — Tenants/ Driver / Servant etc

e. Photograph of senior citizen

10 Police Alerts i.  This module shall have two options:
a. Public Services
b. Authenticated services for police personnel

ii.  The page shall display the guidelines and steps to be followed
by citizens in- order to receive following information on

mobile phones
a. Traffic details

b. Pending Notice issued for violation committed by

particular vehicle registration no
c. Emergency no for police/ ambulance etc

iii.  The module shall allow the police personnel to sent the text

message alerts to the citizens related to crime , safety , traffic,
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train accidents etc

iv.  Facility to search and resent the previously sent alerts by

police personnel, if ssme message is applicable
v.  The search criteria shall be on following fields:
a. Date of sent
b. Text message

vi.  The user shall have facility to customize the number of

records to be displayed per page

vii.  The user shall have the facility to sort the records in ascending

or descending order

11 License i.  This module shall allow citizen to apply for different licenses

ie.
a. Arms
b. Restaurant
c. Guest House / Motel
d. Cinemas
e. Public Amusement ( Melas, road shows etc)
f. Press etc

ii.  Shall display the step wise guidelines & checklist to issue the

license for each of the above categories
iii.  The module shall allow citizens

a. To fill online web based form for license
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b. To download / save/ print the form in pdf or word

format
c. To upload the filled offline form into the system

d. To attach the scan supporting documents required for

license issuance

iv.  Shall allow police personnel to search and verify the licenses

based on the license no , if already issued

v.  Shall allow user to search issued licenses with following

options:
a. To display the complete list of issued licenses

b. To search the records as per the user selection

criteria

c. To filter the searched records of issued licenses as per

the user requirements

vi.  The module shall display the information as per the above

options selected
vii.  The search criteria (v-b) shall be based on following fields:
a. License Type
b. License No
c. Date of issuance

viii.  For option (v-b) the records of the issued licenses shall be

filtered and displayed as per search criteria selected

ix.  For option (v-c), the user can filter searched records on

following fields:
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a. District wise
b. Police Station wise

x.  Shall display the ‘Frequently Ask Questions’(FAQ) on each

categories for easy & quick resolution of applicant queries

Xi. The user shall allow to customize the number of records to

be displayed per page

xii. ~ The user shall allow to sort the records in ascending or

descending order
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Annexure 3 - Indicative activities in Implementation and Roll out
plan

The following plan is indicative and is to give a brief idea on some key tasks in the plan. The timelines
are not to be considered for bid preparation. Timelines mentioned in Section 6 are to be considered

for preparing the implementation and rollout plans.

Stage |: Infrastructure Set-up and Data Digitization

Phase name Activity under CCTNS project

IT Infrastrueture Implementation

Site preparation at police stations

Installation of hardware at police stations

Site preparation at Higher Offices

Installation of hardware at Higher Offices

Installation of Specialized Hardware

Netwerk Infrastrueture Implementation

Preparation of networking at Police Stations

Installation and commissioning of network infrastructure at Police Stations

Preparation of netwerking at Higher Offices and Other Offices

Installation and commissioning of network infrastructure at Higher Offices and other Offices

Infrascructure Set-up and Daca Digitization

Data Centre Establishment for CCTNS

Assessment of Data Centre requirements

Data Center design and Architecture review

Diata Center Security design review and approval

Set Up of Data Centre and certifying the infrastructure to be 150 27001 compliant

Data Digitization and Migration

Standardization of data digitization / migration formats

Data migration strategy document

Data cleansing and validation

Migratin of legacy data

CCTMNS Implementation - Scage |

Conversion of manual data into digital data

User Acceptance Testing (UAT) of data digitizaton and migration and fixing issues
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Stage 2: CAS Customization and Implementation

Phase name

Activity under CCTNS project

CCTMNE Implermentation - Stage 20 CTAS Customization and lmplementation

CAS Customization, Installation and Testing

requirements

Creation, review and approval of SRS for CAS (State /ULT)

ML | MIZ | MI3 | MI4

System and Architecture Review

Customization of CAS

Unit Testing

Integration Testing

Implementation Rell Qut

Preparing for Staging instance for LIAT

Installation of CAS on staging instance

Application deployment testing and final user acceptance for CAS

function in entire U.T

Go [ No-Go decision

Preparing for production instance

Commissioning and Go-Live

Training and Capacity Buildng by SI

Training Needs Validation as defined by SPMC and refinement of

needs

Development of curricula for Role based training and other training

programs

Development of Learning Management systems

[dentification of personnel for training

Scheduling Training programs

Training of the Group A

Trainig of the Group B

Training of the Group C

Manitoring and Review of Training cutcomes and UAT for Training

and Hand helding
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Stage 3: Post Implementation

Phise reme Activty under CCTNG projec MIS | Ml | MI7 | MI§ | MI9 | MO | M| ML | MD3 | MM\ MBS M
Handhalding Suzpert

Deply resources  the Police Stations for Hindholding

Provds hanchalding st tothe Pole il

Pest Implementatien Suppert and Annual Maintznanee

Selecion and deploymentof senvicemanagement apolcation for LA repoting

Facliy management ervicsat D Centr and odher locations s eguied

System and cataase amintraton ad perormiance management

Interatio and nefacing suppartand co-arcinaton with SPHLICPMU

Design and Development of advanced solutions with CAS campatibility
Establh nfasructure requiremens for advanced solutons
Cration reven and Approwl of RS
Creation revien and Approwl of RS
Develpment Phse
Tsting Imalementaton and Supaart
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Annexure 4 - Service Levels

1. The service levels to be established for the Services offered by the SI to the State. The SI
shall monitor and maintain the stated service levels to provide quality service to the State.

2. Definitions:

(a) “Scheduled Maintenance Time” shall mean the time that the System is not in service due
to a scheduled activity as defined in this SLA. The scheduled maintenance time would not be
during 16X6 timeframe. Further, scheduled maintenance time is planned downtime with the
prior permission of the State.

(b) “Scheduled operation time” means the scheduled operating hours of the System for the
month. All scheduled maintenance time on the system would be deducted from the total
operation time for the month to give the scheduled operation time. The total operation time
for the systems and applications within the Primary DC, DRC and critical client site
infrastructure will be 24X7X365. The total operation time for the client site systems shall be 18
hours.

(c) “System or Application downtime” means accumulated time during which the System is
totally inoperable within the Scheduled Operation Time but outside the scheduled
maintenance time and measured from the time the State and/or its employees log a call with
the SI team of the failure or the failure is known to the SI from the availability measurement
tools to the time when the System is returned to proper operation.

(d) “Availability” means the time for which the services and facilities are available for
conducting operations on the state system including application and associated
infrastructure. Availability is defined as:

{(Scheduled Operation Time - System Downtime) / (Scheduled Operation Time)} * 100%

(e) “Helpdesk Support” shall mean the 16x6 basis support centre which shall handle Fault
reporting, Trouble Ticketing and related enquiries during this contract.

(f) “Incident” refers to any event / abnormalities in the functioning of the Data Centre
Equipment / Services that may lead to disruption in normal operations of the Data Centre,
System or Application services.

3. Interpretations.

(@) The working hours are 08:30AM to 8:30PM on all working days (Mon-Sat) excluding
Public Holidays or any other Holidays observed by the State. The SI however recognizes the
fact that the UT offices will require to work beyond the business hours on need basis.
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(b) "Non-Working Hours" shall mean hours excluding “Working Hours”.
(c) 18X7 shall mean hours between 06:00AM -12.00 midnight on all days of the week.

(d) If the operations at Primary DC are not switched to DRC within the stipulated timeframe
(Recovery Time Objective), it will be added to the system downtime.

(e) The availability for a cluster will be the average of availability computed across all the
servers in a cluster, rather than on individual servers. However, noncompliance with
performance parameters for infrastructure and system / service degradation will be
considered for downtime calculation.

(f) The SLA parameters shall be monitored on a monthly basis as per the individual SLA
parameter requirements. However, if the performance of the system/services is degraded
significantly at any given point in time during the contract and if the immediate measures
are not implemented and issues are not rectified to the complete satisfaction of the
Department or an agency designated by them, then the Police Department will have the right
to take appropriate disciplinary actions including termination of the contract.

(g) A Service Level violation will occur if the SI fails to meet Minimum Service Levels, as
measured on a half yearly basis, for a particular Service Level. Overall Availability and
Performance Measurements will be on a monthly basis for the purpose of Service Level
reporting. An “Availability and Performance Report” will be provided by the SI on monthly
basis in the UT suggested format and a review shall be conducted based on this report. A
monthly Availability and Performance Report shall be provided to the Police Department at
the end of every month containing the summary of all incidents reported and associated SI
performance measurement for that period. The monthly Availability and Performance
Report will be deemed to be accepted by the Department upon review and signoff by SPMU
and the Police Department where required, some of the Service Levels will be assessed
through audits or reports e.g. utilization reports, measurements reports, etc., as appropriate
to be provided by the SI on a monthly basis, in the formats as required by the Police
Department. The tools to perform the audit will need to be provided by the SI. Audits will
normally be done on regular basis or as required by the UT and will be performed by the
Police Department or the Police Department appointed third party agencies.

(h) EMS system as specified in this RFP shall play a critical role in monitoring the SLA
compliance and hence will have to be customized accordingly. The 3rd party testing and
audit of the system shall put sufficient emphasis on ensuring the capability of EMS system to
capture SLA compliance correctly and as specified in this RFP. The selected System
Integrator (SI) must deploy EMS tool and develop additional scripts (if required) for
capturing the required data for SLA report generation in automated way. This tool should
generate the SLA Monitoring report in the end of every month which is to be shared with the
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Police Department on a monthly basis. The tool should also be capable of generating SLA
reports for a half-year. The UT will audit the tool and the scripts on a regular basis.

(j) The Post Implementation SLAs will prevail from the start of the Operations and
Maintenance Phase. However, SLAs will be subject to being redefined, to the extent
necessitated by field experience at the police stations / higher offices and the developments
of technology practices globally. The SLAs may be reviewed on an annual/bi-annual basis as
the UT decides after taking the advice of the SI and other agencies. All the changes would be
made by the UT in consultation with the SIL

(k) The SI is expected to provide the following service levels. In case these service levels
cannot be achieved at service levels defined in the tables below, it shall result in a breach of
contract and invoke the penalty clause. Payments to the SI are linked to the compliance with
the SLA metrics laid down in the tables below. The penalties will be computed and
calculated as per the computation explained in this Annexure. During the contract period, it
is envisaged that there could be changes to the SLA, in terms of addition, alteration or
deletion of certain parameters, based on mutual consent of both the parties i.e. the Police
Department and SI.

(I) Following tables outline the key service level requirements for the system, which needs be
ensured by the SI during the operations and maintenance period. These requirements shall
be strictly imposed and either the Police Department or a third party audit/certification
agency shall be deployed for certifying the performance of the SI against the target
performance metrics as outlined in the tables below.

Implementation Phase SLAs

1. Capacity Building

Service Level Description Measurement

Capacity Building At least 80% of the trainees within the training program should give a
rating of satisfactory or above.

Severity of Violation: High

This service level will be monitored and measured on a per District
basis through feedback survey to be provided to each attendee within
the program.

If the training quality in the program falls below the minimum service
level, it will be treated as one (1) violation.

The total number of violations for the payment period will be the
cumulative number of violations across all the programs across all
Districts in the payment period.
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2. Data Migration / Digitization

Service Level Description | Measurement

Data Migration

Error rate in a batch should be less than 0.5%.
Severity of Violation: High

This service level will be measured on a monthly basis for each Police
Station / Higher Office.

If the data migration / digitization service level in a police station /
higher office falls below the minimum service level, it will be treated as
one (1) violation.

The total number of violations for the payment period will be the
cumulative number of violations across all the police stations / higher
offices in the payment period.
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Delivery Related Service Level Agreement (SLA) Criteria

Explanation: Thee Deduction mentioned in the table shall be made from the next due payment to the vendor for services provided to State
Wide Basis

Service Violation of SLA Basis of Remarks
Metrics

Metri Metri Ded . Metri Ded = measurement

1 Delivery of As per the one week Rs 10000 >1 Week after ~ Rs 20000 for Dates for
the reports/ dates as after the the due date every week of = delivery of
deliverables mentioned in | due date the delay reports as
due for this the mentioned in
section implementatio the contract
n Plan
2 | Development, & 6.0 months 6-8 Rs 100000 More than 8 Rs 100000 per | Months taken | The centralized
deployment from the date | months months month of after beginning | application should be
and testing of | of signing the delay of assignment | tested for the desired
CAS (State) contract to develop and | functionalities, security
application test the and completeness as
application at well as compliance with
the Data Center | SLA within the period
by the operator

not including
the software
audit by the
TPA
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Delivery Related Service Level Agreement (SLA) Criteria

Explanation: Thee Deduction mentioned in the table shall be made from the next due payment to the vendor for services provided to State
Wide Basis

Service Violation of SLA Basis of Remarks
Metrics

Metri Metri Ded . Metri Ded = measurement

3 | Supply, 6 months from | 1 month | for non > 1 month for non Months after the deduction shall be
Installation the date of delay compliance | delay compliance at | taking over the | made per site basis,
and signing the at each point each pointof | office site for where criterion is not
commissionin | contract of deployment: | the project satisfied
g of hardware deployment Rs 45000
at Police Rs 30000
offices in
scope

4 | Supply, 6 months from | 6-7 Rs 100000 More than 7 Rs 100000 for | Months taken = UT may conduct
installation the date of months months every month  after beginning = independent audit to
and signing the of delay of assignment  verify that the data
commissionin = contract center is as per the
g of Data specifications
Center
Equipment

Confidential Page 243



RFP for System Integrator for implementation of CCTNS project in the Union Territory of Daman and Diu and Dadra Nagar Haveli

Delivery Related Service Level Agreement (SLA) Criteria

Explanation: Thee Deduction mentioned in the table shall be made from the next due payment to the vendor for services provided to State
Wide Basis

Service Violation of SLA Basis of Remarks
Metrics

. . . . 5 measurement

5 Capacity At least 80% less than | Rs 15000 per = Less than 60 % = Rs 25000 per Feedback The feedback of the
Building of the training 80 % and  training of the attendees training survey to be attendees must be taken
audience more session find the session provided to after every training
should givea | than 60% training each attendee session and this
rating of attendees satisfactory feedback should be
satisfactory or = find the leveraged for
above training improving effectiveness
satisfacto of the training session
ry
6  Data error rateina | Errorrate | Rs 5000 / Error Rate of Rs 10000/ Error rate in a Error rate is measured
Digitization batch during | between | batch and over 1% batch and the | batch during by the percentage of the
verification 0.5% -1% | correction of entire batch to | verification records with the
should be less records be re done corrections marked by
than 0.5% designated officials

Confidential Page 244



RFP for System Integrator for implementation of CCTNS project in the Union Territory of Daman and Diu and Dadra Nagar Haveli

Delivery Related Service Level Agreement (SLA) Criteria

Explanation: Thee Deduction mentioned in the table shall be made from the next due payment to the vendor for services provided to State
Wide Basis

Service Base Line Violation of SLA Basis of Remarks
Metrics measurement

7 Maintenance  all theissues  Resolutio Rs 500 Resolution of Rs 1000 for Time and date
Phase reported n of issue after 2 every day of reporting of
regarding issues working days delay over issues
hardware within 2 and above
software etc. working beyond
should be days of
resolved reporting
within 24 hrs
(within one
working day)
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3. Violations and Associated Penalties

The primary intent of Penalties is to ensure that the system performs in accordance with
the defined service levels. Penalties are not meant to be punitive or, conversely, a vehicle
for additional fees.

Penalty Calculations - The framework for Penalties, as a result of not meeting the Service
Level Targets is as follows:

(i) The performance will be measured for each of the defined service level metric against
the minimum / target service level requirements and the violations will be calculated
accordingly.

(ii) The number of violations in the reporting period for each level of severity will be
totaled and used for the calculation of Penalties.

(iii) Penalties applicable for each of the high severity violations is 0.1% of respective
payment-period payment to the SI.

(iv) Penalties applicable for each of the medium severity violations is 0.05% of respective
payment-period payment to the SIL.

Post Implementation Phase of SLAs

1. Primary DC/DRC Site Infrastructure Systems and Application Availability and
Performance

Production CAS Systems. - The failure or disruption has a direct impact on the UT’s ability
to service its police stations / higher offices, ability to perform critical back-office functions
or a direct impact on the organization.

This includes but not limited to:-

e Storage and related switches at Primary DC and DRC.

e Web, Application, Database, and Backup Servers at Primary DC and DRC.
e Primary DC to DRC connectivity.

e Primary DC and DRC network infrastructure.

e Primary DC and DRC security infrastructure.

Non-CAS Systems in Production and Non Production Systems (Development, QA, and
Training)

Confidential Page 246




RFP for System Integrator for implementation of CCTNS project in the Union Territory of Daman
and Diu and Dadra Nagar Haveli

The failure or disruption has no direct impact on the UT’s ability to serve its police stations
/ higher offices, or perform critical back-office functions.

This includes but not limited to:

e Production Non CAS Servers.

e Test, QA and Training Servers.

e Helpdesk infrastructure & applications.
e EMS Infrastructure.

CAS Solution Components

The failure or disruption has a direct impact on the UT’s ability to service its police stations
/ higher offices, ability to perform critical back-office functions or a direct impact on the
organization.

Non CAS Solution Components

The failure or disruption has no direct impact on the State’s ability to serve its police
stations / higher offices, or perform critical back-office functions.

These service levels will be monitored on a monthly basis.

The below tables gives details on the Service Levels the SI should maintain.

Service Level Description | Measurement

Infrastructure Availability = Availability of production CAS systems shall be at least 99%

Severity of Violation: High

Availability over the three month period | Violations for calculation

of penalty
<99% and >=98.5% 1
<98.5% and >=98 % 2
<98% 3

In addition to the above, if the service level in any month in the three-
month period falls below 98%, one (1) additional violation will be
added for each such month to the overall violations for this service
level.

Infrastructure Availability = Availability of non-CAS systems in production and nonproduction
systems shall be at least 97 %.

Severity of Violation: Medium
Availability over the three month period = Violations for calculation

of penalty
<97% and >=96.5% 1
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Infrastructure Availability

Infrastructure Availability

Infrastructure Performance

Infrastructure Performance

<96.5% and >=96%
<96 % 3

In addition to the above, if the service level in any month in the three-
month period falls below 96%, one (1) additional violation will be
added for each such month to the overall violations for this service
level.

Recovery Time Objective (RTO) shall be less than or equal to six (6)
hours.

Severity of Violation: High

Each instance of non-meeting this service level will be treated as one
(1) violation.

RPO (zero data loss in case of failure of primary DC) should be zero
minutes

Severity of Violation: High

Each instance of non-meeting this service level will be treated as two
(2) violations.

Sustained period of peak CPU utilization of any server crossing 70%
(with the exception of batch processing) shall be less than or equal to
30 minutes.

Severity of Violation: High

Each occurrence where the peak CPU utilization of any server crosses
70% (with the exception of batch processing) and stays above 70% for
time more than 30 minutes will be treated as one (1) instance.

Number of instances over the three | Violations for calculation

month period of penalty
>0 and <=3 1
>3 2

In addition to the above, if the number of instances in any month in
the three-month period exceeds 3, one (1) additional violation will be
added for each such month to the overall violations for this service
level.

Sustained period of peak I/O utilization of any server crossing 70%
(with the exception of batch processing) shall be less than or equal to
30 minutes.

Severity of Violation: High

Each occurrence where the peak CPU utilization of any server crosses
70% (with the exception of batch processing) and stays above 70% for
time more than 30 minutes will be treated as one (1) instance.

Number of instances over the three Violations for calculation
month period of penalty
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Infrastructure Performance

Application Availability

Application Availability

>0 and <=3 1
>3 2

In addition to the above, if the number of instances in any month in
the three-month period exceeds 3, one (1) additional violation will be
added for each such month to the overall violations for this service
level.

Sustained period of peak memory utilization of any server crossing
70% (with the exception of batch processing) shall be less than or
equal to 30 minutes.

Severity of Violation: High

Each occurrence where the peak CPU utilization of any server crosses
70% (with the exception of batch processing) and stays above 70% for
time more than 30 minutes will be treated as one (1) instance.

Number of instances over the three | Violations for calculation

month period of penalty
>0 and <=3 1
>3 2

In addition to the above, if the number of instances in any month in
the three-month period exceeds 3, one (1) additional violation will be
added for each such month to the overall violations for this service
level.

Availability of CAS solution components measured within the Data
Centre shall be at least 99.9%

Severity of Violation: High

The service shall be monitored on a monthly basis

Availability over the three month period | Violations for calculation

of penalty
<99.9% & >=99.5% 1
<99.5% & >99% 2
<99% 3

In addition to the above, if the service level in any month in the three-
month period falls below 99%, one (1) additional violation will be
added for each such month to the overall violations for this service
level.

Availability of non-CAS solution components measured within the
Data Centre shall be at least 97%

Severity of Violation: Medium

The service shall be monitored on a monthly basis
Availability over the three month period Violations for calculation

of penalty
<97% & >=96% 1
<96% 3
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In addition to the above, if the service level in any month in the three-
month period falls below 96%, one (1) additional violation will be
added for each such month to the overall violations for this service
level.

Application Performance  Average application response time during peak usage hours as
measured from a client terminal within the Data Centre shall not
exceed 4 seconds.

Severity of Violation: High

The list of critical business functions and peak usage hours will be
identified by the State during the Supply and System Integration
Phase.

The service shall be monitored on a monthly basis
Average application response time over | Violations for calculation

the three month period of penalty
> 4s & <=5s 2
> 5s & <= 6s 4
> 6s 5

In addition to the above, if the average turnaround time in any month
in the three-month period falls goes beyond 6s, one (1) additional
violation will be added for each such month to the overall violations
for this service level.

2. Client Site Infrastructure Systems

a) Critical Client Site Systems

The failure or disruption results in inability of the police station / higher offices to service
its dependent offices or perform critical back-office functions. Critical client site
infrastructure means the IT infrastructure at client site which are shared by multiple users
i.e., Core Switch, Core Routers, etc.

This service level will be measured on a monthly basis for each implementation site.

The below tables gives details on the Service Levels the SI should maintain:

Service Level Description Measurement
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Client Site Systems Availability of the critical client site infrastructure components
Availability at all the implementation sites shall be at least 99%

Severity of Violation: High

This service level will be measured on a monthly basis for
each implementation site.

If the availability in a month for an implementation site falls below
the minimum service level, it will be treated as one (1) violation.

The total number of violations for the six-month period will be the
cumulative number of violations across all the months
across all sites in the six-month period.

3. Handholding Support: Client Site Support

Level 1 Incidents - The incident has an immediate impact on the U.T’s ability to service its
police stations / higher offices, to perform critical back-office functions or has a direct

impact on the organization.

Level 2 Incidents - The incident has an impact on the state / UT’s ability to service its
police stations / higher offices that while not immediate, can cause service to degrade if not

resolved within reasonable time frames

The severity of the individual incidents will be mutually determined by the U.T and SI. The
scheduled operation time for the client site systems shall be the business hours of the U.T.

This service level will be measured on a monthly basis for each implementation site.

The tables on the following page give details of the Service Levels the SI is required to

maintain:
Client Site Support 80% of the Level 1 Incidents at each site should be resolved
Performance within 2 business hours from the time call is received / logged

whichever is earlier. The maximum resolution time for any
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Client Site Support
Performance

incident of this nature shall not exceed 8 business hours.
Severity of Violation: Medium

This service level will be measured on a monthly basis for
each implementation site.

If the performance in a month for an implementation site falls

below the minimum service level, it will be treated as one (1)

instance. The total number of instances for the six-month period will be
the cumulative number of instances across all

the months across all sites in the six-month period.

Average number of instances per month = (Total number of
instances for the six-month period) / 6

Average number of instances per month = Violations for calculation of

penalty
>0& <=4 1
>4&<=8 2
>8 & <=12 3
>12 4

80% of the Level 2 Incidents at each site should be resolved
within 6 business hours from the time call is received / logged
which ever is earlier. The maximum resolution time for any
incident of this nature shall not exceed 48 business hours.

Severity of Violation: Medium

This service level will be measured on a monthly basis for
each implementation site.
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Client Site Support
Performance

If the performance in a month for an implementation site falls

below the minimum service level, it will be treated as one (1)

instance. The total number of instances for the six-month period will be
the cumulative number of instances across all

the months across all sites in the six-month period.

Average number of instances per month = (Total number of
instances for the six-month period) / 6

Average number of instances per month | Violations for calculation of

penalty
>0& <=4 1
>4 & <=8 2
>8 & <=12 3
>12 4

Replacement of hardware equipment shall be done within 7
days of notification by the state / UT. These equipments would
have failed on four or more occasions in a period of less than
three months or six times in a period of less than twelve
months. (Mean Time Between Failure Condition)

Severity of Violation: High

Each instance of non-meeting this service level will be treated
as one (1) violation.

4. Handholding Support: Application Support
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Level 1 Defects - The failure to fix has an immediate impact on the U.T’s ability to service
its police stations / higher offices, inability to perform critical back-office functions or a

direct impact on the organization.

Level 2 Defects. The failure to fix has an impact on the U.T’s ability to service its police
stations / higher offices that while not immediate, can cause service to degrade if not

resolved within reasonable time frames.

Level 3 Defects. The failure to fix has no direct impact on the U.T’s ability to serve its

police stations / higher officers, or perform critical back-office functions.

The severity of the individual defects will be mutually determined by the U.T and SI. This

service level will be monitored on a monthly basis.

The below tables gives details on the Service Levels the SI should maintain:

Service Level Description Measurement

Application Support 95% of the Level 1 defects shall be resolved within 4 business
performance hours from the time of reporting full details.

Severity of Violation: High

This service level will be monitored on a monthly basis.

Performance over the six month period = Violations for calculation

of penalty
<95% & >=90% 1
<90% & >=85% 2
<85% 3
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In addition to the above, if the service level in any month in
the six-month period falls below 85%, one (1) additional
violation will be added for each such month to the overall
violations for this service level.

Application Support 95% of the Level 2 defects shall be resolved within 72 hours from the
performance time of reporting full details.

Severity of Violation: High

This service level will be monitored on a monthly basis.

Performance over the six month period | Violations for calculation

of penalty
<95% & >=90% 1
<90% & >=85% 2
<85% 3

In addition to the above, if the service level in any month in
the six-month period falls below 85%, one (1) additional
violation will be added for each such month to the overall
violations for this service level.

Application Support 100% of the Level 3 defects shall be resolved within 120 hours from
performance the time of reporting full details.
Severity of Violation: High

This service level will be monitored on a monthly basis.

Performance over the six month period | Violations for calculation
of penalty
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<100% & >=90% 1
<90% & >=80% 2
<80% 3

In addition to the above, if the service level in any month in
the six-month period falls below 80%, one (1) additional
violation will be added for each such month to the overall
violations for this service level.

Application Support Up to date of the documentation of the design, modifications,
performance enhancements, and defect-fixes in the half-yearly period.

Severity of Violation: Medium
This service level will be measured on a half-yearly basis.

Each instance of non-meeting this service level will be treated
as one (1) violation.

5. Network Uptime
Severity of violation: High
This service level will be monitored on a monthly basis.

The below tables gives details on the Service Levels the SI should maintain:

Service Level Description Measurement

Network Uptime Availability of the network and all related components at all
the implementation sites shall be at least 99%

Severity of Violation: High

This service level will be measured on a monthly basis for
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each implementation site.

If the network availability in a month falls below the minimum
service level, it will be treated as one (1) violation.

The total number of violations for the six-month period will be

the cumulative number of violations across all the months
across all sites in the six-month period.

6. Handholding Support: Helpdesk and Data Center Support

Level 1 Calls - The failure to fix has an immediate impact on the U.T’s ability to service its
police stations / higher offices, inability to perform critical back-office functions or a direct

impact on the organization.

Level 2 Calls. The failure to fix has an impact on the state / UT’s ability to service its police
stations / higher offices that while not immediate, can cause service to degrade if not

resolved within reasonable time frames.

Level 3 Calls. The failure to fix has no direct impact on the state / UT’s ability to serve its

police stations / higher offices, or perform critical back-office functions.
This service level will be monitored on a monthly basis.
The below tables gives details on the Service Levels the SI should maintain.

Service Level Description = Measurement

Helpdesk Performance 98% of the calls shall be answered within 45 seconds.
Severity of Violation: High

This service level will be monitored on a monthly basis.
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Helpdesk Performance

Helpdesk Performance

Performance over the six month period  Violations for calculation of

penalty
<98% & >=90% 1
<90% & >=80% 2
<80% 3

In addition to the above, if the service level in any month in
the six-month period falls below 80%, one (1) additional
violation will be added for each such month to the overall
violations for this service level.

98% of the incidents within helpdesk resolution capacity shall be
resolved in a cycle time of 24 hours.

Severity of Violation: High

This service level will be monitored on a monthly basis.

Performance over the six month period | Violations for calculation of
penalty

<98% & >=90% 1
<90% & >=80% 2
<80% 3

In addition to the above, if the service level in any month in
the six-month period falls below 80%, one (1) additional
violation will be added for each such month to the overall
violations for this service level.

98% of the non SI supported incidents shall be routed to the
appropriate service provider within 30 minute

Severity of Violation: Medium
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Helpdesk Performance

Helpdesk Performance

This service level will be monitored on a monthly basis.

Performance over the six month period | Violations for calculation of

penalty
<98% & >=90% 1
<90% & >=80% 2
<80% 3

In addition to the above, if the service level in any month in
the six-month period falls below 80%, one (1) additional
violation will be added for each such month to the overall
violations for this service level.

80% of the Level 1 calls shall be resolved within 2 hours from
call received / logged whichever is earlier. The maximum
resolution time for any incident of this nature shall not exceed
8 business hours.

Severity of Violation: High

This service level will be monitored on a monthly basis.

Performance over the six month period | Violations for calculation of
penalty

<80% & >=70% 1
<70% & >=60% 2
<60% 3

In addition to the above, if the service level in any month in
the six-month period falls below 60%, one (1) additional
violation will be added for each such month to the overall
violations for this service level.

80% of the Level 2 calls shall be resolved within 6 hours from
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Helpdesk Performance

call received / logged whichever is earlier. The maximum
resolution time for any incident of this nature shall not exceed
48 hours.

Severity of Violation: High

This service level will be monitored on a monthly basis.

Performance over the six month period = Violations for calculation of

penalty
<80% & >=70% 1
<70% & >=60% 2
<60% 3

In addition to the above, if the service level in any month in
the six-month period falls below 60%, one (1) additional
violation will be added for each such month to the overall
violations for this service level.

80% of the Level 3 calls shall be reported on status and action
to be communicated within 24 hours from call received /
logged whichever is earlier. The maximum resolution time for
any incident of this nature shall not exceed 72 hours.

Severity of Violation: High

This service level will be monitored on a monthly basis.

Performance over the six month period | Violations for calculation of

penalty
<80% & >=70% 1
<70% & >=60% 2
<60% 3
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Datacenter
Support
Performance

Datacenter
Support
Performance

7. Reporting

In addition to the above, if the service level in any month in
the six-month period falls below 60%, one (1) additional
violation will be added for each such month to the overall
violations for this service level.

Replacement of hardware equipment shall be done within 15
days of notification by the state / UT. These equipments would
have failed on four or more occasions in a period of less than
three months or six times in a period of less than twelve
months. (Mean Time Between Failure Condition)

Severity of Violation: High

Each instance of non-meeting this service level will be treated
as one (1) violation.

Up to date of the documentation of the design, modifications,
enhancements, and fixes.

Severity of Violation: Medium
This service level will be measured on a half-yearly basis.

Each instance of non-meeting this service level will be treated
as one (1) violation.

The below tables gives details on the Service Levels the SI should maintain:

Service Level Description = Measurement

Availability and Provide monthly SLA compliance reports, monitoring and
Performance maintenance related MIS reports by the 5th of the following
Report month.

Severity of Violation: Medium

This service level will be monitored on a monthly basis.

If the monthly SLA compliance report related to the service

level metrics is not provided in the given timeframe, it will be
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treated as one (1) instance.

The total number of instances for the six-month period will be

the cumulative number of instances across all the months in

the six-month period.

Total number of instances over the six Violations for calculation of
month period penalty

>0 &<=3 1

>3 2

8. Credits for Successful Application Uptake

The below tables give details of the credits that can be gained by the SI for successful

uptake of the application in the U.T. The credits will not be calculated for the first reporting

period.

Service Level Description = Measurement

CCTNS Uptake The following metrics will be measured at the end of each
reporting period for each District that has been declared as
“Go Live”:

1.

Number of key transactions carried through internet (ex:
Transactional such as submitting an application for a no-
objection certificate and Informational such a requesting the
status of a case).

Number of active users profiles in CCTNS

Number of read-write transactions on CCTNS system
Number of Searches carried out on data in CCTNS
Total number of FIRs prepared through CCTNS

Total number of Crime Details Forms prepared through
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CCTINS
7. Total number of Key Investigation Forms prepared
through CCTNS
8. Total number of Arrest Cards prepared through CCTNS
9. Total number of Charge Sheets prepared through
CCTNS
10. Quality (recency and accuracy) of information available
in CCTNS
11. Number of cases reported to be solved because of the
availability of CCTNS
12. Number of ad-hoc requests successfully responded to
using CCTNS
13. Turnaround Time for submitting the monthly and
annual crime/criminal information to NCRB from the
U.T
A credit will be gained for each of the above parameters if the
uptake for that parameter shows significant improvement.
The following table applies for each of the above parameters:
% increase over the Violations for calculation of
measurement in the last penalty

reporting period

>5 & <=10% 2
>10 & <=15% 3
>15% 4

9. Violations and Associated Penalties

a) The primary intent of Penalties is to ensure that the system performs in accordance

with the defined service levels. Penalties are not meant to be punitive or,

conversely, a vehicle for additional fees.
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b) A six monthly performance evaluation will be conducted using the six monthly

reporting periods of that period.

c) Penalty Calculations. The frameworks for Penalties, as a result of not meeting the

Service Level Targets are as follows:

a. The performance will be measured for each of the defined service level
metric against the minimum / target service level requirements and the

violations will be calculated accordingly.

b. The number of violations in the reporting period for each level of severity

will be totaled and used for the calculation of Penalties.

I.  If the total number of credits gained by the SI is lower than the total
number of high severity violations in the reporting period, the total
number of credits will be subtracted from the total number of High
Severity Violations in the reporting period for the calculation of

Penalties.

II.  If the total number of credits gained by the Sl is higher than the total
number of high severity violations in the reporting period, the
resultant total number of high severity violations in the reporting

period for calculation of penalties will be considered as zero (0).

c. Penalties applicable for each of the high severity violations are two (2) % of

respective half yearly payment to the SL

d. Penalties applicable for each of the medium severity violations are one (1%)

of respective half yearly payment to the SI.

e. Penalties applicable for each of the low severity violations is half percentage

(0.5%) of respective half yearly payment to the SI.

f. Penalties applicable for not meeting a high (H) critical performance target in

two consecutive half years on same criteria shall result in additional
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deduction of 5% of the respective half yearly payment to the SI. Penalty shall
be applicable separately for each such high critical activity

g. Penalties applicable for not meeting a medium (M) critical performance
target in two consecutive half yearly periods on same criteria shall result in
additional deduction of 3% of the respective half yearly payment to the SI.

Penalty shall be applicable separately for each such medium critical activity

h. Penalties applicable for not meeting a low (L) critical performance target in
two consecutive half yearly periods on same criteria shall result in
additional deduction of 2% of the respective half yearly payment to the SI.

Penalty shall be applicable separately for each such medium critical activity

i. It is to be noted that if the overall penalty applicable for any of the review
period during the currency of the contract exceeds 25% or if the overall
penalty applicable for any of the successive half year periods during the
currency of the contract is above 15%; then the UT shall have the right to

terminate the contract.

Annexure 5- Governance Structure (UT Level)

This section will provide the governance structure that will be created at the UT level to monitor

the implementation of the CCTNS project.

As per the Guidelines issued by the Ministry of Home Affairs, Government of India, The UT / UT
Police Department shall constitute appropriate governance and operations structures, and in
alignment with the structures recommended by DIT, GOI under NeGP guidelines. The following
governance committees shall form the institutional framework for implementation, monitoring and

evaluation of CCTNS project.

I. UT/UT Apex Committee
2. UT/UT Empowered Committee
3. UT/UT Mission Team
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4. District Mission Team

The following figure depicts the proposed governance structure for implementation of CCTNS

project in Daman & Diu and Dadra Nagar Haveli

State Apex
Committes

v

State Empowerad
Cammittes

State Core Team
v
Diistrict Mission
Team —— | District Core Team

*The UT Core team and the District Core team can be merged in smaller UTs.

Likewise, the State Mission team & District Mission team can also be merged

The following structures are proposed for overall implementation and monitoring of the project in

UTs of Daman & Diu and Dadra Nagar Haveli based on the letter No: DNH/Police/SP/09/14/39/10.

UT Apex Committee

An Apex Committee is to be set up ideally under the Chairmanship of the Hon’ble Administrator,
Union Territory on the Union Territory to provide overall vision, broad policy direction and

guidance. A suggested composition is as follows,

SI No Designation Role

I Joint Secretary (UT) Chairperson

2 Administrator, UT of Daman & Diu, Dadra Nagar Member
Haveli
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3 One representative of NIC / SCRB / CCTNS from two Member

UTs (in rotation)
4 Director (ANL), UT Division, MHA Convener

5 Two more members — one from the field of IT and Member

telecom respectively to be co-opted

The following are the major roles to be performed by the Union Territory level Apex Committee

for implementation of CCTNS in Daman & Diu and Dadra Nagar Haveli
The UT Apex committee would involve in finalization of roadmap for Implementation

“* Involve in the project approval for funding by MoHA

¢ Finalization of the Union Territory rollout plan

% Progress monitoring of the implementation of the Project

% Issue resolution and conflict management

¢ Facilitating legislative changes, Policy directions for process reforms for implementation of
CCTNS Project

¢ Finalization of the procurement strategy for the project

The above committee will meet twice a year.
UT Empowered Committee

The CCTNS project in Daman & Diu and Dadra Nagar Haveli shall have a Steering Committee
headed by the Inspector General of Police. The Committee is the absolute decision making body in
implementation, policy matters, vendor evaluation and selection and project review. The
Committee also plays a major role in drawing out the |.T. requirement of Daman & Diu and Dadra

Nagar Haveli Police and evaluating funding opportunities for the same. A suggested composition is

as follows:

SI No Designation Role

| Administrator, UT of Daman & Diu, Dadra Nagar Chairperson
Haveli

2 Development Commissioner / Special Secretary Member
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(Home), UT of Daman & Diu, Dadra Nagar Haveli

3 Secretary (Finance ) Member
4 DIGP, UT of Daman & Diu, Dadra Nagar Haveli Convener
5 Superintendent of Police, Daman & Diu Member
6 Director/ Deputy Secretary (SR), MHA Member
7 Any other members to be co-opted as necessary Member

This Committee will be headed by the SP and will be responsible for following:

“ Allocation of funds

% Approval of BPR (Business Process Reengineering) proposals.

“ Sanction for various project components, as may be specified, including the
Hardware/Software procurement.

% Approval of various functionalities to be covered in the Project.

“* Review progress of the Project.

% Ensure proper Training arrangements.

¢ Ensure deployment of appropriate handholding personnel.

% Other important policy and procedural issues.

¢ Guidance to UT /District Mission Teams.

The above committee will meet once every quarter.
Union Territory Mission Team and District Mission Team

For taking up CCTNS rollout in entire union territory it would require a full time dedicated Project
implementation Team at the UT. This team would oversee project execution and would manage
implementation and deal with technology, process & change management related issues. This team
would typically consist of core people at the UT level and have a well balanced mix of domain
expertise about the department processes & functions and technical expertise (i.e. technology,

process re-engineering, change management, project management).

In case of the UT, the State Mission Team and District Mission Team have been rolled into one. Its

composition follows.
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SI No

Designation Role

DIGP, UT of Daman & Diu, Dadra Nagar Haveli Chairperson
Superintendent of Police (Daman & Diu) Member
Chief of Police, Daman Convener
Chief of Police, Diu Member
SHO, Nani Daman Police Station Member
SHO, Coastal Police Station Member
Representative of NCRB Member

The Union Territory Mission Team will be responsible for following:

Operational responsibility for the Project.

Formulating Project Proposals.

Getting sanction of GOI for various projects.

Hardware rollout and commissioning

Co-ordination with various agencies.

Resolution of all software related issues, including customization.
Resolution of all other issues hindering the Project Progress.

Any other decision to ensure speedy implementation of the project.
Assist the Union Territory Apex and Empowered Committees
Prepare District Project Proposal.

Ensure proper Rollout of the Project in each selected Police Station.
Ensure hardware and software installation, and operationalization of the Project.
Training of all police personnel in the District.

Site preparation and availability of all utilities.

Ensure separate account keeping for the Project.

Appointment and proper utilization of handholding personnel.

The above committee will meet once a month
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Annexure 6 - Technology Stacks for CAS UT and CAS (Center)

CAS (UT) will be developed in two distinct technology stacks by the SDA at the

Center.

The Technical Details for CAS (UT) Solution Stack | and Stack2, CAS (UT) Offline solution, CAS

(Centre) Solution are provided in subsequent tables:

CAS (UT) Solution - Stack |

The Below
list is

indicative
only

Proposed
Solution by
Software
Development
Agency

Version

and

Year of Original
Release Supplier

Description
(include major
features/
services only)

Support
Provided

by

Sun Java System
Web server Web Server 7.0 7.0 SUN HTTP Server SUN
Glassfish
Application Application J2EE Application
Server Server 3.0 SUN Server SUN
Database MySQL 5.1 SUN DB Store SUN
Operating Operating
System Solaris 10 SUN System SUN
Others
Reporting Reporting
engine Jasper Reports 3.7 Jasper Services
Qmail
Email/Messaging | Q-Mail 1.4 Community E-Mail Solution
Search:
Unstructured
data: using
openCMS search
features
Structured Data
MySQL & Custom
application
Search Engine interface N/A N/A N/A N/A
Glassfish
Application J2EE Application
Portal Server Server 3.0 SUN Server SUN
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Proposed
The Below Solution by Version Description
list is Software and (include major Support
indicative Development Year of Original features/ Provided
only Agency Release Supplier services only) by
Workflow Workflow
Engine jBPM 4.0 JBoss Engine
Rules Engine Custom built N/A N/A N/A N/A
Directory Sun Directory
Services Services 7.0 SUN LDAP SUN

Content
Management

DMS/CMS OpenCMS 7.5.1 OpenCMS System

Physical Security,

Network

Security,

DB Encryption

(MySQL), DB

Access Controls,

Role Based

Access Control

(Custom

Developed),

LDAP (Sun

Directory
Security Services), N/A N/A N/A N/A
Identity
Management OpenSSO 7.0 SUN LDAP SUN

log4j, Custom

Built
Audit application audit N/A N/A N/A N/A
ETL Custom built N/A N/A N/A N/A

CAS (UT) Solution - Stack 2

The Below
list is
indicative
only

Web server

Proposed
Solution by
Software
Development
Agency

1N

Version
and

Year of
Release

Original
Supplier

Microsoft

Description
(include major
features/
services only)

Web and
Application
Server

Support
Provided
by

Microsoft
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Proposed
The Below Solution by Version Description
list is Software and (include major Support
indicative Development Year of Original features/ Provided
only Agency Release Supplier services only) by
Web and
Application Application
Server 1N 6 Microsoft Server Microsoft
Database SQL Server 2008 2008 Microsoft DB Store Microsoft
Operating Windows Server Operating
System 2008 2008 | Microsoft System Microsoft
Others
SQL Server
Reporting Reporting Reporting
engine Services 2008 Microsoft Services Microsoft
Qmail
Email/Messaging | Q-Mail 1.4 Community E-Mail Solution
Search:
Unstructured
data: using
openCMS search
features
Structured Data
SQL DB Search
Engine & Custom
application
Search Engine interface N/A N/A N/A N/A
Web and
Application
Portal Server 1N 6 Microsoft Server Microsoft
Windows
Workflow Workflow
Engine Foundation N/A N/A N/A N/A
Rules Engine Custom built N/A N/A N/A N/A
Directory Microsoft Active
Services Directory 2008 Microsoft LDAP Microsoft
Windows
SharePoint
DMS/CMS Services N/A N/A N/A Microsoft
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The Below

list is
indicative
only

Security

Proposed
Solution by
Software
Development
Agency
Physical Security,
Network
Security,

DB Encryption
(MySQL), DB
Access Controls,
Role Based
Access Control
(Custom
Developed),
LDAP (Sun
Directory
Services),

Version

and

Year of Original
Release Supplier

N/A

N/A

Description
(include major

features/
services only)

N/A

Support
Provided
by

N/A

Identity
Management

Microsoft Active
Directory

2008 Microsoft

LDAP

Microsoft

Audit

IS Log, Custom
built

N/A N/A

N/A

N/A

ETL

SQL Server ETL

2008 Microsoft

ETL

Microsoft

CAS (UT) Offline Solution

Proposed
The below Solution by Version Description
list is Software and (include major Support
indicative Development Year of Original features/ Provided

Supplier services only)

Synchronization
Solution Custom Built N/A N/A N/A N/A
Application Apache J2EE Application
Container Apache Tomcat 6.0 Foundation container

MySQL / SQL SUN/
Database Express 5.1/2008 | SUM / Microsoft | DB Store Microsoft

Confidential

Page 273




RFP for System Integrator for implementation of CCTNS project in the Union Territory of Daman

and Diu and Dadra Nagar Haveli

CAS (Center) Solution

Proposed
The below Solution by Version Description
list is Software and (include major Support
indicative Development Year of Original features/ Provided
only Agency Release Supplier services only) by
Sun Java System
Web server Web Server 7.0 7.0 SUN HTTP Server SUN
Glassfish
Application Application J2EE Application
Server Server 3.0 SUN Server SUN
Sybase 1Q
Database Enterprise 15.1 Sybase ETL Sybase
Operating
System Solaris
Others
Reporting Reporting
engine Jasper Reports 3.7 Jasper Services
Search:
Unstructured
data: using
Alfresco search
features
Structured Data:
Sybase DB Search
Engine & Custom
application
Search Engine interface N/A N/A N/A N/A
Glassfish
Application
Portal Server Server 7.0 SUN HTTP Server SUN
Workflow Workflow
Engine jBPM 4.0 JBoss Engine
Rules Engine Custom built N/A N/A N/A N/A
Directory SUN Directory
Services Services 7.0 SUN LDAP SUN
DMS/CMS Alfresco
Email/Messaging [ NA
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Proposed
The below Solution by Version Description

list is Software and (include major Support
indicative Development Year of Original features/ Provided
only Agency Release Supplier services only) by
Physical Security,
Network
Security,

DB Encryption
(MySQL), DB
Access Controls,
Role Based
Access Control
(Custom
Developed),
LDAP (Sun
Directory
Security Services), N/A N/A N/A N/A

Identity
Management OpenSSO 7.0 SUN LDAP SUN

log4j, Custom
Audit Built N/A N/A N/A N/A
ETL+Data
Quality Sybase ETL 15.1 Sybase ETL Sybase
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Annexure 7 - Post Implementation Support Services

As part of the post implementation services, the S| shall provide support for the software,
hardware, and other infrastructure provided as part of this RFP. Sl shall provide five (5) years of
comprehensive AMC that includes:
e  Warranty support
e Annual Technical Support (ATS)
e Handholding Services
o Operations and maintenance services for the server and related infrastructure
supplied and commissioned by the SI for the application at the Data Center and
Disaster Recovery Center.
o Central Helpdesk from the U.T designated premises.
o Software maintenance and support services.

o Application functional support services

The services shall be rendered onsite from the UT designated premises. To provide the support
for the police stations, sub-divisional offices, district headquarters, UT police headquarters and
other locations across the U.T where the software, hardware, and other infrastructure will be
rolled out, Sl is expected to provide experienced and skilled personnel at each location. The Sl shall
develop a work plan for the knowledge sharing as per scope defined in this RFP for use in future
phases of the project. The S| will also ensure that there is a Service Center available or setup at

each district of the UTs, as per mutual understanding between State and the SI.

As part of the warranty services S| shall provide:

e S| shall provide a comprehensive warranty and on-site free service warranty for 5 years
from the date of Go Live.

e Sl shall obtain the five year product warranty and five year onsite free service warranty on
all licensed software, computer hardware and peripherals, networking equipments and
other equipment.

e Sl shall provide the comprehensive manufacturer's warranty in respect of proper design,
quality and workmanship of all hardware, equipment, accessories etc. covered by the RFP.

S| must warrant all hardware, equipment, accessories, spare parts, software etc. procured
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and implemented as per this RFP against any manufacturing defects during the warranty
period.

e Sl shall provide the performance warranty in respect of performance of the installed
hardware and software to meet the performance requirements and service levels in the
RFP.

e Sl is responsible for sizing and procuring the necessary hardware and software licenses as
per the performance requirements provided in the RFP. During the warranty period Sl shall
replace or augment or procure higher-level new equipment or additional licenses at no
additional cost to the U.T in case the procured hardware or software is not adequate to
meet the service levels.

e Mean Time Between Failures (MTBF) - If during contract period, any equipment has a
hardware failure on four or more occasions in a period of less than three months or six
times in a period of less than twelve months, it shall be replaced by equivalent or higher-
level new equipment by the Sl at no cost to U.T. However, if the new equipment supplied
is priced lower than the price at which the original item was supplied, the differential cost
should be refunded to U.T. For any delay in making available the replacement and repaired
equipments for inspection, delivery of equipments or for commissioning of the systems or
for acceptance tests / checks on per site basis, U.T reserves the right to charge a penalty.

e During the warranty period S| shall maintain the systems and repair / replace at the
installed site, at no charge to U.T, all defective components that are brought to the SI's
notice.

e The Sl shall as far as possible repair the equipment at site.

e In case any hard disk drive of any server, SAN, or client machine is replaced during
warranty / AMC the unserviceable HDD will be property of U.T and will not be returned
to Sl.

¢  Warranty should not become void, if U.T buys, any other supplemental hardware from a
third party and installs it within these machines under intimation to the SI. However, the
warranty will not apply to such supplemental hardware items installed.

e The S| shall carry out Preventive Maintenance (PM), including cleaning of interior and
exterior, of all hardware and testing for virus, if any, and should maintain proper records at
each site for such PM. Failure to carry out such PM will be a breach of warranty and the

warranty period will be extended by the period of delay in PM.
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SI shall monitor warranties to check adherence to preventive and repair maintenance
terms and conditions.

The Sl shall ensure that the warranty complies with the agreed Technical Standards,
Security Requirements, Operating Procedures, and Recovery Procedures.

SI shall have to stock and provide adequate onsite and offsite spare parts and spare
component to ensure that the uptime commitment as per SLA is met.

Any component that is reported to be down on a given date should be either fully repaired
or replaced by temporary substitute (of equivalent configuration) within the time frame
indicated in the Service Level Agreement (SLA).

The SI shall develop and maintain an inventory database to include the registered hardware

warranties.

As part of the ATS services Sl shall provide:

Sl shall maintain data regarding entitlement for software upgrades, enhancements,
refreshes, replacements and maintenance.

If the Operating System or additional copies of Operating System are required to be
installed / reinstalled / de-installed, the same should be done as part of ATS.

SI should carry out any requisite adjustments / changes in the configuration for
implementing different versions of Application Software.

Updates/Upgrades/New releases/New versions. The S| shall provide from time to time the
Updates/Upgrades/New releases/New versions of the software and operating systems as
required. The S| should provide free upgrades, updates & patches of the software and tools
to U.T as and when released by OEM.

S| shall provide patches to the licensed software including the software, operating system,
databases and other applications.

Software License Management. The Sl shall provide for software license management and
control. Sl shall maintain data regarding entitlement for software upgrades, enhancements,
refreshes, replacements, and maintenance.

SI shall provide complete manufacturer’s technical support for all the licensed software
problems and/or questions, technical guidance, defect and non-defect related issues. S| shall
provide a single-point-of-contact for software support and provide licensed software

support including but not limited to problem tracking, problem source identification,
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problem impact (severity) determination, bypass and recovery support, problem resolution,
and management reporting.

The manufacturer’s technical support shall at a minimum include online technical support
and telephone support during the U.T’s business hours (Business hours in U.T will be from
0830 hours to 2030 hours on all days (Mon-Sun)) with access for U.T and Sl to the
manufacturer’s technical support staff to provide a maximum of 4 hour response
turnaround time. There should not be any limits on the number of incidents reported to
the manufacturer. U.T shall have access to the online support and tools provided by the
manufacturer. U.T shall also have 24x7 accesses to a variety of technical resources

including the manufacturer’s knowledge base with complete collections of technical articles.

As part of the Handholding services to provide Operations and maintenance support for the server

and related infrastructure supplied and commissioned by the S| for the application at the Data

Center and Disaster Recovery Center Sl shall provide:

The scope of the services for overall IT infrastructure management as per ITIL framework
shall include 365x24x7 on site Monitoring, Maintenance and Management of the server and
related infrastructure supplied and commissioned by the S| for the application at the Data

Center and Disaster Recovery Center.

The business hours in U.T will be from 0830 hours to 2030 hours on all days (Mon-Sun). SI will

plan these services accordingly. The Sl shall provide the MIS reports for all the devices installed in

the Data Center and Disaster Recovery Center in format and media as mutually agreed with the

U.T on a monthly basis. Whenever required by U.T, Sl should be able to provide additional reports

in a pre-specified format. The indicative services as part of this support are as below:

System Administration, Maintenance & Management Services

Application Monitoring Services

Network Management Services

Backend Services (Mail, messaging, etc)

Storage Administration and Management Services

IT Security Administration Services and Services for ISO 27001 and ISO 20000 compliance

Backup and Restore Services

As part of the Handholding services to provide Centralized Helpdesk and Support for end users at

each location Sl shall provide:
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e The service will be provided in the local language of the U.T.

e The help desk service that will serve as a single point of contact for all ICT related
incidents and service requests. The service will provide a Single Point of Contact (SPOC)
and also resolution of incidents. U.T requires the S| to provide Help Desk services to track
and route requests for service and to assist end users in answering questions and resolving
problems related to the software application, network, Data Center, Disaster Recovery
Center, Client side infrastructure, and operating systems at all locations. It becomes the
central collection point for contact and control of the problem, change, and service
management processes. This includes both incident management and service request
management.

e S| shall provide a second level of support for application and technical support at police
stations, sub-divisional offices, district headquarters, U.T police headquarters and other
locations across the U.T where the software, hardware, and other infrastructure will be
rolled out.

e For all the services of U.T within the scope of this RFP, S| shall provide the following
integrated customer support and help.

e Establish 16X6 Help Desk facilities for reporting issues/ problems with the software,
hardware and other infrastructure.

e S| shall maintain and support to all client side infrastructure including hardware, networking
components, and other peripherals.

e S| shall provide maintenance of Hardware, including preventive, scheduled and predictive
Hardware support, as well as repair and / or replacement activity after a problem has
occurred.

e Sl shall track and report observed Mean Time between Failures (MTBF) for Hardware.

e Sl shall provide functional support on the application components to the end users.

e S| shall also provide system administration, maintenance and management services, LAN

management services, and IT security administration services.

As part of the Handholding services to provide software maintenance and support services Sl shall
provide:
e The Software Maintenance and Support Services shall be provided for all software

procured and implemented by the SI. The S| shall render both on-site and offsite
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maintenance and support services to U.T to all the designated locations. The Maintenance
and Support Services will cover, all product upgrades, modifications, and enhancements.

e Updates/Upgrades/New releases/New versions. The S| will implement from time to time
the Updates/Upgrades/New releases/New versions of the software and operating systems
as required after necessary approvals from U.T about the same.

e Tuning of application, databases, third party software’s and any other components provided
as part of the solution to optimize the performance.

e The Sl shall apply regular patches to the licensed software including the operating system
and databases as released by the OEMs.

e Software Distribution. S| shall formulate a distribution plan prior to rollout and
distribute/install the configured and tested software as per the plan.

e Software License Management. The S| shall provide for software license management and
control. Sl shall maintain data regarding entitlement for software upgrades, enhancements,
refreshes, replacements, and maintenance. Sl should perform periodic audits to measure
license compliance against the number of valid End User software licenses consistent with
the terms and conditions of site license agreements, volume purchase agreements, and
other mutually agreed upon licensed software terms and conditions and report to U.T on
any exceptions to Sl terms and conditions, to the extent such exceptions are discovered.

e The Sl shall undertake regular preventive maintenance of the licensed software.

As part of the Handholding services to provide application functional support services S| shall
provide:

e The Application Functional Support Services shall be provided for all software procured
and implemented by the Sl. The Sl shall render both on-site maintenance and support
services to U.T from the development center in U.T.

e Enhancements and defect fixes. S| shall incorporate technological changes, and provide
enhancements as per the requests made by U.T. Sl shall perform minor changes, bug fixes,
error resolutions and minor enhancements that are incidental to proper and complete
working of the application.

¢ Routine functional changes that include user and access management, creating new report

formats, and configuration of reports.
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SI shall provide user support in case of technical difficulties in use of the software,
answering procedural questions, providing recovery and backup information, and any other
requirement that may be incidental/ancillary to the complete usage of the application.

The SI shall migrate all current functionality to the new / enhanced version at no additional
cost to U.T and any future upgrades, modifications or enhancements.

The Sl shall perform user ID and group management services.

The S| shall maintain access controls to protect and limit access to the authorized end
users of the U.T.

The services shall include administrative support for user registration, creating and
maintaining user profiles, granting user access and authorization, providing ongoing user
password support, announcing and providing networking services for users and providing

administrative support for print, file, directory and e-mail servers.

Exit Management and Transition — Capacity Building at UT

After the exit of the SI, UT shall take up the management of CAS (UT). Therefore before
the exit of the SDA, UT must be strengthened and capacity must be developed for UT to
manage CAS. The Sl must plan the capacity building initiative to enable UT manage CAS,
and will collaborate with UT to implement the plan.

The Sl shall create a detailed plan for Capacity Building (CB) required at UT to manage
CAS and a Transition Plan (implemented over a minimum period of three months) to affect
the handover to UT; and implement the same in collaboration with UT before the

completion of their engagement.
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Annexure 8 — Technical Architecture and standards

CCTNS is deployed on a centralized architecture wherein various offices of Police Department
connect to the system through Police Data Centre. The entire solution architecture is based on
following 4 pillars:

e Users/Stakeholders
e Delivery Channels
e Services / Modules
e Resources

CCTNS Solution - Overview

Delivery Channels Services/Modules Resources
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Solution requirements:
e Should be based on based on n-tier service oriented architecture
¢ DC will have to be set up in PHQ-Daman
e DR will have to be set up at Silvassa Police Head Quarters
e Network and Security will be taken care by Software Development Agency selected
e Police Station — desktops with webcam + finger print device + printer
e SMS Gateway Integration
e Citizen interaction component
e Required modules to capture crime and criminal information at the Police Stations
e Synchronization of data collected at the Police Station with the CAS State Central Data
Center
e Synchronize the collected data with the CAS Center
*  Workflows, interfaces and processes to build and process a case
e Provide statutory, information and statistical reports to the Police Department
e Tool to generate custom queries and reports

e  Publish information to different stakeholders on the state for crime in UTs

Technical Architecture

Technical Architecture will be based on Service Oriented Architecture (SOA) principles.

The proposed architecture can be broken into several main components. First there are the main
actors in the system comprised of citizens, SCRB users, Police Station users and other agencies like
courts, Local IB, etc. Secondly there are the main business services that the architecture offers.
Thirdly the data exchange service between State server & Police station and State server to
Central NCRB Server. Finally there is the portal framework itself which provides a pre-packaged
prescriptive architecture based on tried and true architectural approaches — SOA, pre-integrated

products, industry standards, and a shared knowledge base of experience.
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Portal

The main components of the Portal Framework are:
¢ Delivery Channels: Police Stations, SCRB state users, Citizens and other Agencies

¢ Presentation Services: Application Services, Notification Services, Searching and

Personalization

e Business Support Services: Custom Applications, Processing Services and Reporting
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e Identity and Integration Services: Identity Management, Authentication and

Authorization, System Messaging

¢ Infrastructure Services: System Maintenance, System Management

Devices
The portal framework supports content delivery to a number of different devices.

“* Web Portal The web portal would provide information as well as links to e services for
the main actors in the system.

% Mobile Devices The solution would support SMS based service also accessible via
portable devices such as mobile phones and PDA’s.

% Email / Instant Messaging The system would be able to delivers notifications about
internal events to users through the use of email and SMS. Instant messaging allows for

communication between SCRB staff and police stations through the web portal.
CCTNS State Portal Framework

The main business participants in the system are grouped and described as follows. These
groupings represent the businesses with ABFSG. Each of the main participants in the system will

have an individual portal customized specific to their business.

% Citizen Portal The citizen portal would provide information for the registered citizens.
Services offered by citizen portal include complaints, petitions and service requests with
police. Citizens can submit general service requests such as No Objection Certificate
(NOC) for job, NOC for vehicle, cell phone lost certificate, lost passport certificate,
permissions for procession, mikes etc

% CAS State Portal: The state portal would allow police station users to perform various
activities such as logging complaints; lodge FIR, updating the status of complaints lodged by
Citizen, update investigation observations, create a final report filed in the court. Displays
dashboard of under trials, under investigation, rep-opened cases, case progress and metrics
about PT cases etc to the SCRB users.

% Police Service Portal This portal will be accessed by the other agencies such as Courts,

IB/CBI, hospitals etc. to create Investigation requests, update clarifications etc.

Business Services
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CCTNS aims to have the bulk of its standard business processes automated through the Services
layer. At a high level this means that users of the system are able to initiate business processes
through submission of data online. SCRB staff and decision makers are then able to continue and
complete these processes through business process and workflows. A cornerstone of Services is
the concept of self-service. Following is the broad set of services the application would be able to

provide —

e Registration services

e Complaint services

¢ Investigation services

¢ Prosecution services

e Complaints related services and Acknowledgements
¢ Query management services

e Call center services

e Property services

e Collaboration services

Presentation Services

Portal Services The Portals are the online access point for the above set of users. Each portal

would offer a number of key services including:

% Content Management Services - services responsible for managing content explicitly
targeted for publication on the web (and similar channels) throughout its life, from creation to
archive

“ Notification Services — services responsible for alerting and notifying end-users

“ Personalization Services — services that contain end-user preferences

% Search Services — services responsible for searching data both inside and outside the state

infrastructure
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Business Support Services

/
0.0

Reporting Services In order to be able analyze various business processes and data, the
solution will employ reporting services. Solution will support various data driven reports,
analysis reports and reporting as well as reports and data integration with various other

applications/systems as part of the future architecture roadmap.

Workflow Engine As part of business process management functionality of the solution a
workflow engine will be utilized to automate process tasks. The engine must support
strong process modeling and effective execution platform. One of the major selection
criteria for the engine is its flexibility and ability to reengineer business process with a

minimal or no code changes.

Transaction Management The transaction manager is the core component of a
transaction processing environment. Its primary responsibilities are to create transactions
when requested by application components, allow resource enlistment and de-listment, and

to conduct the two-phase commit or recovery protocol with the resource managers.

Application Business Services This part of the solution architecture represents
business and services for any custom application that will be created to solve a particular
business domain problem including the BPM part of the solution. This layer will provide

business data validation.

Service Interface

/
0.0

Identity and Security Services Identity and Security Services deal with the initial
identification and registration of users, enrolment for Services, performing authentication
and authorization, mapping of generic identities to service-specific identifiers, assigning
(delegating) rights to other users to act on behalf of the user, and ongoing maintenance of

identities.

Messaging Services Messaging Services are responsible for managing messages that pass
through the system. Whether information is being sent (e.g. a form submission) or

requested (e.g. a cross-system lookup), the Messaging service is responsible for accepting,
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validating, and passing messages to the appropriate locations. The definition and rules of a

particular service are managed within the messaging services component of the solution.

Data Synchronization Services Data Routing & Synchronization services connect the
state solution to the police station database and NCRB central server for data exchange
and routes messages and documents to and from them. Routing Services handle the secure

and reliable asynchronous delivery of messages between these endpoints

Infrastructure Services

As part of active System Maintenance approach, the solution will utilize various infrastructure

services:

R/
0‘0

Patch management Patch management service enable information technology
administrators to deploy the latest product updates to computers. By using these services,
administrators can fully manage the distribution of updates that are released through

Update to computers in their network.

Backup and Restore In order to achieve application data security and protect the
solution against data loss in case of a disaster a backup and restore services will implement
internal backup procedure. In addition to normal backup and restore operations, it is
recommended to equip all server hard drives with duplicate disks and implementing RAID

configurations to avoid data loss in case of disk failures.

Multi Stage Environment A successful delivery of the software solution will require
presence of multiple environments in order to separate different activities which are part
of software delivery lifecycle. Typically separate environments for development, testing,
staging and production are required to allow clear separation. Presence of these
environments is critical to successful project delivery especially from quality assurance and
maintenance perspective and it is therefore recommended to implement this setup in early
stages of the project and define a process of promoting\distribution of solution

components between environments.

Management and Monitoring will be used to monitor and manage various hardware

components of the whole solution and identify faults and threats to the system.
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Portal Architecture

Portal Server is key to an SOA approach because it provides a common framework and interface
to integrate information, people and business processes. Essentially a portal is a series of different
applications and services - some of which come with the portal itself (e.g. content management,
search, document management etc.) other applications are then combined and assembled
(together with any relevant business processes) at the “front-end” via portlets, thus making Portal

into what is essentially a giant “composite” application.

$99|AJ9S UONLJUBSAd

In addition to the common interface and application and content integration framework provided

by Portal, it should also support

e Different access modes to applications and services

e Roles and processes based access which can be used to vary what applications and services
a user can see.

e The ability for business users to create and extend portal applications without the need for
any programming.

e Application templates that allow business users to easily assemble and customize linked

applications and processes into composite applications.
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This will have the following nodes:
¢ Load balancing — The load balancer provides horizontal scalability to the web servers by
dispatching Hyper Text Transfer Protocol (HTTP) requests among several identically
configured security gateway i.e. web servers. This node enhances system availability,
capacity, and performance. As the Mission Convergence Portal system grows, the ability

for the system grows and balance load while remaining its service level agreements will be
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extremely important. Also, the ability to stay up and running at all times with appropriate

failover is accomplished through the ability to cluster and load balance servers.

e  Web Server (Ul) node — The web server node or HTTP server is typically designed for
access by HTTP clients and to host static content for presentation. The web server also
provides services for serving other protocols like FTP, RTSP, etc. User requests for

dynamic content are forwarded by the web server to the application server for processing.

¢ Portal Server node- The portal server nodes provide the user presentation services.
The portal server provides the services to dynamically define a standardized enterprise
look and feel for the web applications. The portal server provides the user with the ability
to personalize web applications based on the user preferences and business rules defined
within the portal. Portals can be designed to be presented particular ways based on roles,
as well. This node enables functionality for pervasive devices, including intelligent
notification.

e Web Content Management Node- It is proposed to collaborate for content creation,
approvals, management, retention, and publishing across internet, intranet and extranet
assets. It is a power and sophisticated web content management product designed to
accelerate development of portal contents. The web content manager for portable
document manager is used for web content management for production server and

facilitates storage and rendering of web contents from Portable Document Manager-.

e Business Process Manager/Workflow Management System Node- This node
manages the business workflow processes that involve business functions and human
interaction. It ensures that the business processes are executed in the proper order by the
proper people and systems. There will be business process associated with the Govt.
Department services for processing the user service request. Depending on the nature of
those workflows, a workflow system within closely connected to a content management

system might be needed, or a broader-based workflow engine.

¢ Electronic Forms Server Node- This node would work on top of J2EE application

server and provides APl for processing & integrating forms with Mission Convergence
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Portal processes. These would have capabilities to attach the supporting documents, digital

signatures etc. along with the form.

e Content Manager Nodes — This node provides for both structured data in the form of a
relational database management system (RDBMS) and unstructured content. The content
manager functionality includes integration of all forms of information, from XML (eForm),
text, images, documents, biometric data and more. The Mission Convergence Portal
System will have to handle a lot of various types of data and information. The ability to
store different types of information, group that information into cases and query on it,
making a Content Management node very important. This node also provides the basic
document workflow to model the business processes as part of Mission Convergence

Portal Business Process.

e Web Application Server node — This node provides the infrastructure for component
based application logic. The web application server(s) provide the underlying J2EE services
for running servlets, JSPs (Java Server Pages) and EJB (Enterprise Java Bean) objects, as well
as interacting with other components (JMS, |DBC, etc). Web application servers also
provide transaction management capabilities and can be configured to provide a highly
scalable and available network for running web based applications. The web application
server also provides a runtime environment for hosting and accessing web services. For
the proposed system, web application server will be the central runtime environment for
applications i.e. grievance management, Helpdesk applications, Portal and Dashboards and

MIS.

e Data Management Node- This node provides for both structured data in the form of a
relational database management system (RDBMS). This node is being used for managing the
master data, transaction data, relationship data, and other operational data entities of
various application modules products. There is a need to have a Data Quality Engine to

filter out quality data from the existing such databases with the various departments.

¢ Identity Solution Node — This node discovers individual’s identity i.e. “Who is Who?” It
does resolves inconsistent, ambiguous identity and attributes information into a single

resolved entity across multiple data sets, despite deliberate attempts to confuse or
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misrepresent individual identity. This node exposes the web services which have been

consumed by business process engine for fulfilling the business requirements.

¢ Enterprise Systems Management node — This node offers a full range of functionality
for monitoring and managing an enterprise-level system for quality of services levels,
system performance, potentially outages, efficient use of system resources, and more. The
more robust capability of managing not only system components, but system services, is
possible with a Mission Convergence Portal System that follows an SOA Framework, thus

lowering costs from more efficient utilization of system resources and pro-active system

upkeep.
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The CCTNS database at the Police Data Center will be mirrored at Data Centre at PHQ Silvassa
on a real time basis. This Silvassa PHQ Data center shall serve as a redundant link in case of failure

in accessing the application from the Daman PHQ Data Center.
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Information Security Measures

CCTNS application security initiatives should include, DMZ Policy, encryption, authentication,

authorization and digital signature. It should take the appropriate measures for the data privacy,
confidentiality and access control.

CCTNS’s complete security is assured by implementing the security at the following levels,

e Component level (Operating system, routers, switches etc.) security (ISO 15408)

e Application level (Basic application for access control, authentication and audit trail etc.)

security

e System level (Physical security, communication and operation management, business

continuity management etc.) security (ISO 27001)
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Police Data Centre

The UT Data Centre would be located at Daman, and would function as a centralized location to
host CCTNS initiatives in the UT. It would act as a mediator and convergence point between the
open unsecured public domain and sensitive government environment. The DC enables Police
Department to host their services/applications on a common infrastructure leading to ease of
integration and efficient management, ensuring that computing resources and the support
connectivity infrastructure is adequately and optimally used. The DC would need to be equipped
with state of the art Data Security, System Security, Internet Security, Redundant Power supply,
Access Control System, Air-conditioning and other infrastructure. The DC would host the CCTNS

Core State Application and the Department Applications.

Disaster Recovery Centre

All the critical services have to be replicated in disaster recovery. So there only one broad cast

domain will be created. The proposed DRC site will be the PHQ, Silvassa.
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Annexure 9 - Functional Requirements and Technical Architecture
of CAS UT and CAS (Center)

Functional Requirement Specifications CAS (UT)

Citizen Portal Service

The Citizen Portal Service should enable Citizens to track the progress of their General Service

Petitions and Citizen Services online. General Service Petitions/Citizen Services include passport

verification requests, NOC (No Objection Certificates, NOC for vehicle theft, Lost Cell Phone

Certificate, etc.)

Should allow user (citizens) to access Citizens’ Services portal via the internet

Should allow users (citizens/petitioners) to search for their request on the basis of Service
Request number or petitioner details.

Should display petition/service request details and status on the screen based on the user
search

Should allow users to save the status as a PDF file and/or print the status

Should allow the users to provide comments and feedback on online services

Petition Management Service

General Service Petition can be any of No Objection Certificate (NOC) for job, NOC for vehicle

theft, NOC for lost cell phone/passport, Licenses for arms, processions etc.

Should allow the user (police staff) to capture the general service petitions of the citizens
based on their request. The general service petitions can be any of the following No
Objection Certificates, Lost cell phone certificate, permissions for procession, permission
for mikes, etc.

Should allow uploading of any relevant documents such as scanned documents/images
Should present different templates/forms for different kinds of petitions

Should allow the user to assign the petition to police personnel for preliminary enquiry.
Should allow the user to record notes/remarks to the petition.

Should allow the user to search the existing repository of previous cases/petitions before
respond into the petitioner.

Should allow for approval by the concerned officer before issuing the certificate.
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e Should provide the user to entrust/re-entrust the petition and close the petition

e Should allow the user to generate the certificate or report or permission or the response
to the petitioner

e Should allow the user to link / de-link petitions

e Should allow the user to merge petitions in case of duplicate petitions

e Should provide the reports and search capabilities on the petitions

Unclaimed/Abandon Property Register Service

The Lost/Stolen property registers will maintain the unclaimed/abandon property. Police personnel
would search the registers to identify, if the unclaimed property is reported lost or stolen for
different case.
e Should allow the user to capture the unclaimed/abandoned property details.
e Should allow uploading of any relevant documents such as scanned documents/images
e Should present different templates/forms for different kinds of property (vehicles, cultural,
fire arms, cell phones etc.,)
e Should allow user to search the lost/stolen property in different case or different police
station within the repository.
e In case a match is found the system should link the unclaimed/abandoned property with the
case
e In case if the property wasn’t claimed for more than 6 months then the system should
prompt & record the auction details after requisite approvals.

e Should provide the reports and search capabilities on the unclaimed/abandon property

Complaint and FIR Management Service

Citizens approach police station to log the complaints which can be of cognizable, non-cognizable
etc., the police personnel will register the complaint and generate an FIR/NCR
e System should provide the user to log the complaint details. The complaints could be of
different nature (Cognizable and Non-Cognizable; Criminal Incident, Missing Person, Stolen
Property, Deserter etc.,)
e Should allow uploading of any relevant documents such as scanned documents/images
e Should present different templates/forms for different kinds of complaints

e Should allow the user to assign the complaint to police personnel for preliminary enquiry.
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Should allow the user to record notes/remarks on the complaint.

Should allow the user to search the existing repository of previous complaints before
acting on the complaint.

Should allow for approval by the concerned officer before issuing the FIR/NCR.

Should provide the police personal to create the FIR/NCR (Non Cognizable
report)/complaint report (for other cases) or a report for juvenile case.

Should allow the user to transfer an FIR falling in other jurisdiction

System should facilitate the closing of a complaint for those complaints which do not
proceed for investigation.

System should allow the user to link / de-link complaints

System should allow the user to merge complaints in case of duplicate complaints

The complaints can also be registered through the PCR Call Interface and Management
Service.

Should present the station writer a dashboard with the report summary table consists of
new cases, court disposal, cases pending arrest etc.,

Should provide the reports and search capabilities on the complaints registered.

PCR Call Interface and Management Service

The Complaints are also registered through the Central Police Control Room at the State

Headquarters that is accessible to the public through Emergency Contact number (100). The

system should provide an interface for the Police Control Room personnel to capture the call and

caller details in the Complaint Management System.

The system should display all the unanswered calls and the call/caller details to the user.
System should arrange the incoming calls in the order that come in.

The system should allow the user to answer /respond to the call through the user
interface.

The system should allow the user to record the call.

In case the call(s) comes in for an already registered complaint, the system should allow the
user to link the call(s) to the registered complaint.

System should provide an interface to the Police Control Room (PCR) and Police Station
users to capture the details of the complaint and the caller / complainant through a “quick

capture complaint form” relevant for a complaint that is reported in through a phone call,
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email, walk-ins in emergency or a non-emergency situation. The system should also have
the provision for recording the call along with the timestamp and capture in the system.

In case the caller reports a complaint that is within the jurisdiction of the PCR (either State
HQ or District), the system should allow the user to identify the appropriate police station
or available patrol vehicle and transfer the call to the same for response.

In case the caller reports a complaint that is outside the jurisdiction of the PCR (either
State HQ or District HQ); the system should allow the user to transfer the calls to the
appropriate police control room that has the jurisdiction.

The system should allow the user to record the details of complaint assignment and the
action taken by the responder on the complaint.

Should provide the reports and search capabilities on the call registered/logged

Investigation Management Service

After a complaint is registered, police initiates the investigation process. The case is assigned to an

Investigation Officer (I0). During the course of investigation, additional details are captured to

build further to the information gathered during the registration phase.

In case of NCR (Non Cognizable Report), the system should allow user to capture the
investigation details relevant to a non cognizable offence and the approval from the court
and prepare a final report for closure of the NCR

System should allow the user to generate an alteration memo and subsequently modify the
acts and section details of the complaint.

Should allow uploading of any relevant documents such as scanned documents/images
System should allow the user to record and transfer a case that does not fall under
jurisdiction of the present police station

Should present customized templates/forms for the type of complaint under investigation.
Should allow the user to assign the FIR to other police personnel.

Should allow the user to record notes/remarks on the complaint.

System should change the case status depending on the progress of the investigation.
System should allow the user to record the remarks on the status/case progress.

System should associate pre-defined tasks / activities that are required during the
investigation to the case. The tasks / activities should be customizable by the administrator
to the type of the case under investigation. The user should be able to add / modify tasks /

activities to the pre-defined list associated with the case. The administrator should be able
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to add / modify the super-set of tasks / activities defined in the system and make them
default to a type of the case.
e Should allow the user to capture the details of the investigation relevant to the type of the

complaint.

Indicative details captured during investigation are given below.
» Crime scene details

Victims Details

Accused Details

Witness Details

Property Details (stolen/seized)

Evidence details

Forensics details

Medico Legal Case Details

YV V. V V V V V VY

Other details in the crime details form

e System should allow preview and printing of all the required forms (7 IIF’s, forms required
for preparing the case dairy and other forms necessary for submission to the external
entities such as courts).

e In case of death, system should allow the user to capture results conducted for inquest
(whether person was hurt, details of clothing etc.,) and generate an inquest report.

e System should capture the inquest report generated by the magistrate In case of death in
police or judicial custody or death of lady within 7 years of marriage.

e System should allow the user to prepare, preview, print requests/forms that are sent to
external agencies (FSL, FPB, hospitals, RTA etc.,) for expert opinion. The request/forms
should be made available to the user as templates that are managed (created/edited)
through administration functionality.

e System should provide the feature to capture the response in the form of parameterized
data and scanned documents received from different external agencies.

e System should allow the user to prepare, preview and print arrest card.

e System should allow user to capture the court surrender details

e Should allow the user to capture the interrogation details as summary and parameterized

data.
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System should allow the user to capture the custody/remand details related to the decision
of the court on the arrested that are produced before the court.

System should allow the user to view the detailed and summary views of the case

System should allow the user to prepare the final report (charge sheet, undetected,
untraced, mistake of fact, civil nature). System should prompt the user with the list of
documents required for filing a charge sheet.

System should allow the case to be reopened and reassigned to a different investigating
officer. In case of reopening, the case history should be maintained.

System should also track the remarks/suggestions posted by higher officers during
investigation.

System should present the IO dashboard of under trials, under investigation, rep-opened
cases to user based on their roles and their jurisdiction.

System should provide the dashboards to higher officials about the case progress and
metrics about PT cases etc,,

System should allow the SSP & Senior Officers to view the summary of cases based type of
case and cases falling in their jurisdiction

System should present the SHO & Senior officials about the details of the cases based on
the status like open, closed, re-open, disposed, unresolved and case pending for trial.

Should provide the reports and search capabilities on the case progress.

Court and Jail Interface & Prosecution Management Service

At the end of the investigation, a Final Report is filed in the court. Interfacing with the courts during

the prosecution of cases is an integral part of the responsibility of police personnel. This will help

the police personnel in preparing the charge sheet and recording the prosecution / trial details.

System should allow the user to capture the charge sheet acknowledgement details
(interim and final) received from the court after the submission of the Charge Sheet.
System should allow the user to capture the summons/warrants issued by court.

System should allow the user to assign the summons/warrants to police personnel.

System should allow the user to record the status of execution on the summons/warrants.
Incase if accused applied for bail, system should allow the user to record the bail details

System should allow the user to capture the Trial update / Court disposal form.

Indicative details captured during trial day of the case are given below
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» Court Disposal Details

A\

Next hearing date

A\

Trial Status of the persons involved (Attendance, Examination, Bail Plea, Required for
Next Hearing...)

Bail

Accused Status

Next Hearing date

Court Order

YV V V V

e System should allow the user to capture details if the convicted appeals in the higher court.

e System should allow the user to capture the status (granted retrial, appeal denied) of the
appeal.

e System should allow the user to capture jail / remand related information (release from jail,
sent on judicial remand, sent to police custody ...).

e System should allow the user to manage and handle the split cases.

e System should allow the user to proceed for re-investigation if ordered by the court.

e The solution should provide the 10 to view the tasks that he/she had set in calendar, the
court appointments, and Administrative related tasks.

e The system should allow the prisoner / suspect / arrested / convict / acquitted movements
into and out of jails.

e System should present court constable dashboard include court appointment schedule,

summary of charge sheets, case disposed by court, summons and warrants.

Crime and Criminal Records and Query Management Service

This functionality will help the police personnel in searching (Quick & Advanced) the complaint,
crime, criminal, abandoned / unclaimed property, stolen / lost property, missing persons, arrested,
released from jails, convicted, acquitted, pending warrants, pending summons and other
investigation-toolkit-data (Vehicle Registration, Driver License, Cell Phone Numbers, Voter Details,
Education Data, ...) repository.
e Should provide the user to search the repository based on FIR No, Beat area, case
category, date range and year/month/week. It should also provide the user to select

multiple values for a single field.
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e Should provide the user a quick search for given case ID

e System should also provide an advanced search capability and allow user filter the search to
a greater detail like crime details, suspect details, victim details, modus operandi and
property.

e The system should allow the user to configure / build a query on the searchable data
through query builders.

e System should provide the ability to store, load and delete custom queries to each user for
easy retrieval.

e System should allow the user to organize the search results sort by clicking on table header

e System should organize the search results in paged manner. It should also provide user the
flexibility to navigate to the required page.

e System should provide standard formats for the data from external sources (Vehicle
Registration, Driver License, Phone (cell and land line from multiple providers) Numbers,
Voter Details, Educational / Academic Certification Data) and a utility to capture the data
into the investigation toolkit- data repository.

e System should provide for capturing the updates or a complete feed of the external data
and capture only the updates since the last feed in case of a complete data set is re-fed into
the system.

e System should maintain the history of data in case of modifications (ex, vehicle transferred
to a new owner, an old cell phone number acquired by a new user)

e System should provide the user with an ability to search (full and partial strings) the
investigation-toolkit-data repository. This search interface should be made available both as
a separate interface and as well as an integrated interface, integrated with the crime and
criminal search interface.

¢ In case the searched entity has a history of ownership, the same should be presented in the
search results.

e System should provide the user to export the search results in the format selected by the
user like doc, pdf, xIs, and spreadsheet in printer friendly format with page numbers
printed on every page.

e If a user requests access to, or searches for, a case which he does not have the right to
access, the System must provide one of the following responses (selectable at configuration
time): display title and metadata; display the existence of a case but not its title or other

metadata;
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Do not display any case information or indicate its existence in any way. These options are
presented in order of increasing security. Note that the requirement in the third option (i.e. the
most stringent) implies that the System must not include such cases in any count of search results;
this level of security is normally appropriate for cases dealing with matters such as national
security.

e |f a user performs a quick or advanced search, the System must never include in the search

result list any record which the user does not have the right to access.

Police Email and Messaging Service

The Police Messaging system is role based communication system helps the police personnel to
send “Faster” and “Secure” official correspondence within / across the multiple wings within /
across the Police Departments. It should provide the general mailbox features such as address
book, send / receive mail with attachments, creation / deletion of folders, moving mail to folders,
spell check, mail filters, calendar, rich text editor, auto responders, signatures, server side mail

filters, spam filters and support the mail protocols (IMAP and SMTP).

In case of email, the system should offer all the features of the police messaging systems. However,
the emails will be personal emails / authentication identity that are created at the time of creation /

addition of the user into the system and not role based.

Should allow the user to create or import the organizational hierarchy and the users of the

police department

e Should allow the user to select the user list from the organization hierarchy

e Should allow the user to create personal address book, groups

e Should allow the user to send messages to groups.

e Should allow the user to create & select templates for message standardization

e Should allow the user to choose the option for read receipt

e Should allow the user to search the messages from the archive based on message subject
and between two dates

e System should allow the user to choose the option of encrypting the message

e System should allow the user to print the message in printer friendly format
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System should allow the user to subscribe to alerts on cell phone in case of receiving a new

email in the inbox.

System should show the usage statistics at all levels and departments.

Periodic Crime and Law & Order Reports and Review Dashboard Service

This functionality will help the police personnel to view the snapshot of the various statistics within

and across police stations on petitions, cases, NCR, FIR, warrants, wanted offenders/suspects etc.,.

This will also be used by the higher officers at all levels/roles to conduct periodic reviews of the

police stations in their jurisdiction.

System should present customized dashboards to the users based on their role (Duty
Constable, Court Constable, Station Writer, 10, SHO, Circle Inspector, ACP, DCP, Sub-
Divisional Officer, CP,SP, higher officers in the Range/Region/ Chief Office

System should present various statistics such as summarized information, current progress,
monthly numbers, and comparative statements, trends with charting capability, exception
reports, and crime maps indicating the hot spots.

System should allow the user to view on alerts/events/reminders

System should present the user with statistics of all petitions

System should present the user with statistics on “Newly Registered complaints”

System should present the user with statistics on NCR’s (Non Cognizable cases).

System should present the user with statistics on FIRs with different statuses such as
New/Under Investigation/ Pending Trial/ Re-opened

System should present the user with statistics on Warrants & Summons

System should present the user with court calendar which includes details on court
appointment schedule, information on the cases under trial

System should present the user with activity calendar

System should present the user with statistics and list of “high priority FIR” (Grave Crime
Details)

System should present the user with list of Pending Arrests & Wanted Offenders/Suspects
System should present the user with statistics of charge sheets & Court Disposal

System should present the user with list of latest happenings across police stations such as
missing persons & unidentified dead bodies

System should present the user with prisoner movement updates
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System should present the user with Major and Minor head wise statistics

System should present the application usage statistics that provide indicators on the
application uptake and usage by the police personnel

System should allow the user to drill down to a granular level to a complaint or suspect
from the information presented in the dashboard.

System should provide the user an interface to enable the senior officers to conduct
periodic reviews of the police station (citizen services, law & order, crime)

System should allow the user to generate comparative statements of the above said
statistics during monthly crime reviews.

System should allow the user to review the pending or overdue actions such as “filing a
charge sheet within a defined time limit from the time of registering the case”, arrest of
known accused etc.,

System should allow the user to create additional tasks / alerts / reminders on the actions
items for investigating officers and track its progress in next monthly review.

System should consolidate and generate statistics based on the role and jurisdiction

Notification of Alerts, Important Events, Reminders and Activity Calendar or Tasks

Service

Alerts and Events will help the police personnel to know about the latest information about arrest,

vehicles recovered, un-known dead bodies, Date of VIP bandobust etc.,

System should automatically generate alerts (suspect in one case person or wanted either
because of pending warrants / summons apprehended / arrested in a different case, vehicle
reported lost in one case is either recovered or found abandoned, dead body details
captured in the system matches the details for a missing person reported in a different
case, suspect in one case / person wanted either because of pending warrants / summons
sent on remand or released in a different case, complaint of certain kind (attention
diversion gangs) registered in a police station, in case a general petition for a procession or
road work has been approved, an alert on the same well in advance to the affected police
station(s), alerts in case an activity is pending for more than a week or an advance alert in
case the stipulated time is about to expire (ex, police remand about to expire and the 10
has to file for remand extension), a case coming up for trial where the 1O has to be present

as a witness, ....)
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System should automatically generate reminders of any pending or overdue actions on the
cases that are pending registration / investigation / trail.

System should allow the user to create and send user alerts / events / reminders to
identified group / subscribed users / police stations.

System should allow the user to schedule the activities and maintain the calendar with
reminders.

The alerts / events / reminders are either sent to the respective |O / SHO handling the
case or in charge of the police station with the jurisdiction of the case.

The alerts / events / reminders should be available to be sent in the form of an email, or
SMS to the registered phone or as an alert in the application once the user logs into the

system or all available modes.

State-SCRB-NCRB Data Transfer and Management Service

This functionality will enable the states to transfer the crime and criminal data from states, to

organize it suitably to serve NCRB requirements. As part of the scope of the SDA, the SDA has to

design common formats for maintenance of crime and criminals’ records that will be used across all

Police

Stations in the country; and would facilitate the usage of these formats for the creation of sharable

crime and criminals’ related databases at Police Stations, Districts, States and at the national level.

Should extract the crime, criminals, and other related data or updates from the previous
extraction from States and UTs database at regular and pre-specified periods. The
periodicity might differ from data group to data group.

The data extracted from States/UTs must be transformed into standard formats required
by NCRB.

The data should be run through a quality process to identify any possible duplicates or
wrong data before sending to NCRB

Transformed and cleansed data must be uploaded on to NCRB databases

The system should provide the flexibility to cleanse and transform data

The system should support automatic extraction of data

System should provide an option to monitor and manage data extraction, Transformation

and loading process
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System should allow the user to kick start the load process manually in the absence of load

failure

System should allow reconciling those records which failed during the load process.

State CAS Administration and Configuration Management Service

This functionality will help the individual states to configure the application to suit to their

requirements. The configurability should be by a business user through the user interface of the

application or through a technical user by changes to the master data at the database without any

requirements of changes to code or redeployment of the application.

The solution should provide the user to customize the application without affecting the
core.

System should allow the user to change the look and feel like font, skins, images of the
application

System should provide the flexibility in creating/modifying and deleting the user Hierarchy
and should allow the admin to assign roles as proposed by Districts, Ranges, Zones and
police stations.

System should allow the user to define the organization all its units (police stations,
districts, range, zone) and user hierarchy

System should present the data elements based on major and minor heads selected by
user.

System should generate reports based on roles defined.

System should allow the user to add/modify/delete/modify-order of acts, sections and local
laws.

System should provide the user to add/modify/delete/modify-order if MO/property-
type/castes/tribes details.

System should not allow the user to delete/modify/modify-order of the master data
provided by the centre.

System should allow the user to maintain different templates as per the directive of local
governments or standard guidelines.

System should allow the user to maintain case specific service levels/time limits/measurable

indicators for each step in the case progress from registration to investigation to trial.
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e A change in service levels/standards/benchmarks should be maintained/tracked by the

system with start and end dates

e A change in role/designation should be maintained/tracked with start and end dates

User Help and Assistance Service

This functionality will help the user in providing the details about each page and also help in guiding
the police personnel in capturing the data.
e The solution should provide detailed context-sensitive help material for all the possible
actions and scenarios on all user interfaces in the application.
e The solution should provide context based help facilities and also on-line help at functions,
screen and field level that can be customized by the State.
e The solution should have comprehensive help facility wherein the users can obtain system
specific technical / functional help on line
e The help should be accessible to the users both in the offline and online mode
e The system should maintain and make available to user a database of frequently asked

Questions

User Feedback Tracking and Resolution Service

This functionality will help the police personnel in logging the issues/defects occurred while using

the system on to Issue tracking system.

e The solution should provide an interface for the user to log any defects or enhancement
requests on the application and track thereafter.

e The solution should send alerts (e.g., email, SMS) to the user if the user chooses to
whenever any action has been taken on the alert

e The solution should enable the user to track the submitted defect or enhancement
request.

e The solution should enable the help-desk user to view the reports on the submitted

defects or enhancement requests category-wise, status-wise, and age-wise.
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e The support solution should be accessible to the users both from within the application
and also outside the application through a different interface (ex, in case the CAS

application is down).

Activity Log Tracking and Audit Service

The Audit Trail is a sequence of audit records, each of which contains evidence directly pertaining
to and resulting from execution of a business process or system function.

e An audit trail is a record of actions taken by either the user or the system triggers. This
includes actions taken by users or Administrators, or actions initiated automatically by the
system as a result of system parameters. The System must keep an unalterable audit trail
capable of automatically capturing and storing information about:

» All the actions (create/read/update/delete) that are taken upon the critical entities
(case, suspect, property,...) in the system

» The user initiating and or carrying out the action, the date and time of the event.

» Administrative parameters

» The word “unalterable” is to mean that the audit trail data cannot be modified in
any way or deleted by any user; it may be subject to redepartment and copying to
removable media if required, so long as its contents remain unchanged.

¢ Once the audit trail functionality has been activated, the System must track events without
manual intervention, and store in the audit trail information about them.

e The System must maintain the audit trail for as long as required, which will be at least for
the life of the case to which it refers.

e The System must ensure that audit trail data is available for inspection on request, so that a
specific event can be identified and all related data made accessible, and that this can be
achieved by authorized external personnel who have little or no familiarity with the system.

e The System must be able to export audit trails for specified cases (without affecting the
audit trail stored by the System). This functionality can be used by external auditors, who
wish to examine or analyze system activity.

e The System must be able to capture and store violations (i.e. A user’s attempts to access a
case to which he is denied access), and (where violations can validly be attempted)
attempted violations, of access control mechanisms.

e The System must at a minimum be able to provide reports for actions on cases organized:
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» By case
» By user In chronological sequence).
® Any access to cases and all other activities involving the cases and related documents or data
should also need to be stored in the audit trail to ensure legal admissibility and to assist in data
recovery.

User Access and Authorization Management Service

This functionality will clearly differentiate users based on their access privileges with the system and
also help in authenticating and authorizing the user to access specific set of functionalities.
e The system must allow the user to create / update / delete user and user profile.
e The System must allow the user to limit access to cases to specified users or user groups.
e The system should provide for role-based control for the functionality within the system.
e The System must allow a user to be a member of more than one group.
e The System must allow only admin-users to set up user profiles and allocate users to
groups.
e The System should allow a user to stipulate which other users or groups can access cases.
e The System must allow changes to security attributes for groups or users (such as access
rights, security level, privileges, password allocation and management) to be made only by
super-user.
e System should allow the user to those functionalities that he/she is authorized to access.
e System should allow a maximum of three attempts to login.
e System should allow the user to regenerate a lost password/reset password with set of
hint questions
e System should encrypt the user passwords
e System should allow creation of new users, transfer of postings for existing users and any
other actions that affect their authentication and authorization settings.

e System should allow changes in roles/ authorization with the transfer / promotions of staff

Functional Requirement Specification for CAS (Centre)

The CAS (Center) shall have the back-end services (State CAS Administration and Configuration
Management, User Help and Assistance Service, User Feedback Tracking and Resolution Service,
Activity Log Tracking and Audit Service, User Access and Authorization Management) that are

covered in CAS (UT) functional requirements.
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State-SCRB-NCRB Data Transfer and Management Service

This functionality will enable the center to receive the crime and criminal data from states, to

organize it suitably to serve NCRB requirements. As part of the scope of the SDA, the SDA has to

design common formats for maintenance of crime and criminals’ records in all Police Stations in the

country; and would facilitate the usage of these formats for the creation of sharable crime and

criminals’ related databases at Police Stations, Districts, States and at the national level.

Should receive crime and criminals’ related data from States and UTs (sent by SCRBs) at
regular and pre-specified periods. The periodicity might differ from data group to data
group.

The data received from States/UTs must be transformed into standard formats required (if
necessary).

The data should be run through a quality process to identify any possible duplicates or
wrong data before loading into the database.

Transformed and cleansed data to be loaded on to NCRB databases

The system should provide the flexibility to cleanse and transform data

The system should support automatic extraction of data

System should provide an option to monitor and manage data extraction, Transformation
and loading process

System should allow the user to kick start the load process manually in the absence of load
failure

System should allow reconciling those records which failed during the load process.

Crime and Criminal Reporting Service

This functionality will help the NCRB in analysis and reporting abilities to meet their objective as

the central crime and criminal’s data repository of the nation.

CAS (Centre) must be able to generate regular reports.

It must be possible to load the reports on NCRB website where they can be accessed by
authorized viewers.

It must be possible to export report to spreadsheet format or PDF; and/or print the

report out in printer friendly form.
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Crime and Criminal Records and Query Management Service
This functionality helps NCRB and other users to obtain views of crime and criminals related
information through ad-hoc queries.
e Must allow NCRB users to create new user IDs (to be provided to external users such as
CBI, IB, etc.)
e Must let users run queries on the basis of the following parameters (including the following,
but limited to):
» Crime Inquiry
v’ State
District
Police Station
Major Head of the crime
Minor Head of the crime
Acts/Sections/Codes
Motives
Date of occurrence
Place of occurrence

Property details

AN N N N Y N N N NN

Etc.

» Criminals Inquiry

Name, aliases

Sex, age

Physical attributes (height, build, complexion, special features, deformities, etc.)
Social/demographics (religion, caste, etc.)

Methods

Motives

Associations

Current Status

NN N N N N A

FIR date range

\

State/District/Police Station etc.
» Property Inquiry
v Numbered property

= State/District/Police Station
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=  Property details
= Make
=  Model
= Serial number
= Case status
= Acts/Sections
= FIR date range etc.
v Un-numbered property
= State/District/Police Station
= Property details
= Make
=  Model
= Case status
= Acts/Sections
= FIR date range etc.
» Cultural property
v' State/District/Police Station
v' Property details: size, height, breadth, depth, weight, material, etc.
v’ Age /date range
v Case status
v FIR date range etc.
» Counterfeit currency inquiry
State/District/Police Station
Series
Denomination
Currency type

Relaxed match

AN N N N

FIR date range etc.
» Drugs inquiry

V' State/District/Police Station
Drug name

v
v" Concealment method
v Relaxed match

v

FIR date range etc.
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» Automobiles inquiry

v" State/District/Police Station

Registration number
Engine number
Chassis number
Model

Make

Color

Case Status
Country of origin

Relaxed match

AN NN N Y VU N N NN

FIR date range etc.
Firearms inquiry
State/District/Police Station
Property

Make

Weapon number

Bore

Purpose

Case Status

Country of origin

AN VU U N N NN

Relaxed match

\

FIR date range etc.

The above list is indicative only.

It must be possible to sort Query display columns

It must be possible to export Query display to spreadsheets, PDF; and/or print it out.

It must be possible to save the search queries and retrieve them at a later time.

The system should allow the user to configure / build a query on the searchable data
through query builders

System should provide the user to export the search results in the format selected by the
user like doc, pdf, xIs, and spreadsheet in printer friendly format with page numbers

printed on every page.
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If a user requests access to, or searches for, a case which he does not have the right to
access, the System must provide one of the following responses (selectable at configuration
time):

Display title and metadata;

Display the existence of a case but not its title or other metadata;

The System should not display any case information or indicate its existence in any way.

These options are presented in order of increasing security. Note that the requirement in the third

option (i.e. the most stringent) implies that the System must not include such cases in any count of

search results; this level of security is normally appropriate for cases dealing with matters such as

national security.

If a user performs a quick or advanced search, the System must never include in the search
result list any record which the user does not have the right to access.

System should also provide an advanced search capability and allow user filter the search to
a greater detail like crime details, suspect details, victim details, modus operandi and
property.

System should provide the ability to store, load and delete custom queries to each user for
easy retrieval.

System should allow the user to organize the search results sort by clicking on table header
System should organize the search results in paged manner. It should also provide user the

flexibility to navigate to the required page.

Talaash Service

This functionality will enable the user to search for missing persons across the national database

The system should collate all the missing persons data from the data received from multiple
states

The system should enable the user to view and search the NCRB National Database on
missing persons. The user should be able to build the search query and save the search
query and results for future use

The system should enable the user to identify trends and generate basic reports on missing

persons.
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Person of Interest

This functionality will enable the user to search for persons of interest such as persons wanted on

outstanding warrants, accused, charged, habitual offenders, and convicts across the national

database.

The system should collate all the relevant persons data from the data received from
multiple states

The system should enable the user to view and search the NCRB National Database on
persons of interest such as persons wanted on outstanding warrants, habitual offenders,
and convicts. The user should be able to build the search query and save the search query
and results for future use

The system should enable the user to identify trends and generate basic reports on the

persons of interest.

Registered Vehicle and Vehicle of Interest Service

This functionality will enable the user to search for registered vehicles and vehicles of interest such

as, missing / stolen vehicles, abandoned / unclaimed vehicles, and vehicles involved in traffic

incidents across the national database

The system should capture the registered vehicle data from the external sources (ex,
Transport Department)

The system should capture the monthly / periodic updates of registered vehicle data from
the external sources (ex, Transport Department)

The system should collate all the relevant vehicles data from the data received from
multiple states

The system should enable the user to view and search the NCRB National Database on
registered, missing / stolen, abandoned / unclaimed vehicles, and vehicles involved in traffic
incidents. The user should be able to build the search query and save the search query and
results for future use

The system should enable the user to identify trends and generate basic reports on the

vehicles of interest

Publication Service

This functionality will help the NCRB to publish the periodic crime reviews to the NCRB portal.
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e The system should enable the NCRB to query the data repository with pre-defined queries
e The system should enable the NCRB to collate the multiple search results into a report

e The system should enable the NCRB to publish the report to the NCRB Portal

NCRB Citizen Interface Service
This functionality will help the citizens to access / search the NCRB National Database on the data
(ex, Stolen Vehicles / Property, Missing Persons,) that is approved to be made accessible to public.
e The system should enable the citizens to view the NCRB National Database (limited to the
data accessible to public)
e The system should enable the citizens to search the NCRB National Database (limited to
the data accessible to public)
e It must be possible to load the reports on NCRB website where they can be accessed by
authorized viewers.
e It must be possible to export report to spreadsheet format or PDF; and/or print the

report out in printer friendly form.

NCRB Interface for RTI Service
The service shall enable the authorized external stakeholders to access / search the NCRB
National Database, submit and receive responses on the RTI requests.

e The system shall allow the user to submit a RTI request

e  The system shall allow the user to view the status of the submitted RTI request

e The system shall enable the user to access and search the NCRB National Database

e The system shall enable the user to upload the final response of the NCRB

e The system shall allow the user to view the response of the submitted RTI request

e The system shall be able to generate reports (status, type, time of receipt, processing

time...) for all the RTI requests received
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Functional Requirement Specifications: lllustrative Wire Frames

I. Registration - |

ccliNa

MNow Case Registration

= —

Wieloame, sbhishek Soal (10)

Hauz Khas {South Dalhi)

S

L= =

Gaaech Casas | e

Pkt s wiils * i sl atiy ks

Case Detnils

< Copyright 2008 | Privacy Policy

Dy o

Registration Details

[[(save ] Save & Craate ~ | | Fre

= Bagistration Dot — Do ia of Chooumg moe - Moda of Informatan: | Annies =
- Regmsirason Teme: (e | reea || am - Teme wrce: | F (MM | Ak Crirection from FS: | Swme O -
o CHAIGE NS85 rasmre o * Flac e G Distance from FS
Investgation Cikcer Sode, GO Emry Mo
Brief Facts of Case
Facls: patails o
-
T Gase Type: | Wehcs Then - Mk - Local At =

Welcome, Abhishek Goel {10}

\ ‘% Hauz Khas (South Dalhi)

[Casze Details

Registration Date

O8r1 22008

Crate of Oocurrenca

Regisirabion Tene: 12,10 AM ¥ of Dccurrance: 11,40 PR Diraction from PS
Wwestigation Officer Name | Code.  Anoop Humar | 1235 Place of Oocurencs.  Wasant Ko Dvstance fram PS:
Caze Type:  Wehicks Thaf Agy IPC 1B60 Local St
Wimw Fachs of Case Secton: 378 Seclion A330

o4rean08e

meoohe of infarmatan:

Pasapar Mo

Mation ality:

Yictims ALCUse0 Wilness Progeany MLC |
Parson Details
Marrs
Alsas
Sax: e -
Drate of B m
Agae: a3 |[oe | (12
Address & Gontact Dota s
Street
Araa
ientification Details  Fassoot P

Wehicle Info | Drver Infe | Local Act Dabe

Parantage: |Father

Marital Status:  Mamed o

Rledigion Hiradu
Caste
Siby -
Stale -

Ralaled Documenils Elobds marked wih * are mordatory Reids

Education

Creoupation -
= Income Group -
= Living Status ~
= Crirninal Record
Telephone ome
Pin: | sooncor Address Verified By -
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el . Welcome, Abhishek Goel (I0)

Hauz Khas (South Delhi)

Registration Details

[ Save j[ Save & Create « ]{ Prewaw-j SearchCase | | O | & | @] &

Case Details
Registration Date:  05/12/2008 Date of Occurrence: 04/12/2008 Mode of Informaton:  Written
Registration Time: 12,10 AM Time of Occurrence:  11.40 PM Direction from PS5 North
Investigation Officer Name / Code:  Ancop Kumar ( 1235  Place of Occurrence:  Vasant Kunj Distance from PS: 2.5 KM
Case Type: Vehicle Theft Act: IPC 1860 Local Act: 1861
View Facts of Case Section: 379 Section: A330

Victims | Accused | Witness | Property MLC  Vehicle Info | Driverinfo  Local Act Data Related Documents Fields marked with * are mandatory field:

Sr.o No. X000 Accused Type: Known

Person Details

Name: Parentage: | Father s Education; |Bachelors Degree «
Alias: Marital Status:  Mamed w Occupation: | Hindu v
Sex: Male Religion: | Hindu v Income Group: v
Date of Birth: ™ Caste: v Living Status v
Age: 43 ~ Catagory: ~ Criminal Record

Address & Contact Details

Street: City: w Telephone: |Home s
Area State: w Pin: oo Address Verified By: w
Identification Details  Passport ~
Passport No.: Date of Issue: =
Nationality: Place of Issue: -
] Back ] [ Next

Welcome, Abhishek Goel (10)

“ Hauz Khas (South Delhi)

Registration Details

[ Save } [ Save & Create ~ ] { Preview -j

SearchCase# b | O | & | @ | $

Case Details
Registration Date: 05/12/2008 Date of Occurrence: 04/12/2008 Mode of Informaton:  Written
Registration Time:  12.10 AM Time of Occurrence:  11.40 PM Direction from PS:  North
Investigation Officer Mame / Code:  Anocop Kumar / 1235 Place of Occurrence:  Vasant Kunj Distance from PS: 2.5 KM
Case Type: Wehicle Theft Act: IPC 1880 Local Act: 1861
View Facts of Case Section: 379 Section: A330

Victims Accused Wiltness Property MLC Vehicle Info | Driver Info | Local Act Data = Related Documents Fields marked with * are m

Statement Date ™ Evidence Type. Statement Place: xxxxxxxxx

Witness 1

Name: Statement:  Details £
Street:

Area:

City: v

State: ~! Pin: 00000

Witness 1 [_add

Name: Statement: Details -
Street:

Area:
City: ~

State: ~ Pin X000

[ Back | [ Next |
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i N, Welcome, Abhishek Goel (10)

‘% Hauz Khas (South Delhi)

Registration Details

[ Save | [ Save & Create ~ ] [ Preview | SearchCaset pp | O | & | @ | &
Save & Cuit
[Cass Datails| First Information Report
" Mon-Cognizable Report
| Complaint Report (Other Cases) n2/2008 Date of Qcourrence: 04/12/2008
| Zaro FIR 10 AM

Mode of Informaton:  Written
Time of Occurrence:  11.40 PM

Direction from P5: North
Investigation Officer Name / Code:  Anocop Kumar/ 1235 Place of Occurrence:

Wasant Kunj Distance from PS: 2.5 KM
Case Type: Vehicle Theft Act: IPC 1860

Local Act: 1861
View

Section: A330

Section: 379

Victims | Accused = Witness | Property MLC | Vehicle Info | DriverInfo | Local Act Data | Related Documenls Fialds marked with * are mandatary fiekds

Document By:

Document Date =

Upload Document Browse

E Back
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2. Investigation

£0/NS

Welcome, Abhishek Goel (10)

Hauz Khas (South Delhi)

Investigation

1C

Quit }

SearchCasett b | O | & | @ | &

| Crime Detall Form ” Remand Report ]| Arrest Card Hﬁopony Selzure Form E[ Final Report | | Print IIF Forms v More Actions: | Capture F5L report -
Prepare Alteration Memeo
Case Details Capture Chance Finger Prints
FIR No.. 2344/08 Date of Occurrence: 04/12/2008 Case Type: Vehicle The] Prepare F5L Request
Registration Date:  05/12/2008 Time of Occurrence: 11.40 PM Act: IPC 1860 | Frepere FPB Request
. ! Prepare Inquest Report
Registration Time: 1210 AM Place of Occurrence:  Vasant Kunj Section: 379
nath h irection from PS: North Local Act: 1861 Copture Inquest Report
Investigation Officer Name / Code:  Anoop Kumar [ 1235 Direction from : ol ocal Act: Prepare MLC Request
Maode of Informaton:  Written Distance from PS: 2.5 KM Section:  A330 Capture MLC Report
Prepare PME Request
Victims Accused | Witness @ Property | MLC | Vehicle Info | Driverinfo = Local Act Data Relaled Documents | Finger Print Fields | Capture PME Report
Person Details
MName:  Sundaral Sharma F Education: | Graduate ~
) Trived :
Alias:  Shashi Spahe Tiivec| w Ogccupation; | Service -
Modified on 20/1
Sex: Male w Ramesh Gupta - Income Group: | 50000 - B0000 w
Age: 43 w alegory. w Living Status: v
Parentage: Father «~ | Ramial Sharma Criminal Record
Address & Contact Details
Streel: | Sector 2, Block 10, Kataria Road City: Delhi w Telephone: Home s~ | 46700087
Area: | Sundarshan Nagar State:  New Delhi ~ Pin: | 110011 Adress Verified By: | Abhishek Goel )
Passport Details
Passport No.: | B1058999 Nationality: | Indian Issue Place:  New Delhi ~
National Id.: | 144299 Issue Date: | 12/11/1980 -
1 MNext
P/ Welcome, Abhishek Goel (10)
m “ Hauz Khas (South Delhi)
LAY Crime Detail Form
i .
L Case -
e Registration Date: 05/12/2008 Date of Qccurrence: 04/12/2008 Mode of Informaton:  Written
[=sim; Registration Time: 12,10 AM Time of Occurrence: 11.40 PM Direction from PS: North -
Casel] | Investigation Officer Name / Code: Ancop Kumar / 1235 Place of Occurrence: Vasant Kunj Distance from PS: 2.5 KM 1
Case Type: Wehicle Theft Act: IPC 1860 Local Act: 1861
Section: 379 Section: A330
Crime
Inve Major Heads m Language/Dialect Used m
Minor Heads: @ Type of place of Occurrence (|
et Method(s): = Type of Property Stolen: = eics
Conveyance(s) Used: ~ Motive of Crime: L]
Persg
Character Assumed: - Upload Scanned Images: Browse
Description of the Place of Occurrence: Physical Evidence of the scene of crime :
Detail... - Detail. .. £l
~ ~|
Victim Details (=20
- Name: Sundarlal Sharma Religion: Hindu Street: Sector 2, Block 10, Kataria Road
| Addre Parentage: Ramial Sharma Caste: Area: Sudarshan Nagar
Sex: Male Occupation: Service City: Delhi
Date of Birth:  12/09/2008 Injury: Grievous State: New Delhi
Nationality: Indian Means of causing Injury: Service Pin: 110011
| Passy
Witness Details
Pa Name: Ramesh Tiwari Area: Sudarshan Nagar State: New Delhi
N Street: Sector 2, Block 11, Kataria Road City: Delhi Pin: 110011
[ saveaciose | [ Pim | [ cancal | =]
e
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Welcome, Abhishek Goel (10)

w “ Hauz Khas (South Delhi)

INWEE  Arrest / Court Surrender

r ~ .
59 [Case Details v
Registration Date:  05/12/2008 Date of Occurrence: 04/12/2008 Maode of Informaton:  Written
Crin
: Registration Time: 1210 AM Time of Occurrence:  11.40 PM Direction from PS: North b
Casel Investigation Officer Name / Code:  Anoop Kumar / 1235 Place of Occurrence:  Vasant Kunj Distance from PS; 2.5 KM 1|
Case Type: Vehicle Theft Act: IPC 1860 Local Act: 1861 ints
Section: 379 Section: A330
Arrested Person Details —
Inve MName: ] Voter Id. Card No: Religion; & —
Parentage: Father Passport No.: Cast / Tribe: a
Alias: m Date of Issue: - SC/ST/OBC < i
Victi _ _
MNationality: Place of Issue Occupation: 16| -
Perg —
City: v Pin: | wooo
Area: State: ~ District / P.S.: - ~
Street: City: v Pin: | wooo
Area: State: v District / P.S.: ~ v
Add Injuries, cause of Injuries and Physical condition of the arrested person, if medically examin
Details... "
v
The arrested person, afler being informed of the grounds of arrest and his legal rights, was duly taken into custody on
Pas Date: - Time: 11 | 24 | PM Place: &
=
Articles found on Physical Search: | Details.. :
Finger Print taken: Yes ~
-
—

;'_ Physical features, deformities and other details of the arrested person =
i Date of Birth: LA Identification Mark(s): 6] Eyes: LE1]
] Build: i Deformities/Particulars: & Habit(s): & .
® Height: e Teeth: L Dress Habit(s): (8] q
Complexion: . = Hair: o Language/Dialect: o I
Other features, If any: | petails... - i
-
v i
Socio-economic profile of the arrested person B
7. Living Status: | £ Occupation: i :
El Educational Qualifications: E Income Group: |Upper Income (Above Rs. 3,00,000/-) ~ B
re -
Whether the arrested person, as per cbservation and known police records
Is Dangerous:  Yes ~ Is known/listed criminal: | Yes ~ I
Previously jumped any bail:  Yes ~ El Is recidivist: | Yes ~
Is generally armed: | Yes Is likely to jump bail: ~
Operates with accomplished:  Yes ~ Is wanted in any other case:  Yes ~ fA|
a If released on bail, likely to commit crime or threaten victim/witness: | Yes ~
Witness Details [ Edit )
Mame: Ramesh Tiwari Area:  Sudarshan Nagar State: New Delhi
Street: Sector 2, Block 11, Kataria Road City: Delhi Pin: 110011

54| Investigation Officer Details

= Mame: Rank: Moo | oo

Save & Close ] [ Print ][ Cancel ]
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Welcome, Abhishek Goel (10)

% Hauz Khas (South Delhi)

R property Search & Seizure Form (Sea

f Production/ Recover

[ sq[Case Details 2
FIR No.: 2344/08 Date of Occurrence: 04/12/2008 Case Type: Vehicle Theft
Registration Date:  05/12/2008 Time of Occurrence:  11.40 PM Act: IPC 1860 X
Cas Registration Time: 12,10 AM Place of Occurrence:  Vasant Kunj Section: 379 —[
Investigation Officer Name / Code:  Ancop Kumar / 1235 Direction from PS:  Marth Local Act: 1861 —
Mode of Informaton:  Written Distance from PS: 2.5 KM Section:  A330

Property Seized/ Recovered Details

Inw Action taken / recommended for disposal of perishable property: E

Action taken / recommended for keeping of perishable property: E,I I
Victi Identification required: ves &
Perd Circumstances ground for seizure; | Details... = |

The above mentioned properties were seized in accordance with the provisions
of law in the presence of the above said witness and a copy of seizure form was
given to the person the occupant of the place from whom seized: E_

Details... .0

The following properties were packed andjor sealed and the signature of the above mentioned witnesses oblained thereon or the body of the property:

Signature obtained on the packet or
Sl No. Property on the body of the property
1 Details about the property seize. .. Yes ~ Add
2 Details about the property seize. .. Yes (Add )
Add = =
Property Seized/ Recovered Details
Property Seized! Recovered on Persan from whom Seized! Recovered
Date: I
07n12i2008 Name:. Chandrakant Sharma Street:  Chandrakant Sharma
P Time: 09.24 FM Parentage: Ramlal Sharma Area: Ramlal Sharma
Place: Vasant Bihar Sex: Male City: Male
H
Description of the Place: Details text about Age: 45 State: 45
the place description Ocoupation:  Business Pin: Business
will be displayed Professional receiver |
here... of stolen property: '8
V)
SR oy Welcome, Abhishek Goel (10)

w ‘% Hauz Khas (South Delhi)

WEE  property Search & Seizure Form (Search/ Production/ Recovery ufs 51/102/165 C
Property Seized/ Recovered Details

R

Action taken / recommended for disposal of perishable property: El
Crirf
|: Action taken / recommended for keeping of perishable property: EI —
Cassg Identification required:  ves ~
ints

Circumstances ground for seizure:  petaits...

i

The above mentioned properties were seized in accordance with the provisions
of law in the presence of the above said witness and a copy of seizure form was
Inw given to the person the occupant of the place from whom seized:

The following properties were packed andfor sealed and the signature of the above mentioned witnesses obtained thereon or the body of the property

Details. .. £
~

Signature obtained on the packet or
Sl No. Property on the body of the property
Victi 1 Details about the property seize... Yes
Perd ] Details about the property seize... Yes b
Property Seized/ Recovered Details
Property Seized/ Recovered on: Person from whom Seized’ Recoversd:
Date: 07/12/2008
Name: Chandrakant Sharma Street.  Chandrakant Sharma
Time: 09.24 PM Parentage: Ramlal Sharma Area: Ramilal Sharma
Place: Vasant Bihar Sex: Male City:  Male
Description of the Place: Details text about Age: 45 State: 45
Add the place description Occupation: Business Pin: Business
will be displayed Professional receiver
here. of stolen property: Y95

Witness Details

Pas: Name: Ramesh Tiwari Area: Sudarshan Nagar State: Mew Delhi
. Street: Sector 2, Block 11, Kataria Road City: Delhi Pin: 110011
Investigation Officer Details
Name: Rank: MNo.: oo
[ saves&close | [ Print ][ Cancel
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cL/NS

Inves

I

Victi

Perj

Add

Final Form / Report

Welcome, Abhishek Goel (10)

Hauz Khas (South Delhi)

er Section 173 Cr. P.C.)

Case Details -
FIR No.:  2344/08 Date of Occurrence: 04/12/2008 Case Type: Vehicle Theft
Registration Date:  05/12/2008 Time of Occurrence:  11.40 PM Act: IPC 1860
Registration Time: 12,10 AM Place of Ocourrence:  Vasant Kunj Section: 379
Investigation Officer Name | Code:  Anocop Kumar / 1235 Direction from PS: Narth Local Act: 1861
Mode of Informaton:  Written Distance from PS: 2.5 KM Section:  A330
‘ In the court of: o
Final Report
Final Report / Charge Sheet No.: If FIR Unoccurred: v
Date: - If Charge Sheet:  Original v
Act: | Act | Name of 10:
Section: | Act o Rank:
Other Acts & Sections: | Act Section No:
Type of Final Form / Report: | Charge Sheet ~ Name of Complainant / Information:
Parentage: Father
Details of Properties/Articles/Documents recovered/seized during investigation and relied upon
Property Description: | Details... e From whom Recovered or seized:
v
Estimated Value (Rs.): From where Recovered or seized:
P.S. Property Register No.: Disposal:
Particulars of accused persons charge-sheeted
Name: Street: Provisional Criminal No.:
Whether Verified: | ves ~ Area: Regular Criminal No.: 3

2]

—

g_
d

T

CCLNS

Welcome, Abhishek Goel (10)

Hauz Khas (South Delhi)

IS Final Form / Report (Under Section 173 Cr. P.C.)

(= b s
Parentage: | Father s City: ~ Date of Arrest: =
Cri Date of Birth: - State: ~ Date of release on Bail: - e
Sex: | Male ~ Pin: | oooooc Date on which -
Casg Nati it Whether Yerified v forwarded to court: <]
ationality: ether Verified: | ves b Under Acts & Sections: m —
Religion: - Passport No.:
SC/ST/OBC: |sT ~ Passport Issue Date: ™
v Occupation: £ Passport Issue Place:
Detail of Bailers | Sursties
ame: Street:
vict! Parentage: | Father s Area:
Occupation: City:
Pery P ity e
Identification: State: ~  Pin:occoo
Status of the accused: | Judical Custody ~ Previous convictions with case reference: | petails... ~
~
Particulars of accused persons not charge-sheeted (suspect)
Name: Ocoupation: m Passport No .-
Whether Verified: | ves ~ Street: Passport Issue Date: =
Add]
Parentage: | Father Area: Passport Issue Place:
Date of Birth: - City: ~ Provisional Criminal No.:
Sex: | Male ~ State: ~ Suspicion approved:
Pas| Nationality: Pin: | oo Status of the accused (suspect): ]
. Religion: ~ Whether Verified: | Yes ~ Under Acts & Sections: =
sC/STIOBC: [T 3 Any Special remarks including reason for not charge sheeting
Details... e |
— ~
-
- |
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el Welcome, Abhishek Goel (10)

w “ Hauz Khas (South Delhi)

Final Form / Report (Under Section 173 Cr. P.C.)

b &
Particulars of Witness to be examined e
Crif Name: Streel: -
Parentage: | Father « Area:
Cas: ——
& Date of Birth: - City: v -
iy ni
Occupation: Ia| State: v
Type of evidence to be tendered: A Pin: | xxoo
Inv J—
If FR is false, indicate action taken or proposed to be taken ufs 182/211 |.P.C: o —
— || Result of Laboratory analysis: | petails.. ~ I
Vict v
Perg Brief facts of the cases: | patajs... ~ ——
v
Refer Notice served: |Ym -
Date: | =
Dispatched on: | m
No. of enclosures: [sooo |
List of enclosures: I —
Add
Forwarded by Officer In charge
Name: Rank: No:
P
iy Investigation Officer submitting Final Report f Charge Sheet
A Name: Rank: No:
= Save & Close J [ Print i l Cancel
-

3. Prosecution

P/ Welcome, Ramesh Pandey (Court Constable)
w “ Hauz Khas (South Delhi)
[ Capiure Charge Sheet No. ] [ Trial Day Update ] [ Amest | [ Warrants ] [ Summans ] [Courl MNotices ] [ Bail Petitions ] @ | s

Court Appointment Schedule

Court Date / Time of Trial FIR No. Case Description Activity
Vasant Kunj 1111272008 01:00 PM 010V2005 Jewallery shop — Vasant Mall Witness Appearance e
Hauz Khas 1222008 10:00 AM 451/2008 Canara Bank cash robbery Producing Evidence
Vasant Kunj 1MNM2/2008 01:00 PM 012005 Jewellery shop — Vasant Mall Witness Appearance
Hauz Khas 12/12/2008 10:00 AM 451/2008 Canara Bank cash robbery Producing Evidence
Vasant Kunj 111272008 01:00 PM 010/2005 Jewaellary shop — Vasant Mall Wilness Appearance
Hauz Khas 1222008 10:00 AM 451/2008 Canara Bank cash robbery Producing Evidence
|

Report Summary

Last Month This Month Completed Pending
Charge Sheets 15 09 NA NA
Court Disposal (113 02 NA NA
Warrents o7 04 05 06
Summons 10 04 09 05
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-‘

Welcome, Ramesh Pandey (Court Constable)

w “ Hauz Khas (South Delhi)

T E

(,:x;“
E‘;
2 3

Capture Charge Sheet No.
| [ save & Add New |

[ save

@ o

| * FIR No.: | 2344708

P

Welcome, Ramesh Pandey (Court Constable)

w “ Hauz Khas (South Delhi)

Capture Charge Sheet No.

[ save | [Save & Add New | ol
Case D
FIR No.:  2344/08 Date of Occurrence: 04/12/2008 Case Type: Vehicle Theft
Registration Date:  05/12/2008 Time of Occurrence: 11,40 PM Act: IPC 1860
Registration Time:  12.10 AM Place of Occurrence: Vasant Kunj Section: 379
Investigation Officer Name / Code:  Anoop Kumar / 1235 Direction from PS: Morth Local Act: 1861
Made of Informaton:  Written Distance from PS: 2.5 KM Section: A330
Charge Sheet No.: Charge Sheet Issued Date: = Next Hearing Date: i
P Welcome, Ramesh Pandey (Court Constable)

w “ Hauz Khas (South Delhi)

[ Caplure Charge Sheet No. ] [ Trial Day Update ] [ Arrest

‘ [ Warranls ] [ Summons ] [Caun Molices ] [Bail Petitions ]

Court Appointment Schedule

Court Date / Time of Trial

Vasant Kunj 11/12/2008 01:00 PM
Hauz Khas 1222008 10:00 AM
Vasant Kunj 11122008 01:00 PM
Hauz Khas 12M 22008 10:00 AM
Vasant Kunj 11122008 01:00 PM
Hauz Khas 12N 22008 10:00 AM

FIR No.

010V2005
451/2008
01V2005
451/2008
010V 2005

451/2008

Case Description

Jewellery shop — Vasant Mall
Canara Bank cash robbery
Jewellery shop — Vasant Mall
Canara Bank cash robbery
Jewasliery shop — Vasant Mall

Canara Bank cash robbery

Activity

Witness Appearance
Producing Evidence
Witness Appearance
Producing Evidence
Wilness Appearance

Producing Evidence

|

Charge Sheets
Court Disposal
Warrents

Summons

15
05

o7
10

This Month

09
02

04
04

Report Summary '

Last Month

Completed Pending
NA NA
NA NA
05 06
09 05
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il Welcome, Ramesh Pandey (Court Constable)

w “ Hauz Khas (South Delhi)

Trial Day Update
[ save | [save&AddNew | 0| e

‘ * FIR No.: | 2344108 |

P/ Welcome, Ramesh Pandey (Court Constable)

w “ Hauz Khas (South Delhi) g

L&

Q

¥
T

Trial Day Update
| save | [Save& AddNew | @|

L 2]

[Case Detalle
FIR No.: 2344/08 Date of Occurrence: 04/12/2008 Case Type: Vehicle Theft
Registration Date:  05/12/2008 Time of Occurrence: 11.40 PM Act: IPC 1860
Registration Time: 12,10 AM Place of Occurrence:  Vasant Kunj Section: 379
Investigation Officer Name / Code:  Anoop Kumar / 1235 Direction from PS: Morth Local Act: 1861
Mode of Informaton:  Written Distance from PS: 2.5 KM Section: A330
Charge Sheet No.:  1011/08 ~ Charge Sheet Issued Date: 2.5 KM Previous Hearing Date: A330
Court Disposal:  Case Adjouned A Reason for Adjournment: | Accused Absaent ~ Next Hearing Date: -
Case Disposed
Postponed
Required for
Person Examination Court Order Bail Accused Status Noxt Hearing
Accused
Accused Namal Nat Required ~ Nt Examined A None ~ NA ~ MNA ~ Yos o~
Accused MName? Mot Required ~ Not Examined A None - NA ~ MA A No A
Witness
Witness Name1 Mot Required A Not Examined A Mone ~ NA ~ NA ~ No A
Witness Name2 Not Required -~ Mot Examined A None -~ MNA ~ MNA -~ Yes A
Present Exarnined Notice Bail Appled Baa
ki ! ! | A
Remark: | Details Absent Fared Well Summons Bail Rejected Bad Granted
Tumed Hostile | Warrants | Bail Applied Granted I.?Eleasec to Police Custody
| Given Up | Non-Bailable Warranis | Released to Juridicial Custody ¥
Crossed
4. Search
i Welcome, Abhishek Goel (10)

w “ Hauz Khas (South Delhi)

Quick Search

[_ Search ] [ Agvance Semh] [ Reset ] [ Quit ] { Back ] SearchCasett | | Q| B | @] &
FIR No.: | Case No# Date Range: == To ™
Select Beat Area: | Select Area v Year [ Month / Week: | Last Month ~
Case Type:  Category L
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.‘

COLVNS

Welcome, Abhishek Goel (10)

Hauz Khas (South Delhi)

Advance Search

[ seorch | [cuickSearch | [ Reset | [ aut |

[ Back | [ Preview Query |

Search Case? | | O | & | @

J v
. (@ View By Suspects
Crime Detail Suspect Detail Victim Detail MO Property Detail ) View By Cases View Query:  Query Name... -
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Technical

Requirements

General Architecture Requirements

S. No

‘ Description

The solution should be architected on the basic Core-Configurable-

Customizable architecture, where-in the business users (non-technical users)can
configure the solution to meet the unique requirements of the State and the
technical users and extend / enhance / customize the core solution providing /
integrating additional functional / features / services utilizing the services exposed by
the core solution / platform.

Configuration: Configurable modules are components that can be configured
through the application for the needs of each of the State without modifying the
core application provided by the Center.

Customization/Extensions: Customizable modules are components that can be
address the specific business requirements of a state police department that are
developed by the State System Integrator using the services provided by the core
application of the Center. Office configured through the application for the needs of

each of the State without modifying the core code provided by the Center.

The solution should facilitate centralized deployment of the application.

The solution should be based on shared and reusable architectures, that is,
applications, systems and infrastructure are characterized as service oriented,

component-based and reusable

The solution should result in low architectural diversity

The solution should provide for multi-tiered architectures (at least 3-tiered with

clear separation between the presentation logic, business logic, and data access

logic)

The solution should provide application architectures that are highly granular and

loosely coupled

The solution architecture should be platform and vendor independent

The solution should be interoperable in nature and design and development should

be based on Service Oriented Architecture (SOA).
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S. No ‘ Description
9 The solution is required to provide modularity (business function and process) that
should support addition / removal of one more modules as and when required.
10 The solution architecture should allow infrastructure simplicity and standardization
' In the event of one of application servers’ operability failure the system should
continue the operation on the remaining application servers.
12 The solution should ensure data safety and integrity in the event of communication
channels operation failures, software and hardware operability failures.
The solution should support TCP/IP, HTTP and HTTPs for all traffic between the
'3 user screens and the application.
The solution should support the following network types
LAN & WAN
Leased Lines
14 ADSL Lines
Wireless Networks
Satellite Networks
MPLS based networks
VPNs
15 The solution should support distributed processing
The solution should support auto-switching failover to other available server in case
6 of server failure
17 The solution should support load balancing
The solution should be designed to remove all single points of failure. The solution
18 should provide the ability to recover from failures and should also provide clustering
features, thus protecting against many multiple component failures
The solution should have the ability to scale up as and when the new business
19 applications and services are added without compromising the performance of the
overall solution. The architecture should be proven to be highly scalable and capable
of delivering high performance as and when the transaction volumes increase
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S. No ‘ Description

20 The solution should be designed in manner that operational data is not lost in case
of any failure of equipment or communication network.

. The solution should employ a common user access and authentication service to
ensure Single-Sign on for the end-user

2 The solution should support multi-tier authentication where required

23 The solution should have a capability to assign activities to roles, and map roles to
users

24 The solution should restrict users from unauthorized access by allowing only the
authorized users with valid profile/password to access only the allowed transaction
The solution should provide multi-level access management. The following should be
provided:
User identification

25
Limitation of user rights to perform operations
Data confidentiality provision
User actions audit and protocols
The solution should provide user interfaces for managing security and authorization

26 rights creation / modification / deletion that are suitable for non-technical business
users and IT experts.

27 The solution must not enable users to circumvent the intended user interface to
access resources in its supporting infrastructure.
The solution should be capable of enforcing the password policy:
a. Minimum number of characters.

28 b. Alphanumeric strings
c. Expiry after a certain period
d. Changeable by the administrator and user
The solution should support the following under user account management

29 a. Unique user IDs
b. Disabling of inactive user IDs

30 The solution should display an appropriate warning message upon user logon.
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S. No ‘ Description
The solution should not store authentication credentials on client computers after a
3 session terminates.
32 It should be possible to associate more than one credentials with any user.
33 The framework should support plugging in of other authentication methods in the
future.
34 Application users should be given an option to explicitly terminate a session
(logout).
Authentication credentials or sensitive data should not be stored in the application
3 code.
Authentication credentials or sensitive data should not be stored in the application
3¢ code.
37 The system should be built using standard user access and authentication services to
ensure future integration with Single-Sign on for the end-user
The system should be developed for a centralized deployment at the state level and
38 maintenance
39 The system should be developed to be deployed in a n-tier datacenter architecture
The system should be designed to have a n-tier architecture with the presentation
40 logic separated from the business logic that is again separated from the data-access
logic
The system should be extensible to provide access to the interfaces through PDA’s
4l and mobile data terminals
42 The system should adopt standardized formats and common metadata elements
43 The system should support multi-tier authentication where required
The system should use HTTPS as the communication protocol, i.e., HTTP over an
44 encrypted secure socket layer (SSL)
The system should support secure transmission of data over the network and
4 support SSL.
Confidential Page 340




RFP for System Integrator for implementation of CCTNS project in the Union Territory of Daman
and Diu and Dadra Nagar Haveli

S. No ‘ Description

The system should ensure high standards of security and access control
through:

a. Prevent cross-site scripting

b. Validate the incoming data / user request

4 c. Encode the incoming data / user request

6 d. Prevent SQL Injection

e. Utilize parameterized queries
f. Sanitize the user-inputs

g. Validate the data both at the client and server

h. Do not allow hard delete and perform only soft tagging the row for deletion

47 The application should provide interfaces and formats for data transfer between
external agencies and CAS Center and State.

48 Enabling integration with a payment gateway for paid user services

CAS Application Architecture

The Core Application Software (CAS) has to be developed based on the architectural guidelines
provided in the previous section. The architecture should be homogenous, simple, and light-weight.
The SDA should explore and recommend the architectural patterns to keep the architecture
simple and light weight. The same architecture guidelines will hold true for both CAS Center and

State.

CAS Center and UT will have to be developed on an n-tiered model with clear separation between
the presentation, business, and data tiers. Any communications with the external systems have to
be executed through web services to retain the data-security. The CCTNS system shall be
integrated with the National e-Governance Service Delivery Gateway (NSDG) and the UT e-
Governance Service Delivery Gateway (SSDG) developed by DIT, GOI, for sending/receiving the
messages to and from the CAS applications (CAS (Centre) and CAS (UT)) deployed at the UT level

and external agencies / solutions, both at Central and UT levels such as e- Forms on UT Portals.
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The definition of the screen elements, screen design, presentation side logic and validations should
be retained in the presentation tier. The presentation logic should be able to be built and deployed
as a separate entity. There should not be any data access or business logic in the presentation tier.
The business logic tier should contain all the modular application components, business logic and
services that will be used by the presentation tier and any other external systems.

The data access logic should be limited to data access tier and should be kept separate from the
business logic tier. All the database access from the business logic tier should go through the data

access tier.

The application should be portable on multiple technology platforms / stacks. The application

should allow the State to choose the technology platforms for each stack component.

UT Solution Architecture

The System Integrator (SI) at the UT will develop additional modules / applications and is
responsible for integrating and deploying the additional modules / applications along with the CAS
provided by the NCRB in the UT Data Center. The Sl is responsible for integrating the services
from the multiple police applications in the State and delivers the services through:

¢ Internet-based for providing services to citizens

¢ Intranet-based for employees of the UT Police Dept

e Extranet-based for external stakeholders such as judiciary, and other government

departments.

The UT Police Portal will bring all services under its umbrella and provide a single point of access
to the Police Personnel to avail the services. These service applications would be deployed on a
uniform communication framework with each application communicating with the other only
through application services interface. The services will be exposed through web services for client

consumption.
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Figure: State Application Suite

NCRB Integration

The UT will send the information on crimes, criminals, and lost/stolen property and various other
entities to NCRB on a periodic basis. The formats and protocol for the data transfer from the UT
to NCRB will be defined by the Software Development Agency (SDA). The information or the
updates will have to be extracted from the State databases, transformed into the formats mandated
by NCRB and sent to the NCRB on a periodic basis. The data from multiple States will run through
a data quality process at the NCRB and aggregated into the national databases at NCRB.

The information systems developed for NCRB will utilize the data to provide the required

reporting at NCRB and a country-wide integrated analysis and views to the States.
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Security Requirements

The security architecture proposed for the CAS application has to ensure complete authenticity

and integrity of data and transactions. Access control procedures should cover all stages in the life-

cycle of user access, from the initial registration of new users to the final de-registration of users

who no longer require access to information systems and services. Special attention should be

given, where appropriate, to the need to control the allocation of privileged access rights, which

allow users to override system controls.

e User Access Management

Users should be granted access to information, data and software on a "need to know" basis.

Access should be restricted according to the user’s requirement to read, write, execute or

delete information, data or software on the basis of least privilege to achieve the desired

function.

v" Authorized changes to user access rights will be done promptly by the relevant

Systems Administrators. System access rights will be revoked prior to or as soon as

possible after personnel change the role or leave the police department.
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v" An accurate system date and time will be maintained in all systems.

v" All access violation attempts (user and resource authentication) should be logged and
reported for investigation by the Systems Security Administrator.

v There will be a one-to-one relationship between user Ids and individuals. Access to
computing resources (e.g. data, files, applications, and databases) via shared User Ids is
strictly prohibited unless otherwise explicitly authorized in writing.

v" Users will be limited to a single concurrent session on all networked computer
systems, unless explicitly approved.

v' Users’ access rights will be reviewed at an interval of 3 months.

v Inactive terminals will be set to a time out of 5 minutes.

In addition to above guidelines, specific security requirements that need to be provided in the

application:

Effective password management controls

The solution must have the ability to perform password management functions including:
controlled password expirations, forced password change with optional grace logins,
minimum password lengths (eight characters), alphanumeric password standards, minimum
number of numeric characters, non-dictionary words, password history logging, and user
lockout from failed login attempts.

Access control to information

The security solution must be facilitating access controls for specific users to only certain
resources/services in the portal and at the same time system must provide ability to
integrate with single sign-on to all functional areas in future during the implementation in
the State by the SI.

Scalable and portable solution

The solution must provide scalable access services for the CAS (UT), including scalability in
terms of number of users, user groups, resources, and access control policies.

Secure Communication over the network

The solution shall support the exchange of data through secure channels of communication
protected by standards such as the SSL protocol. Such facility shall provide support for the
following functionality, at a minimum:

v Confidentiality of communication - Encryption of all messages between client and

server
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v

Authenticity — Authenticate all messages between client and server, confirming the
identities of messages/transactions
Integrity — Message Authentication Codes (MACs) provide integrity protection that
allows recognizing any manipulation of exchanged messages.
Secure communication between the user and the portal with SSL and encrypted logon
information using algorithms with strong key lengths.

o Secure storage of critical items
The solution must provide for the ability to securely store critical data so that database
administrators or any unauthorized users do not have access to items such as
transaction information, passwords, user profiles and other critical items.

o Detailed session management abilities
The solution must provide for session settings such as idle or max session time-outs,
concurrent sessions and other session control settings.

o Access Filtering
The solution must examine all traffic to all services of the solution and all access
attempts to the CAS or directly to any resource managed/access by the CAS, should
be intercepted by the solution, and examined for authentication and authorization

requirements defined for the resource.

At the same time, the performance overhead of examining all traffic and performing the

authentication and authorization requests should not become the bottleneck in the service delivery

process and should not impact on the performance of the solution.

e Security Monitoring

The solution implemented for CAS must be capable of comprehensive logging of the transactions

and access attempts to the resources/applications through the solution. It should be capable of

logging transaction history, unauthorized access attempts, and attempts to login that fail. It should

also be capable of notifying appropriate parties of suspicious activity.

e Security- User profiles

v

For the first login by a user, the system should prompt the user to change his
password.
When a user logs-in, the system should show him the date & time of last login

The System must restrict user access based on the privileges assigned to the user
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v" The system should maintain a log of all the activities carried out by a user along with a
date and time stamp.

v" The System must maintain a log of all activities carried out by an administrator.

e Other Security Services
v" The sensitive and confidential information and documents must be stored in an
encrypted format in the database.
v The system should support |128-bit encryption for transmission of the data over the
internet.
v' Any access to the end users to database should only be via application/portal
authorization

v The solution should comply with ISO27001 standards.

e  PKI Service Requirements / Digital Signatures
For requiring high degree of user authentication and security, CAS shall support the
PKI based solution. Following outlines certain guidelines with respect to implementation of PKI
Services. The solution should also conform to the requirements of the IT Act.
v' The solution shall support usage of Digital Certificates and multi-tier based
authentication for police personnel for performing critical transactions in the system.
v The solution should support digital certificates issued by licensed CA’s in India and
should accept digital certificates based on criteria (Issuer, Class, Policy Identifiers).
v Client digital certificates based authentication should be used for access to the critical
services.
v Automatic validation of digital certificates used for authentication and digital signatures
is required. The validation must include check for acceptance criteria (Issuer, Class and
Policy Identifiers), validity period, and current CRL based revocation checking.
v Digital signing and encryption of attachments (documents) compliant to PKCS

standards is required.

¢ Auditing features and Requirements
The solution must provide the capability to track and monitor successful and unsuccessful
transactions with the CAS. Accountability for transactions must be tied to specific users. The

architecture/systems should facilitate audit of all significant security events including authentication,
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accessing of services and security administration. The auditing capabilities need to be built into
various layers of the Application Software.
v CAS must log all security relevant events. Examples of security relevant events include, but
are not limited to:
o Attempts to guess passwords,
o Attempts to use privileges that have not been authorized,
o Modifications to production application software,
o Changes to user privileges, and
o Changes to audit subsystems.
v' Detailed audit trail of transactions performed in the system which should capture the
details of individuals performing the transactions, date & time stamp etc.
v" Stringent security measures shall be implemented surrounding the audit data to ensure that
audit records are not modified, deleted etc.
v The solution shall facilitate reporting facilities in a simple and readable manner for the

officers to review audit trails for the transactions occurring the system.

Technical Specifications for Solution Components

The CAS architecture should be at least 3-tiered and must include all necessary software
components including but not limited to Web Servers, Application servers, Database and
Operating system. The CAS architecture shall allow for future scalability and scope addition by way
of defining new services.

The SDA shall propose the solution and technology stack / platform that is based on the open
standards, provide interoperability with other operating systems and application servers, guarantee
portability of data and content and that best meets the CAS (UT) functional, non-functional, and
technical specifications provided in the RFP. CCTNS system must be designed following open
standards in order to provide for good inter-operability with multiple platforms and avoid any
technology or technology provider lock-in. Since the CAS (UT) will be customized at the State
Level and deployed at the State Data Center by the System Integrator at the State, the SDA shall
propose two additional stacks and port the solution to the two proposed additional stacks (where
each of the licensed/proprietary solution / technology component proposed in one stack is distinct
from the ones proposed in the other stack) in order to provide the flexibility to the State to select
the platform that fits the existing infrastructure in the State and that best meets the State’s

requirements. At least one of the three stacks proposed must be an open source stack (definition
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of open source: http://www.opensource.org/docs/osd). The Open Source licenses should be one of
the approved licenses by OS| as provided at http://www.opensource.org/licenses/category. It is
recommended to use components with open source licenses that are standard, widely used and
supported and enhanced through strong communities. The Sl at State level should be able to
deploy on any one of the technology/platform for one or more components in the proposed
technology stack by the SDA. The solution should also be inter-operable with the other modules
that will be developed and deployed by the State SI. The SDA shall have the CAS certified on all the
proposed stacks by a 3rd party agency that will be identified by NCRB.

However, the CAS (Center) shall be developed and deployed on only one homogenous solution
and technology stack/platform that is based on open standards and widely used and that best meets

the functional, non-functional and technical specifications of the solution as detailed in this RFP.

Compliance with Industry Standards

In addition to above, the proposed solution has to be based on and compliant with industry
standards (their latest versions as on date) wherever applicable. This will apply to all the aspects of
solution including but not limited to design, development, security, installation, and testing. There
are many standards that are indicated throughout this volume as well as summarized below.

However the list below is just for reference and is not to be treated as exhaustive.

Portal development W3C specifications

Information access/transfer

protocols SOAP, HTTP/HTTPS

Interoperability Web Services, Open standards

Photograph JPEG (minimum resolution of 640 x 480 pixels)
Scanned documents TIFF (Resolution of 600 X 600 dpi)

Digital signature RSA standards

Document encryption PKCS specifications

Information Security CCTNS system to be ISO 27001 certified
Operational integrity & security

management CCTNS system to be ISO 17799 compliant

IT Infrastructure management ITIL / EITM specifications
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Service Management ISO 20000 specifications

IEEE/ISO/CMMi (where applicable) specifications for
Project Documentation documentation

Portal W3C standards

Web Server (Container to execute the presentation logic)
S. No Description ‘

I The web server should be capable of supporting clustering.

All components of the web server should be based on standards and
selected such as to provide ease of management and to avoid compatibility

2 issues.

All web server components must be maintainable with an ease such that
corrective and preventive maintenance can be performed on the system

3 without affecting the entire working of system.

All the web server components must be capable of being managed from a
remote management station and provide information on performance

4 parameters

Application Server (Container to execute the business logic)

S. No Description
| Application Server should be fully standards compliant providing support
for
Web Services, SOAP, WSDL, UDDI, LDAP v3, SSL v3, XML 1.0 and

I equivalent standards

Provide comprehensive XML support compliant with the W3C XML
standards and contain the basic building blocks to XML-enable applications
- including reading, manipulating, transforming and viewing XML

2 documents

3 Support developing, publishing and consuming web services
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S. No Description ‘
4 Support wireless enabled web sites and portals
5 The application server should be capable of supporting clustering.

All components of the application server should be based on standards and
selected such as to provide ease of management and to avoid compatibility

6 issues.

All application server components must be maintainable with an ease such
that corrective and preventive maintenance can be performed on the

7 system without affecting the entire working of system.

All the application server components must be capable of being managed
from a remote management station and provide information on

8 performance parameters

Database

S. No Description

The database should address all the structured and un-structured data

I storage requirements of the proposed system

2 The RDBMS database should have a high tolerance of failure

3 The underlying database should support 24x7 high availability

The database should provide horizontal scalability, by adding additional

4 servers for the same database without any downtime

The data scalability and manageability should be integral part functionality

5 of the database.

The database should provide enterprise class web management tools for

6 management and maintenance of databases even from remote places
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S. No Description ‘

The database should support native automated disaster recovery capability
without any third party support with seamless switch over and switch back

7 between primary and disaster recovery sites

The database should be capable to support plug and play data transfer

8 across platforms or operating systems

The database should be able to support various types of content like

9 Texts, Images, Multi-media, Spatial and XML content natively

The database should ensure data synchronization between database
servers on near real-time basis by capturing messages at the source
database,

stage messages in a queue, propagate messages from one queue at the

10 source to another queue at the target and consuming messages

The database should support both way data synchronization across
database servers in one-to-many and many-to-one situations and
automatically detect data conflicts and resolve the same as per predefined

I conflict resolution algorithms

The database should support data synchronization across database servers

12 in heterogeneous platforms

The database should be capable to deploy fine grained access control,
separation and segregation of duties and native encryption capabilities. The
database should also prevent access to sensitive application data by highly

13 privileged users.

The database should control access to the applications, databases and data

14 with flexible security controls.

The solution should provide options or utility to encrypt/decrypt sensitive

15 data

The solution should support data export and import facility to variety of

16 databases and other software packages

17 The solution should provide backup (hot & cold) and recovery facility

Confidential Page 352




RFP for System Integrator for implementation of CCTNS project in the Union Territory of Daman
and Diu and Dadra Nagar Haveli

S. No Description ‘

18 The solution should be able to schedule a backup/restore task

The solution should be compatible with 3rd party system monitoring

19 package.

20 The solution should support selective encryption of the stored data

The database should support a single unified data model hosted on a single

21 database.

The database design & architecture should be in line with the functional

22 and non-functional requirements of the proposed system

The database should be highly available with every processing node
providing full view of data. This means, in case of failure of one server,
each remaining server in the cluster should provide full access to all data at

23 any point in time

It should support clustering exploiting rapidly emerging disk storage and

24 interconnect technologies

It should provide automated disaster recovery solution to maintain
transaction consistency, providing an option of zero data loss where

25 required

It should provide restrictive data access that enables different types of

26 users to have secure, direct access to mission-critical data sharing

It should control data access down to the row-level (row-level security) so
that multiple communities of users with varying access privileges can share

27 data within the same database

It should provide encryption capabilities while transferring data over

28 networks

It should possess ability to encrypt data stored in the database at the

29 column level

30 It should provide Public Key Infrastructure (PKI) support
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S. No Description ‘

It should provide support for comprehensive auditing for ‘inserts’,
‘deletes’, ‘updates’ and ‘selects’, and quickly spot and respond to security

31 breaches

32 It should store XML content native to database
It should have the ability to index, search, and analyze text and documents

33 stored in database
It should support different partitioning schemes to split large volumes of
data into separate pieces or 'partitions' which can be managed

34 independently

Annexure 10 - Technical Specifications (Indicative)

Application Platform, Operating System and Server Hardware

S. No Server description Hardware oS Application
| Web Sever internet users x86 family Windows 2008 | Glassfish / IS 7.5 with 650
server / Solaris | user license
open source
2 Web server intranet users X86 family Windows 2008 | Apache HTTP Server &
server / Solaris | Glassfish AS/1IS7.5,
open source Registered users = 650
Concurrent users = 100
10% weekly report 1%
data intensive report
generation; means |10
concurrent users for
normal report; and 6
concurrent user the data
intensive report
3 Directory Server Access Manager | X86 Solaris & Open | For 650 user license with
with DNS & client authentication SSO plus SUN | client authentication
license server Directory
Server /
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S. No Server description Hardware oS Application
Windows 2008
with Microsoft
Active
directory
4 Application Server/Portal X86 Solaris / Sun Portal Server plus
Windows 2008 | Glassfish AS / Windows
2008 Enterprise edition.
Registered users 650
Concurrent users 100
10% weekly report
Generation; 1% data
intensive report
generation; means |0
concurrent users for
normal report; and 6
concurrent user the data
intensive report
5 Data Base server X 86 Solaris / SQL Server 2008 / My
Windows 2008 | SQL.

Technical Specification for Server for Data Center and DR Site Components:

Specification of Database Server

Features

Specifications

Processor

X86 based Processor with 64 bit Extensions (EM64T).Processor Core Per CPU
should be Four(Quad Core). The Frequency should be minimum 1.8 GHz.

CPU std/max

2CPU socket loaded with two number Quad core CPU.

Motherboard | Should have Processor OEM motherboard/chipset to support above feature.
RAM Std / Max | 64 GB, upgradeable to 128 GB, ECC DDR3
Drive SAS
controller
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Controller

Clustering Should have Cluster support for high availability
NIC Dual 10/100/1000 NIC in failover mode
. 2 X 146 GB SAS minimum |5K RPM SAS or better Hot Plug Drives with
Hard Drive
RAIDI
RAID Serial Attached SCSI (SAS) RAID 0,1,5 Controller

Back Up Device

Should be able to connect with SAN Storage over 4/8/16 Gbps Fiber channel.

Removable DVD RW
drive
PCI Slots Minimum 3 x PCI-Express
Key board USB keyboard
Mouse 2 button optical wheel mouse

Power supply

Redundant Power supply

Systems Mgmt.
Feature

LED-based Diagnostics Panel, Real Time Diagnostics, Server management
Software.

oS
Certification

Microsoft® Windows® Server™ 2008, Solaris for x86

Form Factor

Rack Mountable,

Bench Mark

Audited benchmarks of Specint and SpecFp of the offered model and processor
should be provided.

Specification of Blades Enclosure

Feature

Specifications

Form Factor

Up-to 10 U Form factor per chassis with all redundancy features (Hard
Drives, Power, and Cable Management). The requisite number of Enclosures
to be configured to populate the Servers and Storage/Expansion Units

Blade Bays

Blade Chassis to accommodate minimum of 8 hot pluggable blade
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servers with SAS HDD:s.

Chassis Feature

* Dual network connectivity for each blade server for
redundancy should be provided.

= Backplane should be completely passive device. If it is active,
dual backplane should be provided for redundancy

= Should have the capability for installing industry standard
flavors of Windows, Linux, Unix, Solaris for x86 Operating
Environments

= Single console for all blades in the enclosure or KVM Module

= DVD ROM can be internal or external, which can be shared by
all the blades allowing remote installation of S/W and OS

= Minimum 2 external USB connections functionality

Ethernet Switch
Modules

Two hot-plug, redundant | Gbps Ethernet module which enable
connectivity to Ethernet via switch. Switch should be Internal/external.
The number of Ethernet ports should be sufficient to connect fully
populated chassis being offered to network.

SAN Connectivity

Two hot-plugs, redundant 4 Gbps Fiber Channel for connectivity to
the external Fiber channel Switch and ultimately to the storage device.

Redundancy

Mechanical Devices such as Hard Disks, Fans and Power Units should be
completely Hot Swappable and Redundant to ensure High Availability

Blade Management

= Systems Management and deployment tools to aid in Blade Server
configuration and OS deployment,

= Remote management capabilities through internet browser

= |t should provide Secure Sockets Layer (SSL) 128 bit encryption and
Secure Shell (SSH) Version 2 and support VPN for secure access
over internet.

= Ability to measure power historically for servers or group of servers
for optimum power usage

= Blade enclosure should have provision to connect to display console
/| central console for local management like trouble shooting,

configuration, system status / health display

Power

=  Hot Swap redundant power supplies to be provided

= Power supplies should have N+ or N+N. All Power Supplies
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modules should be populated in the chassis

KVM To be enabled Virtually over IP for Remote Access or Provided Locally.
Muilti-platform Enclosure should support Xeon /AMD blade on the
support Same chassis.

Specifications for Application Server, Intranet Web Server, Mail Messaging Server, Directory

server at DC and DR

Features

Specifications Required

CPU

X86 based Processor with 64 bit Extensions (EM64T).Processor Core
Per CPU should be Four(Quad Core). The Frequency should be
minimum 2.5 GHz. Processor should be latest series/generation for
the server model being quoted

Cache Memory

12 MB L2 Cache Memory per Processor

FSB

Minimum 1066 Mhz

Chipset

Suitable Processor OEM motherboard/chipset

Form factor

Half/Full Height Blade with I/O connectivity to backplane

Memory

32 GB ECC DDR 3 RAM

Memory Expandability

Minimum 128 GB

SAS Controllers

Dual Port SAS controller on board with RAID 0 & | capability

Bays

Dual 2.5” SAS Hard Disk bays

Hard Disk Drives

Two 146 GB 2.5” SAS Hard Disk Drive hot swappable system disk
with mirroring using integrated RAID 0, on internal disks

Ethernet Adapter

Dual Port 1000BASE-T Gigabit Ethernet Adapter

SAN Connectivity

The Blade should have redundant 4 Gbps Fiber Channel HBA (For
Application, Directory and Mail Messaging)

I/O Expansions

I/O expansion slot for up gradation of Ethernet Adapter
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Features Specifications Required

Power Supply From the Blade Chassis

System Management | LED lights indicating failing component and on-board diagnostics (via
and Diagnostics on-board system management processor)

Software Server Management software with the device drivers

OS Compatibility MS Windows Server 2008 (Enterprise and Std. Ed.), Solaris for x86

Latest Edition, Red hat Enterprise Linux Latest Edition, Suse Linux
Latest Edition

Audited benchmarks of Specint and SpecFp of the offered model and
processor should be provided.

Bench Mark
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Specifications for Internet Web Server, Proxy & web filtering server, EMS & Helpdesk server,
Antivirus server, Backup Server at DC and DR

Features

Specifications Required

CPU

X86 based Processor with 64 bit Extensions (EM64T).Processor Core
Per CPU should be Four(Quad Core). The Frequency should be
minimum 2.0 GHz. Processor should be latest series/generation for
the server model being quoted

Cache Memory

4 MB L2 Cache Memory per Processor

FSB

1066 Mhz

Chipset

Suitable Processor OEM motherboard/chipset

Form factor

Half/Full Height Blade with I/O connectivity to backplane

Memory

8 GB DDR 3 RAM

Memory Expandability

Minimum 64 GB

SAS Controllers

Dual Port SAS controller on board with RAID 0 & | capability

Bays

Dual 2.5" SAS Hard Disk bays

Hard Disk Drives

Two 146 GB 2.5" SAS Hard Disk Drive hot swappable system disk
with mirroring using integrated RAID 0,| on internal disks

Ethernet Adapter

Dual Port 1000BASE-T Gigabit Ethernet Adapter

SAN Connectivity

The Blade should have redundant 4 Gbps Fiber Channel HBA (For
EMS only if required)

I/O Expansions

I/O expansion slot for up gradation of Ethernet Adapter

Power Supply

From the Blade Chassis

System Management
and Diagnostics

LED lights indicating failing component and on-board diagnostics (via
on-board system management processor)

Software

Server Management software with the device drivers

OS Compatibility

MS Windows Server 2008 (Enterprise and Std. Ed.), Solaris for x86
Latest edition, Red hat Enterprise Linux Latest Edition, Suse Linux
Latest Edition
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Features Specifications Required

Audited benchmarks of Specint and SpecFp of the offered model and

Bench Mark
enc ar processor should be provided.

Specification of Storage Area Network for DC and DR

Specification of SAN Storage Box

Sr. Storage Parameter Functionality
No.
| Operating System & Clustering e The storage array should support industry-leading
Support Operating System platforms including: Windows
Server 2003, 2008, Vmware, Sun Solaris, HP-UX, IBM-
AIX and Linux
e Offered Storage Shall support all above operating
systems in Clustering.
2 Capacity & Scalability e The Storage Array shall be offered with 3 TB Usable
space after Raid 5 Implementation
e Storage shall be scalable to 90 Disk Drives
3 Processing Power Offered controllers shall be based on latest PCl-e
technology to ensure that there is no bottleneck for 10
communication.
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Sr.

Storage Parameter

Functionality

Architecture & Processing Power

e The storage array should support dual, redundant, hot-

pluggable, active-active array controllers

e Storage Array shall have Switched Architecture for

Disk drive connectivity.

e Controllers shall be true active-active so that a single
Logical unit can be shared by both controllers at the

same time.

No Single point of Failure

Offered Storage Array shall be configurable in a No Single
Point of configuration including Array Controller card,
Cache memory, FAN, Power supply etc. It should have
Redundant power supplies, batteries and cooling fans and
data path and storage controller.

Disk Drive Support

Offered Storage Array shall support 4Gbps dual-ported
146/ 300 / 400 / 450GB / 600GB hot-pluggable Enterprise
FC hard drives, along with S-ATA/F-ATA (1 TB) drives in
the same device shelf.

Cache

e Offered Storage Array shall be given with Minimum of

4GB usable cache across both controller

e Shall have dynamic management of Cache block size

Raid Support

e Offered Storage Subsystem shall support Raid 0, |,
1+0, 5 and Raid 6
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Sr. Storage Parameter Functionality

No.

9 Data Protection e The storage array must have complete cache
protection mechanism either by destaging data or
providing complete cache data protection with battery
backup for up to 72 hours or more.

10 Host Ports & Back-end Ports Offered Storage shall have minimum of 4 host ports for

connectivity to servers & minimum of 2 device ports for
Disk shelf connectivity

11 Ports Bandwidth Offered storage shall be end to end 4Gbps where each
drive and drive shelf shall be connected through dual
active-active paths.

12 Global Hot Spare e Offered Storage Array shall support distributed Global

hot Spare for offered Disk drives
e At least 2 Global hot spare drives shall be configured
for every 50 drives.

13 Load Balancing & Multi-path Multi-path and load balancing software shall be provided,

14 Maintenance Offered storage shall support online non-disruptive
firmware upgrade for both Controller and disk drives.

15 Re-build time For better re-build times in case of disk failure, offered
storage rebuild operations shall not depends upon the
number of drives in the raid group.

16 Business Copy Shall support Snapshot or any other means to support

Business copy.
17 Storage Array Configuration & ¢ Vendor shall provide Storage Array configuration and
Management Software Management software

18 Performance Management Vendor shall also offer the performance management

software for Storage Array
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Specification of SAN Switch

Sr. SAN Switch Functionality

No. | Parameter

| Capacity SAN switch shall be configured with minimum of 16
Ports .

2 Scalability To be scalable upto 24 ports

3 Throughput Should deliver 8 Gbit/Sec Non-blocking architecture with
I:1 performance for up to 24 ports

4 Auto sensing Should protect existing device investments with auto-

sensing |, 2, 4, and 8 Gbit/sec capabilities

5 Configuration The switch shall support different port types such as
FL_Port, F_Port, M_Port (Mirror Port), and E_Port; self-
discovery based on switch type (U_Port);

6 Form Factor The switch should be rack mountable

7 Upgrade Non disruptive Microcode/ firmware Upgrades

8 Bandwidth The switch shall provide Aggregate bandwidth of 192
Gbit/sec: 24 ports x 8 Gbit/sec (data rate) end to end.

9 Management Switch shall have support for web based management
and should also support CLI.

10 Interface The switch should have USB port for firmware
download, support save, and configuration
upload/download.
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Specification of Automated Tape Library

Sr. Tape Library Functionality
No.
Parameter
[ Capacity e Shall support Native data capacity of 36TB (uncompressed)

expandable to 72TB (2:1 compressed)

e Shall be offered with 24 Cartridge slots.

2 Tape Drive Offered LTOS drive in the Library shall conform to the
Architecture Continuous and Data rate matching technique for higher
reliability.
3 Speed Offered LTOS drive shall support 140MB/sec in Native mode and

280MB/sec in 2:1 Compressed mode

4 Scalability Tape Library shall support scalability for more than 4 Number of
LTO-5 and 120 slots either within the same frame or by cascading
another frame

6 Connectivity Offered Tape Library shall provide 8Gbps native FC connectivity
to SAN switches.
7 Management Tape Library shall provide web based remote management.
8 Barcode Reader and | Tape library shall support Barcode reader and mail slot.
Mail slots
9 Other Features e Tape Library shall have GUI Panel

o Shall be rack mountable

e Minimum 10 cartridges to be provided with barcode labels.

Technical Specification of Networking Items for DC and DR
Specification of Core Switches
Switch Architecture:

e Core data switch consisting of One Management module
e Minimum 2* |2 Gigabit Fiber Interfaces. Support of I00BASE-SX , I00BASE FX (Multi Mode) &
|00BASE-BX (Single Mode)
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e [x48 port 10/100/1000 module.

e Redundant power source to meet the full power requirements including the expanded load in
future.

e The Core Data Switch should have the following features & requirements and Scalable with full

expansion capability, Number of Slots — Minimum of 4 slots.

Performance Specifications:

e Backplane Bandwidth should be minimum 200 Gbps in a Single chassis.

e layer 3 Forwarding Performance of upto 100 Mpps

e The Security features should support port filtering, enabling of individual ports to access only
selected nodes, IP permit lists to prevent unauthorized access to the switch, Access Control Lists
(ACL) to secure networks from unauthorized users, authentication and secure communications

over un -secure channels for access to the network.

Layer 2 Features:

e 802.1Q, Centralized VLAN management and configuration.

e Number of VLANS: - >=200

e 802.1 p/q- VLAN Tagging

e 802.3x - Flow Control

e Ethernet IEEE 802.3, I0 Base T

e Fast Ethernet (IEEE802.3u, 10/100 Base-TX, 100 Base FX, 1000 Base FX)
¢  Gigabit Ethernet-(IEEE 802.3z, 802.3ab)

e Support for 10 Gigabit Ethernet ( IEEE 802.3ae)

Layer 3 Features:

e layer 3 or 4 switching and routing
e  Port Mirroring

e |2 L3 and L4 access control filters. L3/L4 frame classification
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¢ VRRP or equivalent for High Availability

e 802.Is - Per-VLAN Group Spanning Tree Protocol

e Support for IP routing features for Static,RIPvI,BGPv4,OSPFv2,IS-IS
e IGMPvIN2NV3

¢ Protocol-Independent Multicast (PIM)-SM

e RFC 1075 - DVMRP v3-07

¢ PIM (Protocol Independent Multicast)

e |P Version 6 (IPv6) support in hardware.

Quality of Service Features:

e  Enterprise wide QoS management:

e  Traffic Marking: Diffserv ,IEEE 802.1Q/P COS, IPv4 ToS, via ACLs

e Scheduling IP precedence, 802.1p and ISL priority, three transmit queues on a per port basis, WRR,
Strict Priority Queue TOS<->COS mapping

Security Features:

e  Port based and policy based VLAN & Spanning tree

e Network ingress filtering - RFC 2267

¢  |P broadcast forwarding control

e Rate limiting using ACLs

e Uni cast Reverse Path Forwarding (RPF)

e  SYN attack protection

e Session control

e RADIUS

e Support for Server load balancing with Layer 3 and Layer 4 protection

¢ No impact on packet forwarding performance

Wire rate Access Control Lists -

e  Standard/Extended
e 802.1x Network Security and Authentication.

e Support for the 802.1x standard
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o [P Access Lists to limit telnet and SNMP access.
e SSH, RADIUS, AAA for login authentication

e Support for Local Command Accounting and logging.

Network Management features:

e Web based

e Telnetand TFTP access

¢ RMON - Remote Monitoring (RMON) with 4 RMON groups (history, statistics and events)
e  SNMP agent — SNMPvI/SNMPv2c/ SNMPv3

e  Port snooping and connection steering

Specification of Core Router
Architecture

e Should be chassis based
e Architecture should be modular / distributed and should be a single box configuration for
ease of management.
e Multi Service Router (Data, Voice, Video)
e Should have power supply redundancy. A single power supply should be able to support a
fully loaded chassis.
e The offered platform should be able to support the following interface types —
= Serial port with synchronous speed up to 2 Mbps with interface
V.35/G.703, Channelized El interfaces for provisioning nx64Kbps
connectivity
e 5|2MBRAM
Should have 256 MB Flash

Interface Requirements

e 2xV.35/G703 Serial Interfaces (along with necessary cables)
¢ 4 x | Gigabit Ethernet Interfaces for LAN connectivity.

e  router throughput should be minimum 500 kpps.
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e Should support performance services like NAT, GRE tunneling, ACL (Standard &
Extended), all industry standard routing protocol.

e Shall have MLPPP for link aggregation

e Shall have Voice traffic optimization

High Availability

¢ Router should support Redundant Power supply

e Shall support Non-Stop forwarding for fast re-convergence of routing protocols (BGP,
OSPF, IS-IS)

e Should support VRRP or equivalent.

Protocol Support

e Shall support Routing protocols like RIP ver| (RFC1058) & 2 (RFC 1722 and 1723), OSPF
ver2 (RFC2328), BGP4 (RFCI771), IS-IS (RFCI 195).

e Multicast routing protocols support: IGMPv|,/v2 (RFC 2236), PIM -SM (RFC2362).

e Should have Dual Stack IPv4 & IPvé6 protocols.

e Shall have IPv6 features

e Shall have RIPng and OSPFv3 for IPvé.

QoS Features

e Classification and Marking: Policy based routing, IP Precedence, DSCP.
e Link efficiency mechanisms: cRTP/LFI/DiffServ MLPPP

Security Features

¢ Should have GRE Tunneling, NAT without any major performance impact.
e Support for Firewall,

e  MD-5 route authentication for RIP, OSPF, IS-IS and BGP

e SNMPv3 authentication

e AAA support using Radius

e PAP/ CHAP authentication for P-to-P links

e Support for DoS prevention, DoS protection

o [P Access list to limit Telnet and SNMP access to router
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e Shall support multi-level of access. Multiple privilege authentications for Console and telnet

access through local database or through a separate AAA Server.

Debug, Alarms & Diagnostics

e Support for monitoring of Traffic flows for Network planning and Security Purposes.
e Display of input and output error statistics on all interfaces
e Display of Dynamic ARP table

e  Trace-route, Ping and extended Ping for testing & troubleshooting connectivity.

Management

e Shall have support for VWeb based management, C LI, Telnet and SNMPv3
e Shall support Secure Shell for secure connectivity.

e Embedded RMON support for four groups — history, statistics, alarms and events

Specification of Layer 2 switch For DMZ and Server Farm
General Features
e The switch should have minimum 20 x Gigabit Ethernet Ports & 4 X dual —purpose Uplinks (four

SFP-based Gigabit Ethernet ports).

e Support for Redundant Power supply.

Performance
e 25 Gbps switching fabric

*  Wire-speed forwarding rate - 30 Mpps
¢ Configurable up to 8000 MAC addresses

Layer-2 Features
e |EEE 802.1Q VLAN encapsulation. Up to 255 VLANSs should be supported. Support for 4000 VLAN
IDs.

e Support for Automatic Negotiation of Trunking Protocol, to help minimize the configuration &

errors.
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e Support for Centralized VLAN Management.

e Spanning-tree Enhancements for fast convergence

e |EEE 802.1d, 802.1s, 802.1w, 802.3ad

e Spanning-tree feature to prevent other edge switches becoming the root bridge.

¢ IGMP snooping v3, Support for upto 255 IGMP Groups. IGMP filtering.

e Link Aggregation Protocol (LACP)

e Support for Detection of Unidirectional Links (in case of fiber cut) and to disable them to avoid
problems such as spanning-tree loops.

e The Switch should be able to discover the neighboring device of the same vendor giving the details
about the platform, IP Address, Link connected through etc, thus helping in troubleshooting
connectivity problems.

e Per-port broadcast, multicast, and storm control to prevent faulty end stations from degrading
overall systems performance.

e  Local Proxy Address Resolution Protocol (ARP) to work in conjunction with Private

¢ VLAN Edge to minimize broadcasts and maximize available bandwidth

Quality of Service (QoS) & Control

e Standard 802.1p CoS and DSCP
e Control- and Data-plane QoS ACLs
e There should not be any performance penalty for highly granular QoS functions.

e Rate Limiting function should guarantee bandwidth in increments as small as |Mbps.

Management:

e Superior manageability Features.

¢  Command Line Interface (CLI) support for configuration & troubleshooting purposes.

e For enhanced traffic management, monitoring, and analysis, upto four RMON groups (History,
statistics, alarms, and events) must be supported.

e layer 2 trace route to ease troubleshooting by identifying the physical path that a packet takes from
source to destination.

¢ Domain Name System (DNS) support to provide IP address resolution with user-defined device

names.
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e Trivial File Transfer Protocol (TFTP) to reduce the cost of administering software upgrades by
downloading from a centralized location.

e Network Timing Protocol (NTP) to provide an accurate and consistent timestamp to all intranet
switches.

e SNMP vl, v2c, and v3 and Telnet interface support delivers comprehensive in —band management,
and a CLI-based management console provides detailed out -of-band management.

e RMON Il and Il standards

e SNMPvl, SNMPv2c, and SNMPv3

Specification of Server Load Balancer

e [0/100/1000Mbps Ethernet Ports — minimum 2 ports upgradeable to 4 ports
¢ Memory: Minimum | GB
e Minimum of 2 Gbps throughput
e Minimum of | Gbps SSL throughput
e Minimum of 4000 SSL connections scalable to 7500 SSL connections
e Server Load Balancing Mechanism

o Cyclic, Hash, Least numbers of users

o Weighted Cyclic, Least Amount of Traffic

o NT Algorithm / Private Algorithm / Customizable Algorithm / Response Time
e Redundancy Features

o Supports Active-Active and Active-Standby Redundancy

o Segmentation / Virtualization support along with resource allocation
e Server Load Balancing Features

o Server and Client process coexist

o UDP Stateless

o Service Failover

o  Backup/Overflow

o Direct Server Return

o Client NAT

o  Port Multiplexing-Virtual Ports to Real Ports Mapping

o DNS Load Balancing

e Load Balancing Applications
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o Application/ Web Server, MMS, RTSP, Streaming Media
o DNS, FTP- ACTIVE & PASSIVE, REXEC, RSH,
o LDAP, RADIUS
e Content Intelligent SLB
e HTTP Header Super Farm
e URL-Based SLB
e SLB should support below Management options
o  Secure Web Based Management
o SSH
o TELNET
o SNMPvl, 2, 3 Based GUI

o Command Line

Specification of Link Load Balancer

e |0/100/1000Mbps Ethernet Ports — minimum 2 ports upgradeable to 4 ports
e Memory: Minimum | GB
e Minimum of 2 Gbps throughput
e Minimum of | Gbps SSL throughput
e Minimum of 4000 SSL connections scalable to 7500 SSL connections
e Server Load Balancing Mechanism
o Cyclic, Hash, Least numbers of users
o Weighted Cyclic, Least Amount of Traffic
o NT Algorithm / Private Algorithm / Customizable Algorithm / Response Time
e Redundancy Features
o Supports Active-Active and Active-Standby Redundancy
o Segmentation / Virtualization support along with resource allocation
e Link Load Balancer should support below Management options
Secure Web Based Management
SSH
TELNET
SNMP vl, 2, 3 Based GUI
Command Line

O O O O O

Specification of Internet Firewall Active & Failover unit:

Hardware features
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¢  The Firewalls should be Hardware based, Reliable, purpose -built security appliance with hardened
operating system that eliminates the security risks associated with general-purpose operating
systems with 6 No’s of 10/100/1000 Base TX interfaces

e The Appliance should be Full -featured, high-performance firewall and IP Security (IPSEC) VPN
technologies deliver robust application security, user- and application-based access control, and
remote User/site connectivity.

e Should be redundant supporting Active/Active or Active/Standby Firewall for Availability & Scalability

e Should have Adequate memory DRAM/Flash

e Firewall Throughput of |GBPS for 64 byte packets

e Encrypted Throughput : minimum 400 Mbps

e Concurrent connections of up to 400,000

e simultaneous VPN tunnels 2000

e Support for Virtual Firewalls of at least 50 logical firewalls so that the Central site can have individual
firewalling for every remote site in future

e Virtual Interfaces (VLANSs) support for at least 100 VLANSs for forming Secure Server Farms and
DMZs

e Scalability through VPN clustering and load balancing.

e  Should have Active & failover on state full & LAN based.

10S Features
Application Security Services Support

e The Firewall should have Integrated specialized inspection engines for protocols Like HTTP, FTP,
ESMTP, DNS, SNMP, ICMP, SQL*Net, NFS, H.323 Versions | -4, SIP, MGCP, RTSP and TAPI over
CTIQBE protocol, GTP, LDAP, ILS, RPC and many more.

e The Firewall should provide advanced inspection services to detect and Block instant messaging,
peer-to-peer file sharing, and other applications tunneling through Web application ports.

e Advanced H.323 inspection services to provide flexible security integration in a variety of H.323-
driven voice-over-IP (VolP) environments

e  Fortified SIP inspection engine that secures both, UDP and TCP based SIP environments.

e NAT- and PAT-based address translation support for SIP -based IP phones and applications as

Microsoft Windows Messenger, while delivering advanced services such as call forwarding, call
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transfers, and more Secure integration of IP telephony services while connecting calls over
multiprotocol VolP environments across NAT and PAT boundaries

e Rich MGCP security services and NAT- and PAT-based address translation services for MGCP-
based connections between media gateways and call agents or media gateway controllers.

e Support for IPSEC site to site VPN & client to site VPN has to be there for unlimited Peers.

Support for Network Containment and Control Services

e  Robust stateful inspection firewall services that track the state of all network Communication.
¢ Inbound and outbound access control lists (ACLs) for interfaces, and per -user or - group policies
for improved control over network and application usage.

Support for High-Availability Service

e Support for Active/Active & Active/Standby failover.

e Support for bidirectional state sharing between Active/Active failover pair members for support of
advanced network environments with asymmetric routing topologies, allowing flows to enter
through one Firewall appliance and exit through the other, if required

e Maximizing VPN connection uptime with Active/Standby stateful failover for VPN Connections.

e Support for Synchronizing all security association state information and session key material
between failover pair members, providing a highly resilient VPN solution.

e Enable geographic separation of Security appliances in a failover pair by allowing failover information
to be shared over a dedicated LAN connection between pair members

e Support to perform software maintenance release upgrades on the Firewall appliance failover pairs
without affecting network uptime or connections.

e Enable creation of multiple security contexts (virtual firewalls) within a single appliance, with each
context having its own set of security policies, interfaces, and administrative domains

e Support for >= |0 number of virtual firewalls on the same hardware firewall. Providing a convenient
way of consolidating multiple firewalls into a single physical appliance or failover pair, while retaining
the ability to separately manage each of these virtual instances.

e Support for multiple virtual interfaces on a single physical interface through VLAN trunking and
multiple VLAN trunks per appliance

e Comprehensive OSPF dynamic routing services. Improved network reliability fast route
convergence and secure, efficient route distribution. Secure routing solution in environments using

NAT through tight integration with NAT services.
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Delivery of multimedia traffic in videoconferencing, collaborative computing, and Mission-critical
real-time enterprise applications through full PIM Sparse Mode v2

Facilitate a wide range of multicast applications by including support for Internet Group Management
Protocol (IGMPv2) and stub multicast routing, including NAT and PAT and the ability to build ACLs
for multicast traffic

Should be able to mark the packets based on the defined policies so that the flows can be treated at
the router

Access control and deep inspection firewall services for native IPvé network environments and
mixed IPv4 and IPv6 network environments through dual - stack support

IPv6-enabled inspection services for applications based on HTTP, FTP, SMTP, ICMP, TCP, and
Support for SSHv2, Telnet, HTTP and HTTPS

Specification of Intrusion Prevention system, Active & Failover

General Features:

Should be chassis based
Redundancy should be keep in mind the requirement is for Active & standby Unit with auto failover
with all running rules & configuration.

Having the capability to run in LAN mode and Promiscuous mode.

Content-based:

IPS should have the capability to inspect the content of network packets for unique sequences,
called signatures, to detect and hopefully prevent known types of attack such as worm infections

and hacks.

Protocol Analysis

The key development in IPS technologies is the use of protocol analyzers. Protocol analyzers should
natively decode application-layer network protocols, like HTTP or FTP. Once the protocols are
fully decoded, the IPS analysis engine should evaluate different parts of the protocol for anomalous

behavior or exploits.
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¢ |PS engines should be fully protocol analyzers. The IPS should be placed just before the gateway of
the Internet & it will sync with internet to update latest signature file. Should have the capability to
protect the internal zone from any shorts of attack including Denial service, IP flooding, hacking &
should able have the capability to generate customize report hourly , weekly, monthly & yearly

reports. Reports & alarms should be floated by the e mail service to the respected people.

Rate-based

e |PS should be primarily intended to prevent DoS and DDoS attacks. The work by monitoring and
learning normal network behaviors. Through real-time traffic monitoring and comparison with
stored statistics, IPS should identify abnormal rates for certain types of traffic e.g. TCP, UDP or ARP
packets, connections per second, packets per connection, packets to specific ports etc. Attacks are
detected when thresholds are exceeded. The thresholds are dynamically adjusted based on time of
day, day of the week etc,, drawing on stored traffic statistics.

e Unusual but legitimate network traffic patterns may create false alarms. The system's effectiveness is

related to the granularity of the RBIPS rule base and the quality of the stored statistics.

®  Once an attack is detected, various prevention techniques may be used such as rate-limiting specific
attack-related traffic types, source or connection tracking, and source-address, port or protocol

filtering (black-listing) or validation (white-listing)

FC-IP Router
Fibre Channel Ports
e min 4 FC ports
FC Port Speed
e Autosensing 1/2/4 Gb/s
iSCSI (Ethernet) Ports
e min 8 Ethernet ports
iSCSI (Ethernet) Port Speed
e | Gigabit Ethernet

Aggregate Bandwidth
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e min 125 MB/s
Protocol Support
e FCP
e iSCSI
High-Availability Features
e Two-way active/active clustering with failover and fail back capabilities

e Multiple iSCSI connections provide multipathing support from a single gateway to as many
as 100 servers.

Management Features

e CLI (by Telnet, SSH, or console)
iSCSI Gateway Manager

e SNMP

e Allows for monitoring traffic statistics on each storage and network interface, fan and
temperature and iSCSI session details.

Technical Specifications of Passive Networking Components

CAT-6 U/UTP Cable

® 4 Pair Cable, 23 AWG Copper with integral cross -member pair separator for uniform
characteristic impedance.

e Standardization: ISO/IEC 11801 2nd Ed.; IEC 61156-5 2nd Ed.; EN 50173-1; EN 50288-6-1;
EIA/TIA 568B.2.1

e Cable overall diameter 6.3 mm.
e Cable jacket material : PVC
e Should have tensile strength of 100N.

e The cable should have 100ohm impedance and data transmission frequencies up to
250MHz.

¢ [t should be certified by independent test labs like 3P/Delta to meet Cat -6 Standards.

e The cable should be supplied in 500m reel.
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Mechanical Test

Ultimate Breaking Strength >400 N (90 Ibf)

Minimum Bend Radius 235mm without load, 255mm with load

Electrical Test

DC Resistance <14.5Q/100 m

DC Resistance Unbalance <2%

Mutual Capacitance 4.4pF/100m max.
Capacitance Unbalance <150pF/100m max.
Propagation Velocity 67%

Connection Module/Information Outlet

e RJ45 connection module of Category 6, for the establishing of transmission channels of
class E with up to 4 plugged connections, complies with Category 6 requirements of the
standards ISO/IEC 11801:2002, EN 50173-1: May 2007, DIN EN 50173-1: Dec. 2007 as
well as ANSI/TIA/EIA 568-B.2-1, de-embedded tested in acc. with IEC 60603-7-4,
interoperable and backwards compatible with Cat.5e and Cat.5.

e Suitable for |0GBase-T applications in acc. with IEEE 802.3an up to 500 MHz and 55 m.

e Parallel pair termination without crossover in acc. with EIA/TIA 568-A/B, gold-plated
bronze contacts for >1000 mating cycles, IDC contacts with single-wire strain relief and
>20 insertion cycles, contact resistance <50 m Ohm, dielectric strength >1000 Veff..

e Maximum reliability through special contact design without internal transfer points.

e Should have integral dust cover and integrated bend-limiting strain -relief unit for cable
entry.

e Should have IDC to hold conductor without using any tool for termination of cable.

e Outlets should be of single metal piece design without any PCB to support the IDC /
Contacts.

e Should be reusable and tool less in design in terms of termination of solid wire installation
cable AWG22-24 as well as stranded cables AWG 22/7 —26/7
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e Should be made of halogen free material and should be certified by third party like 3P or
Delta or GHMT.

Patch Panel 24 port- Straight

e Patch panel with integrated cable tie shelf, 19" fastening kit, labeling field, accepting the
snap-in type color coding clips in 8 colors.

e Material: sub-rack made of sheet steel (DCOIA) 1.5 mm, color blue chromatized, screen
made of plastic (ABS), halogen-free, color medium gray (NCS 2502-B)

e Complies with Category 6 requirements of the standards ISO/IEC 11801:2002, EN 50173-
I: May 2007, DIN-EN 50173-1: Dec. 2007 as well as ANSI/TIA/EIA 568-B.2-1, de-
embedded tested in acc. with IEC 60603-7-4, interoperable and backwards compatible with
Cat.5e and Cat.5.

e Suitable for 10GBase-T applications in acc. with IEEE 802.3an up to 500 MHz and 55 m in
case of unshielded.

e Each port should be individually terminated i.e. each Port should be individually replaceable
& provide consistent port-to-port performance.

e Each port should have an integral dust cover and integrated bend-limiting strain relief unit
for cable entry.

e Patch panels shall be modular in design and capable of supporting Cat 6 UTP/FTP and S/FTP
modules on same port. The same panel should have the capability of terminating multimode
and single mode fibers alongside the copper terminations.

Patch Cord UTP

e Standardization: Compliant with Cat.6, Class E (250 MHz) requirements: ISO/IEC
11801 2nd Edition Compliant with Cat.6 component standards IEC 60603-7-4 and 60603-
7-5

e Patch Cords should have PVC jacket with conductor diameter copper strand AWG26.

e Patch cords to use IDC contact technology for all the conductor terminations for better
performance and not piercing type contact technology.

e Cat 6 patch cord plug to have metal screening & round cable holder and strain relief boot
to avoid bending.
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e Plug to have two physically separated levels and all 8 wires need to be separated by
dielectrically.

e Should support optional locking mechanism for security purpose wherein the patch cords
can be locked on servers and all RJ45 ports and required Mechanical key to open patch
Cord.

o All the conductors should be IDC based termination at the RJ-45 plugs without directly
crimping the plug on cable.

Technical Specification of 42 U Networking & server Rack

Feature Required specification

Feature 42U 800WV X 800D Modular Structures made from aluminum extruded profile,
minimum extrusion wall thickness at all sides and corner- 2mm. along with following
items: Top and Base Cover with cable enter Black Color

Front/Rear Front, Glass door, 800mm Wide, 42U, with Lock and hexagonal vent on the trims
for thermal Management/ air cooling. 42U , 800mm WV, Rear Steel Door, with 1/3

Door hexagonal vent at the base to allow proper air flow and thermal control, with Lock

Mounting 19 Mounting Angles, 19 mounting angles powder coated along with “U” marking

Angles

SIDE PANELS 2 Nos. of Removable Side Panels along with slam latch. 4 nos. of 100mm WV,
Reducing Cable channels on the sides to allow better cable management

Castors Castors - For providing mobility to the rack. Two with foot operated brakes and
Two without brakes, having a load carrying capacity of 100kg

Fan 230V AC 90CFM Fan (4 nos. for each Rack) with Fan Housing Unit

Cable Manager 197, 1U, Horizontal Cable Manager, to allow proper cable routing

Cable Loops 24U to help route the cable vertically

Power Supply 10X 5 amps or 6 X 5 amps socket as per requirement

Castors Castors as needed

Cable Storage 2U cable storage shelf supported with 4 bobbins

40 KVA online UPS (for Data Center)
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PARAMETER UPS SPECIFICATIONS
General 40 KVA On-Line UPS System (single module)
Topology True On-Line Double Conversion Architecture with DSP

Digital Signal Processing) Technology using IGBT rectifier and IGBT
inverter

ELECTRICAL CHARACTERISTICS — INPUT

Input voltage and voltage

305 —478 VAC at 100% load, 3 Phases + N

tolerance

Input frequency 45-55 Hz

Input current distortion 5% THD

Input power factor 0.99

Rectifier type IGBT based only

ELECTRICAL CHARACTERISTICS — OUTPUT

Output power 30 KVA @0.9 pf
Output power factor 0.9
Output voltage 220/ 230/ 240 VAC, Single Phase

Output voltage Regulation
(Static)

2%

Output voltage * 5% with | ms recovery
Output frequency (nominal) 50 Hz

Woaveform Sine waveform

Total Harmonic Distortion <3%

(linear load)

Total Harmonic Distortion <5%

(non-linear load)

Overload capability

110% for 10 mins; 125% for Ol min; 150% for 5 seconds

User interface
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PARAMETER UPS SPECIFICATIONS

LCD display Graphical LCD for measurement of various UPS parameters, changing
UPS Settings, Event Log etc.

LED LED indicators for UPS status & Alarm

Standard Communication ports

| x RS232 for local support, 2 x X —slot,

External Controls

| x relay contact, | x emergency power off input

2 x environmental input

SNMP

Administration

The UPS should have a SNMP based network administration
hardware and software system that should facilitate

monitoring of critical UPS parameters from any location

Type of bypass Manual and Automatic
CONSTRUCTION
MTBF (Mean Time 150,000 hours

Between Failure)

Cross Sectional Area

Should not exceed 0.25 sq.m

(Footprint) of UPS without

Batteries

Degree of protection IP20

BATTERY

Battery Type Sealed, lead-acid, maintenance-free

Battery Runtime

The system must be capable of providing 60 minutes of battery back-up
time.

(Minimum VAH = 16120 VAH for 60 minutes back -up)

Total number of batteries offered should be clearly mentioned. Voltage of
each battery offered should be clearly mentioned. Ampere-Hour rating of
each battery offered should be clearly mentioned. Total Volt-Ampere-
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PARAMETER UPS SPECIFICATIONS

Hour rating

of the Battery Bank Offered should be clearly mentioned.

Recharge Time <5 hrs. to 90% capacity

DC Voltage > 360V

ENVIRONMENTAL

RoHS Compliance Should be EU RoHS / WEEE Compliant
Ambient service +0 to +40°C, max.

Temperature

Relative humidity 5 to 95%, no condensation allowed
Acoustic noise at | m 55 dBA max

CERTIFICATION

Quality ISO 9001, ISO 14001

Markings CE/UL

Safety IEC 62040-1-1, IEC 60950

EMC EN 50091-2 Class A

DIESEL GENSET-70 KVA

Engine

Engine to be confirming to IS 10001, BS 5514,DG set confirming to ISO 85 28
Emission complaint approved by ARAI

Air cooled

Four Strokes

63 kVA Double cylinder

Mounting Arrangement — Engine and alternator should be mounted on a common Mild
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e Steel (MS) fabricated base frame with AVM pads

e Starting system-12 VDC electric starter, battery charging alternator

e MICO-Fuel pump with mechanical Governor -A2 class

¢ Fuel Filter-MICO

e Residential Silencer

e Air Cleaner-Paper element type-Mahle

e Shut off coil with safeties for LLOP/HCT

¢  Flywheel Housing

e  Firstfill of lube oil

¢  Fuel feed pump with mechanical governor as per IS 1000
Control Panel
The genset control panel shall be of 14 Gauge CRCA sheet, powder coated for a weather proof long last
finish. The panel shall be provided with Standard Engine Instrumentation, AMF logic, Battery charger,

Voltmeter, Ammeter, Frequency meter, Current transformers, Hour meter, instrument fuses duly wired and
ferruled with MCB of suitable Capacity.

Fuel Tank

Suitable for 8 Hrs of continuous running provided with drain valve, air vent and outlet connection
underneath the DG, draw out type for 5 kVA-Min 50 Ltr, 70 kVA-Min 100 Ltr.

Acoustic Enclosure

Made of 16 Gauge CRCA sheet on sides and 14 gauge on top .The Acoustic enclosure should be modular in
construction with integral in construction,IP22 enclosure ,made on CNC machines ,sheet metal components
should be hot dip seven tank pretreated before powder coating, enclosure should be powder coated with a
special pure polister based powder, all nuts and bolts should be made of stainless steel, doors should be
gasketed with high quality EPDN gaskets to prevent leakage of sound, door handles should be lockable type.,
sound proofing of the enclosure should be done with high quality fire

Retardant form, specially designed attenuators should be provided t o control sound at air entry and exit
points, adequate ventilation should be provided to meet total air requirement, temperature of enclosure
should not be beyond 5 -7 Deg Celsius of ambient temperature, arrangement for emergency shutdown from
outside of the enclosure, noise level 75 dBA at | meter distance thus meeting CPCB norms., type arrival
certification from CPCB.

Alternator

e  Output: 70 kVA
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Power factor: .8 pf lagging suitable for 50 Hz

Voltage : 240 V, Single phase

Type: Synchronous alternator of continuous operation

Speed: 1500 rpm

Overload capacity: Permissible overload 10 % for | Hr in 12 Hrs of duration
Excitation: Self excited, self regulated through an AVR

Permissible voltage

Variation: +/- 1.5% voltage regulation (Max)

Enclosure: IP23 enclosure

Insulation: Class H

Battery

Uncharged with Battery leads -1 No

Technical Specification of Software for DC and DR

Specification of EMS Software

Basic Requirements

Solution should be inclusive with hardware, OS, patches, etc.

Bidder should provide a centralized Enterprise Management solution for all the IT assets
spread across various units.

Should be SNMP vl1, v2, v3 and MIB-Il compliant.

Should support Web / Administration Interface.

Should provide compatibility to standard RDBMS.

Solution should be open, distributed, and scalable and open to third party integration.

Should provide fault and performance management for multi-vendor TCP/IP networks.

Security

Should be able to provide secured windows based consoles / secured web-based consoles
for accessibility to EMS

Should have web browser interface with user name and password authentication

Administrator / Manager should have privilege to create / modify / delete user

Polling Cycle
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e Support discriminated polling
e Should be able to update device configuration changes such as re-indexing of ports

Fault Management

e Should be able to get fault information in real time and present the same in alarm window
with description, affected component, time stamp etc.

e Should be able to get fault information from heterogeneous devices — routers, switches,
servers etc.

e Event related to servers should go to a common enterprise event console where a set of
automated tasks can be defined based on the policy.

e Should have ability to correlate events across the entire infrastructure components of
DC/DR.

e Should support automatic event correlation in order to reduce events occurring in DC/DR.

e Should be configurable to suppress events for key systems/devices that are down for
routine maintenance or planned outage.

e Should be able to monitor on user-defined thresholds for warning/ critical states and
escalate events to event console of enterprise management system.

e Should provide sufficient reports pertaining to asset and change management, alarms and
availability of critical network resources as well as network response times for critical links.

e The tool shall integrate network, server and database performance information and alarms
in a single console and provide a unified reporting interface for network and system
components. The current performance state of the entire network and system
infrastructure shall be visible in an integrated console.

e Should provide an integrated performance view for all the managed systems and networks
along with the various threshold violations alarms in them. It should be possible to drill-
down into the performance view to execute context specific reports

e Should provide the following reports for troubleshooting, diagnosis, analysis and resolution
purposes: Trend Reports, At-A-Glance Reports, & capacity prediction reports

e Should be able to auto-calculate resource utilization baselines for the entire managed
systems and networks and allow user to set corresponding upper and lower threshold
limits

Discovery

Confidential Page 387




RFP for System Integrator for implementation of CCTNS project in the Union Territory of Daman
and Diu and Dadra Nagar Haveli

e Should provide accurate discovery of layer 3 and heterogeneous layer 2 switched networks
for Ethernet, LAN and Servers etc.
e Manual discovery can be done for identified network segment, single or multiple devices.

Presentation

e Should be able to discover links with proper color status propagation for complete
network visualization.

e Should support dynamic object collections and auto discovery. The topology of the entire
Network should be available in a single map.

e Should give user option to create his /or her map based on certain group of devices or
region.

e Should provide custom visual mapping of L2 and L3 devices connectivity and relationships.

Agents

e Should monitor various operating system parameters such as processors, memory, files,
processes, file systems etc. where applicable using agents on the servers to be monitored.

e Provide performance threshold configuration for all the agents to be done from a central
GUI based console that provide a common look and feel across various platforms in the
enterprise. These agents could then dynamically reconfigure them to use these threshold
profiles they receive.

System Monitoring

e Should be able to monitor/manage large heterogeneous systems environment continuously.
¢ Windows OS

o Should monitor / manage following:

» Event log monitoring

Virtual and physical memory statistics
Paging and swap statistics
Operating system
Memory
Logical disk
Physical disk

Process

YV V.V VYV YV V V V

Processor

Confidential Page 388




RFP for System Integrator for implementation of CCTNS project in the Union Territory of Daman
and Diu and Dadra Nagar Haveli

» Paging file

IP statistics

ICMP statistics

Network interface traffic

Cache

YV V V V

» Active Directory Services
o Should be capable of view/start/stop the services on windows servers
e Unix / Linux
o Should monitor with statistics:
» CPU Utilization, CPU Load Averages
System virtual memory (includes swapping and paging)
Disk Usage
No. of Nodes in each file system

Network interface traffic

YV V V V VY

Critical System log integration

Infrastructure Services

e |IS/ Tomcat / Apache / Web server statistics

e HTTP service

e HTTPS service

e FTP server statistics

e POP/ SMTP Services

e |CMP services

e Database Services — Monitor various critical relational database management system
(RDBMS) parameters such as database tables / table spaces, logs etc.

Application Performance Management

¢ End to end Management of applications (J2EE/.NET based)

e Automatic discovery and monitoring of the web application environment
¢ Ability to monitor applications with a dashboard.

e Proactive monitoring of all end user transactions;

e Storage of historical data is for problem diagnosis, trend analysis etc.

e Monitoring of application performance based on transaction type
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Ability to identify the potential cause of memory leaks.

Reporting

Should able to generate reports on predefined / customized hours.

Should be able to present the reports through web and also generate “pdf’ / CSV / reports
of the same.

Should provide user flexibility to create his /or her custom reports on the basis of time
duration, group of elements, custom elements etc.

Should provide information regarding interface utilization and error statistics for physical
and logical links.

Should create historical performance and trend analysis for capacity planning.

Should be capable to send the reports through e-mail to pre-defined user with pre-defined
interval.

Should have capability to exclude the planned-downtimes or downtime outside SLA.
Should be able to generate all sorts of SLA Reports.

Should be able to generate web-based reports, historical data for the systems and network
devices and Near Real Time reports on the local management console.

Should be able to generate the reports for Server, Application, infrastructure services and

Network devices in DC/DR environment.

Awvailability Reports

Awvailability and Uptime — Daily, Weekly, Monthly and Yearly Basis
Trend Report
Custom report

MTBF and MTTR reports

Performance Reports

Device Performance — CPU and Memory utilized
Interface errors

Server and Infrastructure service statistics

Trend report based on Historical Information
Custom report

SLA Reporting

Computation of SLA for entire DC/DR Infrastructure

Automated Daily, Weekly, Monthly, Quarterly and Yearly SLA reports
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Data collection

e For reporting, required RDBMS to be provided with all licenses.

¢ Should have sufficient Storage capacity should to support all reporting data for 3 Years of
DC/DR operation.

Integration

e Should be able to receive and process SNMP traps from infrastructure components such as
router, switch, servers etc.

e Should be able integrate with Helpdesk system for incidents.

e Should be able to send e-mail or Mobile —SMS to pre-defined users for predefined faults.

e Should trigger automated actions based on incoming events / traps. These actions can be
automated scripts/batch files.

Network Management

e The Network Management function must monitor performance across heterogeneous
networks from one end of the enterprise to the other.

e It should proactively analyze problems to improve network performance.

e The Network Management function should create a graphical display of all discovered
resources.

e The Network Management function should have extensive reporting facility, providing the
ability to format and present data in a graphical and tabular display

e The Network Management function should collect and analyze the data.

¢ The Network Management function should also provide information on performance of
Ethernet segments, WAN links and routers.

e Alerts should be shown on the Event Management map when thresholds are exceeded.

¢ It should be able to automatically generate a notification in the event of a link failure to
ensure proper handling of link related issues.

e The Systems and Distributed Monitoring (Operating Systems) of EMS should be able to
monitor:
o Processors: Each processor in the system should be monitored for CPU utilization.

Current utilization should be compared against user-specified warning and critical

thresholds.
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o  File Systems: Each file system should be monitored for the amount of file system space
used, which is compared to user-defined warning and critical thresholds.

o Log Files: Logs should be monitored to detect faults in the operating system, the
communication subsystem and in applications. The function should also analyze the files
residing on the host for specified string patterns.

o  System Processes: The System Management function should provide real-time
collection of data from all system processes. This should identify whether or not an
important process has stopped unexpectedly. Critical processes should be
automatically restarted using the System Management function.

o Memory: The System Management function should monitor memory utilization and
available swap space.

o Event Log: User-defined events in the security, system, and application event logs must
be monitored.

SLA Monitoring

e  The SLA Monitoring function of the EMS is by far the most important requirement of the
DC/DR Project. The SLA Monitoring component of EMS will have to possess the following
capabilities:

o EMS should integrate with the application software component of portal software that
measures performance of system against the following SLA parameters:

» Response times of Portal;
» Uptime of data centre;
» Meantime for restoration of Data Centre etc;

o EMS should compile the performance statistics from all the IT systems involved and
compute the average of the parameters over a quarter, and compare it with the SLA
metrics laid down in the RFP.

o The SLA monitoring component of the EMS should be under the control of the
authority that is nominated to the mutual agreement of UT and the Sl so as to ensure
that it is in a trusted environment.

o The SLA monitoring component of the EMS should be subject to random third party
audit to vouchsafe its accuracy, reliability and integrity.

Reporting

e The Reporting and Analysis tool should provide a ready-to-use view into the wealth of data

gathered by Management system and service management tools. It should consolidate data
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from all the relevant modules and transform it into easily accessible business-relevant
information. This information, should be presented in a variety of graphical formats can be
viewed interactively

e The tool should allow customers to explore the real-time data in a variety of methods and
patterns and then produce reports to analyze the associated business and service affecting
issues.

e The presentation of reports should be in an easy to analyze graphical form enabling the
administrator to put up easily summarized reports to the management for quick action
(Customizable Reports). The software should be capable of supporting the needs to
custom make some of the reports as per the needs of the organization.

e Provide Historical Data Analysis: The software should be able to provide a time snapshot
of the required information as well as the period analysis of the same in order to help in

projecting the demand for bandwidth in the future.

ITIL based Helpdesk System

e Helpdesk system would automatically generate the incident tickets and log the call. Such
calls are forwarded to the desired system support personnel deputed by the
Implementation Agency. These personnel would look into the problem, diagnose and
isolate such faults and resolve the issues timely. The helpdesk system would be having
necessary workflow for transparent, smoother and cordial DC/DR support framework.

¢ The Helpdesk system should provide flexibility of logging incident manually via windows
GUI and web interface.

e The web interface console of the incident tracking system would allow viewing, updating
and closing of incident tickets.

e The trouble-ticket should be generated for each complaint and given to asset owner
immediately as well as part of email.

¢ Helpdesk system should allow detailed multiple levels/tiers of categorization on the type of
security incident being logged.

e It should provide classification to differentiate the criticality of the security incident via the
priority levels, severity levels and impact levels.

e |t should allow SLA to be associated with a ticket based on priority, severity, incident type,

requestor, asset, location or group individually as well as collectively.
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¢ |t should maintain the SLA for each item/service. The system should be able to generate
report on the SLA violation or regular SLA compliance levels.

e |t should be possible to sort requests based on how close are the requests to violate their
defined SLA’s.

e |t should support multiple time zones and work shifts for SLA & automatic ticket
assignment.

e It should allow the helpdesk administrator to define escalation policy, with multiple levels &
notification, through easy to use window GUI / console.

e System should provide a knowledge base to store history of useful incident resolution.

e |t should have an updateable knowledge base for technical analysis and further help end-
users to search solutions for previously solved issues.

e The web-based knowledge tool would allow users to access his / her knowledge article for
quick references.

e [t should provide functionality to add / remove a knowledge base solution based on prior
approval from the concerned authorities

e Provide seamless integration to generate events/incident automatically from NMS / EMS.

e Each incident could be able to associate multiple activity logs entries manually or
automatically events / incidents from other security tools or EMS / NMS.

¢ Allow categorization on the type of incident being logged.

e Provide audit logs and reports to track the updating of each incident ticket.

e Proposed incident tracking system would be ITIL compliant.

e It should be possible to do any customizations or policy updates in flash with zero or very
minimal coding or down time.

¢ It should integrate with Enterprise Management System event management and support
automatic problem registration, based on predefined policies.

e It should be able to log and escalate user interactions and requests.

e It should support tracking of SLA (service level agreements) for call requests within the
help desk through service types.

e It should be capable of assigning call requests to technical staff manually as well as
automatically based on predefined rules, and should support notification and escalation
over email, web etc.

e It should provide status of registered calls to end-users over email and through web.
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e The solution should provide web based administration so that the same can be performed
from anywhere.

e It should have a customized Management Dashboard for senior executives with live reports
from helpdesk database.

e NOTE: EMS tools deployed shall have the ability to manage the entire IT infrastructure

proposed by the SI

Specification of Proxy Service & Web Filtering

= Authentication- Users can be authenticated using built-in Windows, LDAP,
RADIUS, or RSA SecurlD authentication. Single sign on should be supported. Rules
can be applied to users or user groups in any namespace.

= RADIUS support for Web Proxy client authentication for authenticates users in
Active Directory and other authentication databases by using RADIUS to query
Active Directory.

= Single sign on to allow users to access a group of published Web sites without being
required to authenticate with each Web site.

= Should have improved control of cookie-based sessions to provide for better security

= Should have built-in multilayer firewall

= Should have built-in content filtering

=  HTTP filtering on a per-rule basis

= Should have feature to Block access to all executable content

= Should Control HTTP file downloads through file extension

= Should have HTTP filtering to all client connections

= Should Control HTTP access based on “HTTP Signatures

= Should Control allowed HTTP methods

= Should have Extensive protocol support

= The software should have user based or group based access policy

= Should have separate FTP support

Antivirus Server:

The key specification of the antivirus server as follows:
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e Advanced, enterprise-wide virus protection and Monitoring from a single management
console

e Tamper protection guard against unauthorized access and attacks, protecting users from
viruses that attempt to disable security measures

e Integrated Web-based graphical reporting

e Scalability to support enterprise level of users

e Simple installation & streamlined workflow and usability

e Available reports meet primary administrative needs.

e Client support for Microsoft Windows Server 2008 and Windows Vista™ Service Pack I,
Solaris open source

e Support for Microsoft Windows XP Service Pack 3.

e  Email security feature.

e Application support for internet security module.

e Periodic Auto Up gradation for virus definition from the internet.

Messaging Service:

E-Mail server for the police department is required for instant messaging & for digitally information
sharing inside the organization & communication between other offices government department
also.

The SMTP service should support the following architecture & model for the SMTP service.

Simple Mail Transfer Protocol (SMTP) is an Internet standard for electronic mail (e-mail)
transmission across Internet Protocol (IP) networks. This includes the extended SMTP (ESMTP)
additions, and is the protocol in widespread use today. SMTP is specified for outgoing mail
transport and uses TCP port 25.

While electronic mail servers and other mail transfer agents use SMTP to send and receive mail
messages, user-level client mail applications typically only use SMTP for sending messages to a mail
server for relaying. For receiving messages, client applications usually use either the Post Office
Protocol (POP) or the Internet Message Access Protocol (IMAP).

Mail processing model:

The overall flow for message creation, mail transport and delivery may be illustrated as follows:
Sending MUA - MSA - sending MTA = receiving MTA = MDA - Mail store for retrieval by MUA

Webmail Services:
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The email application should able to give the web mail services to the internet users on the port number 80

& 443

The basic architecture should be as follows:

SMTP & E SMTP incoming & outgoing service

POP 3 or IMAP for client access.

Host base client server architecture

Support for the integration with external SMTP servers

Support for web browser access with port 80 & port 443
Support for client and host based architecture for internal users.
The Email solution should run preferably in Linux/Windows.
The Email solution should integrate with the CAS application

Back end Email server & Front end server for Https service over internet.

Back-up Software

The proposed Backup Solution should be available on various OS platforms such as
Windows and UNIX platforms and be capable of supporting SAN based backup / restore
from various platforms including UNIX;, Linux, and Windows etc.

Proposed backup solution shall be offered with Cluster license of servers.

Proposed backup solution shall have same GUI across heterogeneous platform to ensure
easy administration.

The proposed Backup Solution should support tape Mirroring running concurrently with
primary backup.

The proposed backup solution support de-multiplexing of data cartridge to another set of
cartridge for selective set of data for faster restores operation to client/servers.

The proposed backup solution should allow creating tape clone facility after the backup
process.

The proposed Backup Solution should have in-built calendar based scheduling system and
supports Clustering the Backup Server and Media Server on Windows , Linux.

The proposed backup solution shall be offered with at least 20 Client and Media license
(Both Cluster and standalone) for SAN based backup and LAN based backup.

The proposed Backup Solution Software has inbuilt Java / Web based GUI for centralized

management of backup domain.
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e The proposed Backup Solution should have in-built media management and supports cross
platform Device & Media sharing in SAN environment. It should provide a mechanism to
ensure backups never fail for media.

e Backup Software should be able to rebuild the Backup Database/Catalog from tapes in the
event of catalog loss/corruption.

e The proposed Backup Software shall support OPEN File Support for windows.

e The proposed Backup Solution has certified “Hot-Online” backup solution for different
type of Databases such as Oracle.

e The proposed Backup Software should offer online backup for all the Operating Systems
i.e. UNIX, Windows & Linux etc

e The proposed Backup Solution has online backup solution for different type of Databases
such as Oracle, MS SQL, and Sybase / DB2 etc. on various OS.

e The Proposed backup solution shall provide granularity of single file restore.

e Backup Solution shall be able to copy data across firewall.

e The backup software must also be capable of reorganizing the data onto tapes within the
library by migrating data from one set of tapes into another, so that the space available is
utilized to the maximum. The software must be capable of setting this utilization threshold
for tapes

e The backup software should be able to support versioning and should be applicable to
individual backed up objects

e Should have the ability to retroactively update changes to data management policies that

will then be applied to the data that is already being backed up or archived

All software licenses should be in the name of the Honorable Administrator, UT of Daman & Diu
and UT of Dadra & Nagar Haveli and should be a perpetual license, i.e. the software license should
not expire after the contract period. The software Licenses should be comprehensive and no
further licenses should be required for DC/DR operations. The software installed should

necessarily be the latest version at the time of actual implementation.

Technical Specifications for Police Stations Hardware Components

Desktop Computer:
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Features Specifications

Core 2 Duo Processor, E7500 or equivalent with minimum 3.00GHz, 4-MB L2
Processor

cache,

Intel G31 Chipset or better OEM mother board
Motherboard

Bus Architecture

Integrated Graphics, Integrated (on board) High Definition Audio controller with
internal speaker, 2 PCl slats

Bays 2x Internal 3.5” bays, 2xExternal 5.25” bays & 2xExternal 3.5” bays
Memory 2 GB DDR2 SDRAM @ 667 MHz Expandable to 4 GB
Hard Drive

160 GB SATA-II SMART 11l 7200 rpm.

Removable drive

52 X Sata DVD W/riter drive

Network Integrated 10/100 Mbps Ethernet Adapter (R]-45), PXE support

Key board Standard 104 key USB keyboard

Mouse 2 button optical wheel mouse

Monitor I7” TFT Color Monitor

Interface | serial, | Parallel, 6 USB (Minimum 2 in front), | PS/2 Keyboard, | PS/2 Mouse,

VGA, audio ports for Microphone & headphones in front.

OS Certification

Microsoft Windows / Linux

oS Preloaded Windows 7 Business Edition / Linux
Office Preloaded Microsoft Office 2007 Professional or latest version / OpenOffice
Antivirus Preloaded Standard Symantec/Mcafee Desktop version with three year update

Laser Jet Printer

Features

Specifications

Printing Features

=  Print speed- Up to 22 ppm (Draft),

=  Automatic duplex
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Duty Cycle

5000 ppm

Memory

2 MB RAM

Paper Handling Tray

= 150-sheet adjustable main input tray,

100-sheet output bin,

= manual two-sided printing

Paper Size = A4,

= letter,

= Legal
Interfaces Hi-Speed USB 2.0 port,

Operating systems support Required

Windows XP, Windows 7, Linux

Power

220 to 240 volts (£10%), 50/60 Hz (*2 Hz) Input Power
port with required English power chord

Printer, Scanner, Copier all in one Device

Features

Specifications

Printing Features

=  Print speed- Up to 27 ppm (Draft), up to 15 ppm

=  Automatic duplex

= 250-sheet input tray

= Print, scan and copy unattended with the
Automatic Document feeder

= Economic mode for toner savings

Copying Features

= | to 99 multiple copies

= reduce/enlarge from 25 to 400%

= 2-up or 4-up allowing 2 or 4 pages to be copied
onto | page

= Contrast (lighter/darker),

= resolution copy quality (draft, text, mixed)

Scanning Features

=  Flatbed scanner up to A4 size;
= upto 4800 dpi; Enhanced upto 19200 dpi
= supported file types: JPEG, TIFF, PDF, GIF, and
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BMP

Should be able to scan Legal Documents

Control panel

2-line LCD text display,
Asian character support,

| 6-character display,

menu and navigation buttons,
copy control buttons,

cancel button

Memory

32 MB RAM

Paper Handling Tray

|0-sheet priority input tray,
250-sheet multipurpose input tray,
[25-sheet output bin,

manual two-sided printing

Paper Size

76 x 127 mm (3 x 5 inches) to 216 x 356 mm (8.5
x |4 inches);

letter,

legal,

index cards,

postcards;

A4,

A5

Interfaces

Hi-Speed USB 2.0 port,

Ethernet port

operating systems support Required

Windows XP Home and Professional Edition ; Windows
Vista, Linux

Power

220 to 240 volts (£10%), 50/60 Hz (2 Hz) Input Power
port with required English power chord

Specification of Layer 2 switch

No of Switch Ports
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MAC Address Table Size

8K

Switch Fabric

|6 Gbps Forwarding Capacity

Transmission Method

Store-and-Forward

Diagnostic LEDs

Per Unit: Power

Per Port: Activity/Link, Speed

Packet Buffer Memory

340KBytes Buffer Memory per Device

QoS 802.1p (4 Queues)
Interface Options
RJ-45 IOBASE-T, |00BASE-TX, AND 1000BASE-T
Network Protocols and Standards
IEEE 802.3 Ethernet, 802.3u Fast Ethernet, 802.3x Flow

Control, 802.3ab Gigabit Ethernet, 802.1p QoS

2 KVA online UPS (for each police station)

Feature

Specification

Power Rating

2 KVA/ 1.6 kW with 120 min backup

Technology True On-Line Double Conversion Architecture in rack mount
Design

Nominal input 220/230/240 Vac

voltage (Vac)

Input voltage 160-288 VAC

range

Operating 50/60 Hz auto sensing

frequency

Nominal output | 208/220/230/240 VAC

voltage
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Feature Specification
Output voltage +/-3% online; +/-3% on battery mode
regulation
Overload Up to |10 % for 2 minute, 111-150% for 30 sec
capacity
Efficiency 85% (On-Line mode)
>93% (High efficiency mode)
Load Crest 3:1
Factor
LED 3 LEDs indicating UPS status
5 Alarm/Bar Graph indicators
Standard RS232

communication

ports

Optional Slots

SNMP, Multiserver card, relay card , Modbus card

Form Factor

Dual Form Factor — Should be placed either as Rack mount or

Tower. Height Should not exceed 2U for rack mount purpose

Battery Type

Sealed, lead-acid, maintenance-free

Battery Runtime

The system must be capable of providing 120 minutes of battery
Back-up time.

(Minimum VAH = 1300 VAH for 30 minutes back -up)
Total number of batteries offered should be clearly mentioned.

Voltage of each battery offered should be clearly mentioned Ampere-Hour
rating of each battery offered should be clearly mentioned. Total Volt-
Ampere-Hour rating of the Battery Bank Offered should be clearly
mentioned.

Battery

Replacement

Modular, hot-swappable, user-replaceable

Start-On-
Battery

Should allow startup of UPS without utility input
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Feature Specification
Operating 0°C - +40°C
Temperature

Storage Temp

Recommended 0°C - +25°C

Altitude

<3000 M

Audible Noise

<45 dB battery mode

RoHS
Compliance

Should be EU RoHS / WEEE Compliant

Markings CE

Safety EN 50091-1 / equivalent
EMC EN 50091-2 /equivalent
Quality ISO 9001, ISO 14001

2 KVA Generators

Engine:

e Engine to be confirming to IS 10001, BS 5514, and DG set confirming to ISO 8528

o Emission complaint approved by ARAI

o Air cooled

o Four Stroke

o  KVA-up to 16 BHP multi cylinder

o Mounting Arrangement — Engine and alternator should be mounted on a

e Common Mild Steel (MS) fabricated base frame with AVM pads

o Starting system-12 V DC electric starter, battery charging alternator

o MICO-Fuel pump with mechanical Governor-A2 class

o Fuel Filter-MICO

o Residential Silencer

o Air Cleaner-Paper element type-Mahle

o Shut off coil with safeties for LLOP/HCT

o Flywheel Housing
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o Firstfill of lube oil

o Fuel feed pump with Mechanical Governor -A2 Class

Alternator

e Output: 2 kVA

e Power factor: 0.8 pf lagging suitable for 50 Hz

e Voltage: 240V, Single phase

e Type: Synchronous alternator of continuous operation

e Speed: 1500 rpm

e Overload capacity: Permissible overload 10 % for | Hr in 12 Hrs of duration

e Excitation: Self excited, self regulated through an AVR

Permissible voltage

e Variation: +/- 1.5% voltage regulations (Max)

e  Enclosure: IP23 Enclosure

Finger Print Reader

The finger print reader should be of Forensic grade and should be PIV (Personal Identification and
Verification) Standards compliant. It must have suitable dimensions for capturing conveniently
capturing good resolution of the fingerprint.

Feature Specification
General & = Scanner: Optoelectronic, Dual Prism Architecture
Fingerprint Sensor = Resolution: 500 dpi or higher at 256-bit (416 X 416 pixels)

= Platen Area: 45 mm x 45 mm (size of window)
= Glass thickness: 25 mm

= Optical / Film coating: Hygroscopic

= Distortion: <I1%

= Image grayscale: 256 level dynamic

=  Operating System support: Windows XP, Vista, 7 and Linux

Biometric = Authentication: <I| second (including detection, encoding and

matching)
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Feature Specification

Matching

Identification: <2 seconds in 1:3000 mode (including detection,
encoding and matching)
Identification: <2 seconds in 1:3000 mode (including detection,

encoding and matching)

Interfaces

Standard USB and USB powered

Environment

Temperature: 0° C to 55° C
Environmental humidity: Upto 90%
ESD Protection: 15 KV

Format =  AANSI/ INCITS 378,
Supported = ISO 19794-2
Digital Pen
Feature Specification
Average battery life = Min. 2.5 hours continuous writing use

Average usage life

= 150,000 hours

Battery type

= Lithium-ion polymer rechargeable battery

Standard connectivity

= USB 1.1 (also called High Speed USB 2.0)

Humidity non operating

=  0to95% RH (excluding rain, non-operating)

Humidity operating

Operating temperature
recommended range

= 32to 104°F

Storage temperature range

= -4to 104°F

Storage life =  Upto 5 years
Image processing range = 75hz
Image resolution = 500 dpi

Image scaling

= Perspective, rotation, tilt, and error correction
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Feature

Specification

Languages supported

= English and Hindi

Internal fixed memory

= Atleast 10 MB (1.3 MB available for user strokes)

Digital Camera

Feature

Specification

Basic features

= Atleast 14 Mega Pixels

= Sensor Type 1/2.3 Super HAD CCD

= Optical Zoom: 4x

= Precision Digital Zoom: 8x

= Lens: Carl Zeiss Vario-Tessar or equivalent

=  F Number 2.7 - 5.7

= Auto Focus Range (W: Approx. 4cm to Infinity, T: Approx.
60cm to Infinity)

= Compatible Recording Media Memory Stick

=  Duo / Memory Stick PRO

=  Duo / Memory Stick PRO Duo (High Speed) /

=  Memory Stick PRO-HG

= Duo / SD Memory Card / SDHC Memory Card

= LCD: 2.7 (6.9 cm) (230K pixels), Clear Photo LCD

= Battery Life: 240 shots or 120mins

= Battery System: Lithium ION Battery

= USB 2.0 Hi-Speed

= Photo Mode Intelligent Auto, Easy Shooting,

=  Program Auto, Steady Shot

= Scene Selection Twilight / Twilight Portrait / Landscape /
Soft Snap /

= Snow / Beach / High Sensitivity / Underwater / Gourmet
/ Pet

= Still Image Size 14M 4,320 x 3,240

= Still Image Size 16:9 Mode 11M(4,320 x 2,432) /
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Feature Specification

2M (1,920 x 1,080)
Movie Recording Mode (QVGA) 320 x 240, 29.97fps
=  Movie Recording Mode (VGA) 640 x 480, 29.97fps

=  Movie Recording Time Up to 2GB per shoot

= Recording Format Motion JPEG / AVI

= Still Image Recording Mode Normal (JPEG) / Burst (JPEG)

= ]SO Sensitivity Setting Auto / 80 / 100 / 200 / 400 / 800 /
1600 / 3200

* Image Stabilizer Steady Shot

= Focus Mode Multi-point AF (9 points) / Center-weighted
AF / Spot AF

= Auto Focus Mode Intelligent

= Exposure Compensation Plus / Minus 2.0EV, 1 / 3EV step

=  White Balance Auto / Daylight / Cloudy / Fluorescent /
Incandescent /Flash

=  Underwater White Balance Auto / Underwater 1-2

= Light Metering Multi-Pattern / Center Weighted / Spot

= Flash Mode Auto, Flash On, Flash Off, Slow Synchro

= Flash Range ISO Auto: Approx. 0.3 - 3.5m (W) / 0.6 - 1.8m
(T),

= [S03200: up to Approx. 7.1m (W) / 3.7m (T) Pre-flash

= Auto Daylight Syncro

= Dynamic Range Optimiser Standard / Off / Plus

= Face Detection

= Red-eye Reduction

= (Clear RAW NR (Noise Reduction)

User interface = Self-Timer (10sec / 2sec / off)

= Auto Review

= Index Playback

= Playback Moving Image Mode (QVGA / VGA)
= Slide Show Playback (SD)
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Feature Specification

= Image Rotation / Divide (MPEG) / Cue & Review

= Hand Shake Alert

= LCD Brightness Setting

= Speaker Volume Control

= Internal Memory Full Data Copy (to Memory Stick)
= Multi-use Terminal

= USB Connecting Auto / Mass Storage

Annexure | I- Network Connectivity Solution
e |t has been decided that connectivity for all the police stations and higher offices will be

provided by BSNL.

e MPLS network to connect 2,000 higher offices and the remaining 18,000 sites to be
connected through VPN on Broadband.

e SWAN will be the backup network wherever available

e The network will ultimately graduate to MPLS for all sites with SWAN as backup

e SLA of 99% uptime would be provided for MPLS connectivity. SLA for the sites connected
through VPN on Broadband will be 97%

Natienad Data Centie

State Data Centers

ﬁ soc2 ﬁ SDC3 % ﬁ SOC

VSATBB/COMA

3G Choud
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